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L. GENERAL PROVISIONS
1.  PURPOSE AND SCOPE OF THE POLICY

1.1. This Policy (hereinafter referred to as the
Policy) defines the list of information classified as
personal data; categories of subjects whose personal
data is processed by Komatsu CIS, LLC (TIN
7733556360, registration address: 123060, Moscow,
1st Volokolamskiy proezd, 10); establishes the
procedure, purposes and list of actions with personal
data, as well as measures taken by Komatsu CIS,
LLC to protect personal data.

1.2. This Policy applies to all Employees of
Komatsu CIS, LLC and Branches of Komatsu CIS,
LLC (hereinafter referred to as the Company,
Employer).

1.3.  The purpose of this Policy is to establish the
procedure for processing personal data that meets
the requirements of the applicable law of the Russian
Federation; to ensure the protection of the rights of
personal data subjects when processing their
personal data, including the rights to privacy,
personal and family secrets, to ensure the protection
of processed personal data from illegal access and
disclosure; to establish mutual rights, duties and
responsibilities of the Company and subjects of
personal data.

1.4. This Policy grounds on: Constitution of the
Russian Federation, article 14 of Labor Code of the
Russian Federation, Federal law dated 27.07.2006
No.152-FZ “On Personal Data”, and other related
acting normative and legal documents of the Russian
Federation.

1.5. Personal data is always considered as
confidential and strictly secured information.

1.6. This Policy and amendments to it shall be
approved by the General Director. All Company
Employees should be familiar with this Policy and
amendments to it on receipt by sending them through
electronic document management through the 1C:
Document Management program.

2. TERMS, DEFINITIONS, AND ABBREVIATIONS
2.1. The following terms with the corresponding
definitions are used in this Policy:

— personal data shall mean any information relating
to a directly or indirectly determined individual - the
subject of personal data;

— personal data authorized by the subject of
personal data for distribution — personal data to
which an unlimited number of persons have access

.  OBLUUE NMOJNOXEHUA
1. NPEAMET U LIENTN NOJTIOXEHUA

1.1. HacTtoswwee MNonoeHune (oanee -
«MonoxeHue») onpegensietr nepeyeHb CBeOEHUN,
OTHECEHHbIX K MepCoHarbHbIM OaHHbLIM; KaTeropum
CyObeKkTOB  MepcoHarnbHbIX  OaHHbIX,  KOTOpble
obpabartbiBatotcs B OO0 «Komauy CHIM» (MHH
7733556360, apgpec peructpaumn: 123060, .
Mockea, 1-n Bonokonamckuni np-g, 4. 10);
ycTaHaBnMBaeT NopsaaoK, Lenv n nepevyeHs eNCTBUi
C MNepcoHanbHbIMX daHHbIMK, a TakKe Mepbl,
npuHumaemble B OO0 «Komauy CHIM» gnsa sawuTbl
nepcoHanbHbIX AaHHbIX.

1.2. [HaHHoe [lonoxeHne pacnpoCTpaHsieTcd Ha
Bcex coTpyaHuko OO0 «Komauy CHIM™» 1 dunuanos
OO0 «Komauy CHI» (ganee - «KomnaHus,
«PaboTopaTenby).

1.3. Uenb HacTtoswero lNonoxeHuss — yCTaHOBUTb
nopsiaok  obpaboTkM  MepcoHanbHbIX — AaHHbIX,
COOTBETCTBYIOLWNA TpeboBaHMAM  OENCTBYIOLLETO
3akoHogartenbcTBa P®; obecneunTtb 3awumTty npae
Ccyb6beKkTOB NepcoHanbHbIX AaHHbIX NPy 06paboTke nx
NepcoHanbHbIX [OaHHbIX, B TOM 4YMUCRe npaB Ha
HEMNPUKOCHOBEHHOCTb YaCTHOWM >KWU3HW, JNUYHYI0 U

CEMENHYI0 TanHy, obecneunTtb 3awuTy
obpabaTbiBaeMbIX MNEpPCOHamnbHbIX  AaHHbIX  OT
HEe3aKOHHOro Aocrtyna n pasrnawleHus;

YCT@HOBIIEHMSA B3auUMHbIX MpaB, 00s13aHHOCTEN W
OTBETCTBEHHOCTH KomnaHumn " cybbekToB
nepcoHanbHbIX AaHHbIX.

1.4. OcHoBaHuem and pas3paboTkM HaCTOoALWEro
MonoxeHusn asnatotca: KoHctutyumns PO, rnasa 14
TpypoBoro kopgekca P®, depepanbHbii 3aKOH OT
27.07.2006 Ne152-®3 "O nepcoHanbHbIX AaHHbIX",
apyrve OencTByloLmMe HOPMaTMBHO-NPAaBOBLIE aKThl
Poccuiickon denepaunn.

1.5. [lepcoHarnbHble pOaHHble Bcerga SBMSTCA
KOHMAEHLManNbHON, CTpOro oxpaHsiemon
UHdopmMaLumen.

1.6. HacToswee lNonoxeHne n N3MEHEHUs1 K HEMY
yTBepxgatotca [eHepanbHbiM  Aupektopom. Bce
paboTHUKM KomnaHum OomkHbl ObiTb O3HAKOMITEHbI C
AaHHbIM [MonoXeHnem 1 N3BMEHEHUAMM K HEMY NMyTeM

paccbInkn nocpeacTBoMm 3NEKTPOHHOI0
OOKyMeHToobopoTa yepes nporpammy 1C:
[okymeHTO060pOT.

2. TEPMUHbI, ONPEOENEHUA N COKPALLEHUA
2.1. B Hactoswem [lonoxeHnn UCNOMb3yTcs
cnegywowme TepMUHbl C COOTBETCTBYHOLUMMU UM
onpegeneHnsMmu:

— nepcoHanbHble faHHble — nobas nHopmaums,

OTHocALLasCcs K npsiMo unm KOCBEHHO
onpeaeneHHoMmy, unu onpeaensiemMomy
dmanyeckoMy nuuy - CcyObeEKTYy MepCoHarbHbIX
[aHHbIX;

— nepcoHanbHble  fAaHHble, pa3pelleHHble
Cy6GbeKTOM  NepcoHanbHbIX AaHHbIX  Ans

pacnpocTpaHeHUss — MepcoHarnbHble [aHHble,



by the consent of the subject of personal data to the
processing of personal data authorized by the subject
of personal data for distribution in accordance with
the procedure provided for in these Policy;

— operator shall mean the Company organizing
and/or performing processing of personal data, as
well as determining the purposes of personal data
processing, the composition of personal data to be
processed, actions (operations) performed with
personal data;

— personal data processing shall mean any action
(operation) or set of actions (operations) performed
using automation tools or without using such tools
with personal data, including collection, recording,
systematization, accumulation, storage, clarification
(updating, changing), extraction, use, transfer
(distribution, provision, access), blocking, deletion,
destruction of personal data, as well as mixed
processing with transmission on the internal network
of the Company and on the Internet;

— non-automated personal data processing shall
mean use, clarification, distribution, destruction of
personal data in relation to each of the subjects of
personal data, performed with direct participation of a
person;

— automated personal data processing shall
mean personal data processing by means of
computer equipment;

— personal data distribution shall mean actions
aimed at disclosing personal data to an indefinite
number of persons;

— personal data provision shall mean actions
aimed at disclosing personal data to a definite person
or a definite number of persons;

— personal data blocking shall mean temporary
termination of personal data processing (unless
processing is required to clarify personal data);

— personal data destruction shall mean the
actions as a result of which it becomes impossible to
restore the content of personal data in the personal
data information system and/or as a result of which
material media with personal data are destroyed,;

— personal data information system shall mean
the totality of personal data contained in the
databases and information technologies and

AOCTYN HEOrpaHU4YeHHOro Kpyra nuy K KOTOPbIM
npenocTaBneH CyOBEKTOM NepCcoHanbHbIX AaHHbIX
nyTemMm gadm corrnacmsa Ha obpaboTKy nepcoHasbHbIX
AaHHbIX, paspeLleHHbIX CyObeKkToOM nepCcoHarnbHbIX
AaHHbIX  ONA  pacnpocTpaHeHuss B MNopsiake,
npeaycMoOTPEHHOM HacTosAwmM MNonoxeHnewm;

— onepaTtop — KomnaHnus, opranusywowas n/ unm
ocyulecTBnsoLwas 06paboTky  nepcoHanbHbIX
AaHHbIX, a Takke onpegensawowasn uenn obpaboTkm
NepcoHarnbHbIX [aHHbIX, COCTaB MNEPCOHaNbHbIX

AaHHbIX, nognexawmx obpaboTke, LencTBUS
(onepauun), coBepluaemble C MNEpPCOHaNbHBIMU
AaHHbIMK;

— o00OpaboTka nepcoHanbHbIX AaHHbIX — noboe
aencteuve (onepauusi) UM COBOKYMHOCTb OEACTBUM
(onepauun), coBepllaemMbiX C UCMNOSb30BAHUEM
cpenctB aBToMartv3aumm mnu 6e3 Mcnosib3oBaHus
Takmx CpeAcTB C MepCoHalNbHbIMK  OaHHbIMU,
BKItOYast cbop, 3anuch, cucTemMaTtmsaumio,
HaKonmneHne, XpaHeHue, yToyHeHue (0BGHOBNEHME,
N3MEHeHMne), n3BneYeHme, ncnonb3oBaHue,
nepegady (pacnpocTpaHeHue, npeaocTaBneHune,
aoctyn), OnokMpoBaHue, ygarneHue, YHUYTOXEHue
MepcoHanbHbIX [aHHbIX, a Takke CMellaHHas
obpaboTka C nepepayer NO BHYTPEHHEN CETU
KomnaHum n no cetn VIHTepHeT;
— HeaBTOMAaTU3UpPOBaHHaA
nepcoHanbHbIX AaHHbIX —  WCMOMNb30BaHUe,
YTOYHEHME, pacnpocTpaHeHue, YHUYTOXEHME
NepcoHanbHbIX OaHHbIX B OTHOLUEHWN KaXdoro w3
cybbekToB nepcoHanbHbIX OaHHBbIX,
OCyLLIeCTBsieMble NPy HENOCPEACTBEHHOM y4acTum
YerioBeka;

— aBTOMaTU3MpOBaHHasA obpaboTka
nepcoHanbHbIX OAHHbIX - obpaboTka
NMepcoHanbHbIX [aHHbIX C MNOMOLLUbD CPEeACTB
BbIYNCITUTENBHOWN TEXHUKY;

— pacnpocTpaHeHne NepcoHanbHbIX AAHHbIX —
AencTeus, HanpaBneHHbIe Ha packpbIThe
NnepcoHanbHbIX [aHHbIX HeonpeaeneHHoOMY Kpyry
iy,

— npepocTaBlieHMe MepPCOoHalNbHbIX AAaHHbIX —
aencTeus, HanpaBneHHble Ha packpbITue
nepcoHanbHbIX AaHHbIX ONpeaesieHHOMY nuuy Wnu
onpegeneHHoMy Kpyry nu;

— OnoKupoBaHMe MNepCoHarbHbIX AaHHbIX —
BPEMEHHOEe npekpaLieHmne obpaboTku
nepcoHanbHbIX OaHHbIX (3a UCKNIOYEHNEM Cry4vaes,
ecnn obpaboTka HeobxoaMma AnNa  YTOYHEHUS
nepcoHanbHbIX AaHHbIX);

— YHUYTOXEHME MNepCOoHalNbHbIX AaHHbIX —
AENCTBMSA, B pesynbTaTe KOTOPbIX CTaHOBUTCA
HEBO3MOXHbIM BOCCTaHOBUTb coaepxaHue
NepcoHanbHbIX  AaHHbIX B UHMOPMaLMOHHOM
CUCTEME MNEPCOHamnbHbIX [OaHHbIX W W B
pe3ynbTaTe KOTOPbIX YHUUTOXaKTCA MaTtepuanbHble
HOCUTENW NepPCOoHarbHbIX AaHHbIX;

— WH(pOpPMaUMOHHAA cUCTeMa MNepCcoHarbHbIX
AaHHbIX — COBOKYMHOCTb coAepXalwmxca B 6asax
AaHHbIX NEePCOHarbHbIX AaHHbLIX M 06ecneyvmBatoLLmX

obpaboTka



technical means ensuring processing of personal
data;

— cross-border transfer of personal data shall
mean transfer of personal data to the territory of a
foreign state to an authority of a foreign state, to a
foreign individual or to a foreign legal entity;

— employee shall mean an individual that has
entered labor relations with the Company;

— candidate shall mean an applicant for performing
a labor function in the Company having the necessary
education level, professional knowledge and skKills,
work experience and possessing professionally
important personal qualities;

— 1C: Document Management shall mean the
computer program used by the Company to automate
the workflow (hereinafter referred to as 1C: DO);

— 1C: ERP Enterprise Management shall mean the
computer program used by the Company to automate
the accounting, warehouse, tax, management,
personnel accounting (hereinafter referred to as
ERP);

—Komatsu OMS subsystem as a part of 1C: ERP
(Order Management System) shall mean the
Company internal electronic database containing
comprehensive data on the products, enabling to
create and draw up the order for the products, give
notice of its placement to the Company, receive an
order confirmation and track its execution (hereinafter
referred to as OMS);

—1C: Salary and Personnel Management shall
mean the computer program used by the Company to
automate payroll and personnel accounting
(hereinafter referred to as ZUP);

— 1C: Personal Account shall mean the computer
program used by the Company to organize personnel
electronic document management in 1C programs,
exchange and signing documents between the
Company and employees (hereinafter referred to as
PA);

— Docliner shall mean the Takscom’s operator
system for submitting reports via the Internet to the
Federal Tax Service of Russia, the Social Fund of
Russia, the Rosstat, the Rosprirodnadzor and the
Central Bank of the Russian Federation — the
computer program used by the Company for
electronic document management between the
Company and government agencies via
telecommunication channels (hereinafter referred to
as the Takscom-Docliner);

— VisitorControl shall mean access control system
(https://www.visitorcontrol.ru/), through which
registration of visitors - individuals passing through
and driving to the territory of the Company Head

nx ob6paboTKy MHPOPMALMOHHBLIX TEXHOSOMNA W
TEXHUYECKNX CPEACTB;

— TpaHCrpaHM4yHas nepedaya nepcoHaNbHbIX
OaHHbIX — nepegada MNepcoHanbHbIX AdaHHbIX Ha
TEPPUTOPUIO MHOCTPAHHOrO rocygapctBa opraHy
BNacTM MHOCTPaAHHOIO rocydapcTBa, MHOCTPaHHOMY
dpusnyeckomy niuy unm WNHOCTPaHHOMY
topuanyeckomy nuuy;

— paboTHMUK — u3mnyeckoe nuuo, BCTynNuBLLEE B
TpyaoBble OTHOLWEHUA ¢ KoMmnaHuew;

— KaHAupaT — MNpPEeTeHOEHT Ha BLINOSIHEHME B
Komnanuu Tpyoosown PYHKLMN, MMELLINIA
HeobOxoaumble AN 3TOr0 ypOBEeHb OOGpas3oBaHuS,
npodeccmoHarnbHbIe 3HaHUS U HaBbIKW, ONbIT paboTbl

n obnagarowmn NpodeccnoHanbHO  BaXHbIMU
NINYHOCTHBIMW KavyecTBamu;

— 1C: [OKyMeHTOOOGOopOT — KOMMbOTEPHas
nporpamma, ucnonbdyemass B KomnaHun ansa
aBTomMaTtmsaumMm [okymeHToobopoTta (ganee 1C:
Ao);

—1C: ERP YnpaBneHue npegnpusatuemMm -—
KOMMblOTEPHaAs  nNporpamma, ucnonb3yemas B

Komnanunm pans asTomaTtmsauum Gyxrantepckoro,
CKnagackoro, Hanoroeoro, ynpaBneH4eckoro,
KagpoBoro yyeta (ganee — ERP);

— MNopcucrema Komauy CY3 B coctaBe 1C: ERP
(Cuctema YnpaBneHna 3akaszamMu) — BHYTPEHHSS
9NeKTpoHHass 6asa [fJaHHbIX N0 YNpaBreHuIo
3akasamn KomnaHun, copepxawas aeTanbHble
AaHHble O NPOAYKLMKW, MO3BONAKLWAa co3gatb U
ohopMUTL  3aKa3 Ha MPOAYKUMIO, HanpaBuUTb
KomnaHun yBegomneHne O ero pasmeLleHuu,
nonyyYnTb NOATBEPXAEHWE 3aKa3a U OTCNeauTb ero
ncnonHexue (ganee — CY3);

—1C: 3apnnata v ynpaBneHue nepcoHanom —
KOMNblOTEPHAA nporpamMma, ucnonb3yemass B
KomnaHnm gns  aBToMatvM3auum  HayvucneHus
3apaboTHOM nnaTtbl U KagpoBOro yyeta (ganee —
3yn);

—1C: KabGuHeT coTpyaHMKa — KOMMbIOTEpHas
nporpamma, wucnonbdyemas B KomnanHuu pans
opraHu3aumm KagpoBOro SMNEeKTPOHHOro

AoKymeHToobopoTa B nporpammax 1C, obmeHa u
nognucaHuMs AOOKyMeHToB mexay Komnavven wn
paboTHukamu (aanee — KC);

— JoknanHep — cuctema oneparopa Takckom Ans
coadm otyeTHocTn Yepes NHTepHeT B PHC Poccuu,
CoP, Poccrat, PocnpupogHansop v LieHTpanbHbIn

baHk P® -  komnbtoTepHas nporpamma,
ucnonbdyemasd B KomnaHmm pnsi ocyliecTBreHus
9NEKTPOHHOro OOKyMeHToobopoTa mexay

KoMmnaHuen n rocygapCrBeHHbIMU OopraHamun vepes
TeNneKoOMMYHUKaLUNOHHbIE KaHamnbl CBSA3M (Qanee —
Takckom-[loknawnHep);

— VisitorControl - cuctema  ynpaeneHus
NPONYCKHbIM PEXMMOM
(https://www.visitorcontrol.ru/),  4epes  KOTOpYtO
OCYLLECTBMAETCS  pernctpaumsi nocetutenen -

PU3NYECKUX UL, NPOXOAALMX U Bbe3XKaloWwmnx Ha


https://www.visitorcontrol.ru/
https://www.visitorcontrol.ru/

office is carried out. Access to this system is provided
by the lessor of the premises;

— SharePoint shall mean the cloud service used
within the Komatsu Group of companies at the
address https://globalkomatsu.SharePoint.com for
exchange of documents and information, files
storage, search for employees contact information.

information and
Group of

related to
Komatsu

Definitions
service systems of
companies:

— Warehouse Management System Database shall
mean the Company internal electronic database,
used for accounting and maintaining stock balances
of spare parts (hereinafter referred to as WMS);

— EQP-Care Database shall mean the internal
electronic database containing historical data on each
unit of the equipment (hereinafter referred to as EQP-
Care);

— Komatsu Global Portal Database shall mean the
internal electronic database, which is the official
source of materials and documentation (hereinafter
referred to as KGP);

— Komtrax/Komtrax Plus (VHMS) system shall
mean the Company internal electronic system for
remote control and monitoring technical health of
construction/ mining equipment, respectively,
installed on the equipment and enabling to record and
transfer data on operational and technical
characteristics of the equipment condition (hereinafter
referred to as Komtrax);

— Learning Management System (LMS) shall
mean the internal learning management system that
stores e-courses and collects statistics on the staff
trainings, sub-distributors and business partners
(hereinafter referred to as LMS);

— MaxiFleet System shall mean the internal
electronic system that allows fast identification of
location of forest machines in real time, control of
performance and operation as well as remote service
support of the equipment, generation of reports on
their operation as well as transmission, storage and
processing of data from the equipment (hereinafter
referred to as MaxiFleet).

3. PERSONAL DATA PROCESSING
PRINCIPLES

3.1. Processing of personal data in the Company is
performed on a legal and fair basis.

3.2. Personal data processing shall be limited to the
achievement of specific, predetermined and
legitimate purposes. Personal data processing that is

TEpPUTOPUIO rofoBHOro oguca Komnawmn. Joctyn K
AaHHOW cucTeMe npeaocTaBnseTca apeHgogarenem
NMOMELLIEHUNA;

— SharePoint — 06nayHbIn cepBuKC, NCNONb3yEMbIN
B rpynne komnaHun Komatsu (Komauy) no agpecy
https://globalkomatsu.SharePoint.com ans obmeHa
AOKyMeHTaMn n nHdopmMaumen, xpaHeHus ¢annos,
MOMCKa KOHTaKTHbIX AaHHbIX PabOTHMKOB.

TepMuHbI, OoTHocALWMecH K
MH(MpOPMALMOHHBIM U CEPBUCHbLIM CUCTeMam
rpynnbl KomnaHmn Komatsu (Komauy):

— basa paHHbIx Warehouse Management System
— BHYTPEHHSAA 3MeKTpoHHas 6a3a gaHHbix Komnanuu,
ucnonb3yemasa nnsi ydeta U BeOeHUsl CKNaacKux
OCTaTKOB 3anacHbIx Yyacten (qanee — WMS);

— Bbasa paHHbIx EQP-Care — BHyTpeHHsS
3NeKTpoHHada 6a3a gaHHbIX, coaepXKallas JaHHble 06
NUCTOPUM KaxKaon eanHuupbl TexHukn (ganee — EQP-

Care);

— basza paHHbIx Komatsu Global Portal
(FTnoGanbHbin  lMopTtan komnaHun Komauy) —
BHYTPEHHSAS 3IEKTPOHHas Oasa JaHHbIX,
ABNAOLLAnCca odumumanbHbIM NCTOYHNKOM

MaTtepuanoB 1 gokymeHTauum (ganee — KGP);

— Cuctrema Komtrax/Komtrax Plus (VHMS) -
BHYTPEHHAS 9NMEeKTPOHHas CUCTeMa YyAareHHoro
KOHTPONSA M MOHUTOPUHIA TEXHUYECKOro COCTOSIHUSA
COOTBETCTBEHHO [OOPOXHO-CTPOUTENBHOW/ TFOPHOMN

TEXHUKWN, yCTaHaBnMBaemMas Ha TEXHUKY n
no3sonidaroLasn CbI/IKCVIpOBaTb N nepegaBsatb AaHHbIE
00 JKCnNyaTaunMOHHbIX n TEXHUN4YECKNX

XapaKTepucTMKax COCTOSIHUSI TexXHWKn (panee —
Komtrax);

— Cwuctema Learning Management System (LMS)
— cuctema ynpasneHus obyvyeHnem, kotopast XpaHuT
9NEKTPOHHbIE Kypcbl U cobupaeT CcTaTUCTUKYy MO
obyyeHnio nepcoHana, cy6auctpmbbioTopoB U
Gu3Hec-napTHEpOB (aanee — LMS);

— Cucrema MaxiFleet — BHyTpeHHSASA 3NeKTpOHHas
Ga3a  [aHHbIX, nos3BonfAlWas  oTcrnexwBaTb
MECTOMONOXEHNE NEeco3aroTOBUTENbHON TEXHUKU B
peanbHOM BpemeHu, obecneuymBaTb KOHTPOSb ee
BbIpabOTKM WM 3JKCnnyaTauuu, a Takke CEepBUCHYHO
NOAAEPXKKY HA PacCTOSAHWUM, CO3aaHne OTYeTOB 06 nx
paboTe ¥ ocylwlecTBreHne nepefaydv, XpaHeHus u
06paboTkM AaHHbIX O TexHuKe (ganee — MaxiFleet).

3. NPUHUMUIMNBbI OBPABOTKU NEPCOHAJIbHbIX
AAHHbIX

3.1. O6bpaboTka nepcoHanbHbIX AaHHbIX B KoMnaHum
OCYLLECTBMAETCA Ha 3aKOHHOW W CnpaBeanuBOu
OCHOBE.

3.2. O6paboTka nepcoHarbHbIX OaHHbIX
orpaHnyYnBaeTcs AOCTUXEHEM KOHKPETHbIX,
3apaHee onpegeneHHblX M 3akoHHbIX uenen. He
ocyuiectenseTca obpaboTka nepcoHanbHbIX AaHHbIX,
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incompatible with the purposes of collecting personal
data shall not be performed.

3.3. It shall not be allowed to combine databases
containing personal data, the processing of which is
performed for purposes incompatible with each other.

3.4. Only personal data that meets the purposes of its
processing shall be subject to processing.

3.5. The content and scope of the personal data to be
processed shall be consistent with the stated
processing purposes.

3.6. When processing personal data, the accuracy of
personal data, its sufficiency, and, if necessary,
relevance in relation to the purposes of processing
personal data shall be ensured. The Company shall
take the measures required to delete or clarify
incomplete or inaccurate data.

3.7. Personal data storage shall be performed in the
form that allows determining the subject of personal
data, no longer than it is required by the purpose of
personal data processing.

3.8. Upon achievement of processing purposes or in
case of loss of the need to achieve such purposes,
personal data shall be destroyed or depersonalized.

4. CATEGORIES OF SUBJECTS, WHOSE
PERSONAL DATA IS PROCESSED IN THE

COMPANY
4.1. The Company shall process personal data of the
following categories of subjects during the

performance of its economic activities:

HecoBMecTUMasa C uenamm cbopa nepcoHanbHbIX
OaHHbIX.

3.3. He ponyckaetca ob6beguHeHne ©a3 AaHHbIX,
coAepXalwux nepcoHarnbHble AaHHble, obpaboTka
KOTOPbIX OCYLLECTBNAETCH B LensiX, HeCOBMECTUMbIX
mexgy cobon.

3.4. ObpaboTke noanexart TONbKO NepcoHarbHble
AaHHble, KOTOPble OTBEYatoT Lensm nx obpaboTku.
3.5. CogepxaHue wn ob6bem obpabaTbiBaeMbiX
nepCcoHarnbHbIX AaHHbLIX COOTBETCTBYIOT 3asiBIIEHHBIM
uensam obpaboTku.

3.6. [pn o6paboTke nNepcoHanbHbIX AaHHbIX
obecne4vnBaloTCA TOYHOCTb NEPCOHArNbHbIX AaHHbIX,
MX [OOCTaTOMHOCTb, B HeobXoauMbIX crydasx -
aKTyanbHOCTb MO OTHOLWUEHWUIO K uensm obpaboTkm
nepcoHanbHbIX AaHHbiX. Komnawus npuHumaet
HeobxoauMble Mepbl MO yAANEHU0 UM YTOYHEHMUIO
HENOMHbIX, UM HETOYHbIX AAHHbIX.

3.7. XpaHeHune nepcoHanbHbIX OaHHbIX
ocyLecTBrseTcq B dopme, Nno3BONsoLLEN
onpeaenntb cybbekta nepcoHanbHbiX AaHHbIX, He
ponblle, 4yem 9aToro TpebyoT uenn o6paboTku
nepCcoHarnbHbIX AaHHbIX.

3.8. Mo goctmkeHun uenen obpaboTkn nnu B criyvae
yTpaTbl HEOOXOAMMOCTM B OOCTUXKEHUN ITUX Lenewn
ocyuiecTBnseTcs YHUYTOXEHME nnéo
o6e3nuynBaHne NepcoHanbHbIX AaHHbIX.

4. KATETOPUM CYBBEKTOB, NEPCOHAJIbHbIE
AOAHHbIE KOTOPbIX OBPABATbBIBAIOTCA B

KOMNAHUU
41. B npovecce ocyLlecTBneHus cBoen
XO3NCTBEHHOWN [eATenbHOCTHU KomnaHus

obpabaTbiBaeT nepcoHarbHble AaHHblE CReayLmX
KaTeropun cyObLEKTOB:



Consist of two parts in the Russian and English languages. The English part is presented in Appendix 1 // CocTouT us gByx 4actei Ha PyCCKOM M aHINTMIUCKOM sA3bike. YacTb Ha
aHrMucKoMm s3blke npeacTaBneHa B MpunoxeHun 1

Ne | Cy6bekTnbl MO/ Llenn o6paboTku nepcoHanbHbIX JaHHbIX UHdopmauus O6pa6oTka MM
KaTteropuwm MNA
Cnoco6bl Cpoku
1 PaboTHuKK —  3aKmnoveHue, ncnonHexwue, nsmeHeHue, | — amMunusa, UMs, OT4ECTBO (B TOM 4uche

Komnanun, B TOM | pacTopeHue TpyOoBbIX AOrOBOPOB (B TOM 4ucre | npeabigylive dpamuniu, UMeHa 1 oTYeCTBa B | — Ha GyMaxHbIX HOCUTENSX; |- Ha ByMaXHbIX HoCWUTensx: B

yucne 6biBWKE OTKpbITME  CcYyéTa, OdopMreHne  3apniaTHOW | Cryyae UX U3MEHEHUS); TeYyeHne cpoka [AencTeus
6aHKOBCKOM KapTbl W nepeyncrieHne Ha Heé | — non, BO3pacT, TPYAOBOro gorosopa, fanee

KaTteropus: 3apaboTHOM NnaTtbl U WHbLIX BbINMAT, OpraHU3auus | — aata U MECTO POXOEHUS, IPaKAAHCTBO; — cornacHo TpeboBaHuaM

«Obuime» NpefoCTaBneHnss  yCnyr — CBA3W,  WM3rOTOBMEHWE | — gug,  cepws, HOMEp  [AOKYMeHTa, 3aKkoHogaTenbLCTBa Po®
BM3UTHbIX KapTOYek); YAOCTOBEPSIOLLEro NMYHOCTb, AaTta Bbloauu, (Hanoroebit Kogekc P®, «O
— peanusauumu npas " 0653aHHOCTEN, | HaumeHOBaHWE BbIAABLIEro oOpraHa, Kop Gyxrantepckom yu4éte», O3
npeayCMOTPEHHbIX  TPyAOBbIMWM ~ [OrOBOPaMu U | nogpasneneHus; - aBTomatuauposaHo: 1C: 10, | «O6 nHamBmnayanbHOM
3aKoHOOaTenbCTBOM Poccuiickon CDeAepawal, — BMA, cepusi, HOMep, AaTta Bblgauu ERP, 3YM, KC, CY3, Takckom- (ﬂepCOHVleVlLlWDOBaHHOM)
perynupoBaHue TpyaoBbIX U UHbIX HENOCPEACTBEHHO OOKYMEHTa, YAOCTOBEPSIIOLEr0  JIMYHOCTb [oknariHep, WMHMOPMALMOHHbIE | y4eTe B cucteme
CBA3AHHLIX C HWAMM  OTHOWEHWA, cobrioaeHne | rpaxgaHuHa Poccuitckoin ®egepauum  3a | W CEPBUCHbIE CUCTEMbI TpynMbl | 00S3ATENBHOMO NEHCUOHHOTO
TPYAOBOTO  3aKOHOAATENbCTBA, NPefdOCTaBreHWe | npepenamu TeppuTopum Pocculickoii | koMnanuin Komatsu (EQP-Care, | cTpaxoBaHus», @3  «O6
ycrnoBuin  TpyAa, rapaHTMiA M KOMNeHcauun, | depepaunu; KGP, Komtrax, LMS, MaxiFleet), | apxvBHom nene B
cobniogeHve mep no oxpaHe TPYAA, | -  appec perucTpaLmm no mecty | SharePoint, Poccuiickon ®enepauun»);
3aKOHOAATeNbCTBA O BOMHCKOM y4yéTe (BEAEHWEe | yyrenbctBa UM agpec  dhakTudeckoro | BHYTPUKOPNOpaTuBHbIE
NYHBIX KapTOYek, BblAaya crneumnanbHon oaexasl W | npoxusaHus; pacchbInku 1C: OO, ERP, 3YI, KC un

CPeACTB WHAMBUAOYANbHOW 3awWuTbl, NpoBeaeHue
obsa3aTenbHbIX MeOUUUHCKMX OCMOTPOB, MW3gaHue
NMPVKa30B U MHbIX NOKamnbHbIX HOPMaTUBHBIX akTOB U
npoyee);

— cobniogeHne HamoroBoro 3akOHOAATENbCTBA,
HauucrneHne 3apaboTHOM nnaThl, NPeAoCTaBneHue
Bbl4eToB no HOPJ n npegycMoTpeHHbIX B KomnaHuu
coumanbHbIX rapaHTUin 1 MaTepuarbHbIX NOOLLPEHWN;

—  OTpaxeHue WHbopmauum B KapoBbIX,
Oyxrantepckux, pacyeTHbIX, CTaTUCTUYECKMX
LOKyMEHTaX;

— MpefocTaBreHne OTYETHOCTU C MEPCOHANbHbIMU
AaHHBbIMN paboTHMKOB KomnaHum cornacHo
TpeboBaHuAM 3aKoHOOaTenbLCcTBa Poccuiickon
degepauuu;

— 3aWwuTa  WHTEePEeCoOB XWU3HM U  300pOBbS,

obecneveHne nuyHon 6GesonacHocTn paboTHMKOB,
obecneyeHne COXpaHHOCTU MMYLLECTBA;

— opraHusaums  OoBpPOBOMBHOTO  MeOULMHCKOro
CTpaxoBaHus;
— opraHusauus MonyyYeHust NpodeccroHarnbHow

nepenoaroToBKM U AOMOMHUTENBHOrO 06pa3oBaHus;
— YYeT HaBblkOB paboTbl B pamkax MOBbILLIEHUS
npodeccrmoHanbHON Keanudukauum;

— cobnioaeHve TpeboBaHui nokanbHbIX
HOpPMaTMBHbIX aKTOB, AeNcTByoWwMnx B KomnaHuu;

— HOMepa MOOWMbHLIX TenegoHOB WK
cBefeHust 0 gpyrnx cnocobax cBa3u;

— cBefeHusi 06 obpasoBaHuK (Korga u Kkakue
obpasoBaTenbHble, Hay4Hble W WHble
OopraHmM3aumMmM OKOH4YMI, HOMepa [AOKYMEHTOB
06 o6pasoBaHWKM, HanpasneHue MOAroTOBKU
MU cneumanbHOCTb MO JOKYMeHTy 06
o6pasoBaHuK, kBanudukauus), ceegeHns ob
y4YeHom CTeneHu, cBeeHns o)
npodeccroHarnbHOM NepenoaroToBke u (Unu)
NOBbILEHUN  KBanudukaumm,  ULEH3USIX,
paspeLleHusix, onycKax;

— CeMeNHoe TMOmNoXeHne, CBeaeHuss o
cocTaBe ceMbW U ONU3KMX POLACTBEHHMKAX,
PEKBU3NTLI CBMAETENBLCTB O perucrpauum
Opaka, o poxaeHumn pebeHka;

— OTHOLUEHME K BOWHCKOM 00s1I3aHHOCTH,
CBEEHUsI O BOWHCKOM Yy4eTe, PEKBU3UTbLI
OOKYMEHTOB BOMHCKOIO y4eTa;

— Mapka, MoAenb, perncTpaunoHHbIN
HOMEp TPaAHCMOPTHOrO CPEACTBa;

— CBedeHusi O TpydoBOW [OesaATenbHOCTH,
TPYyAOBOM  CTaxe, npeablaylimMx MecTax
paboTbl, goxogax C npegplaywmx MecT
paboThl;

Takckom-[loknarHep:
OneKTpoHHas OTYETHOCTb: B
Te4YeHue cpoka [encTBust
TpygoBOro Aoroeopa, garnee
— cornacHo TpeboBaHuaM
3akoHogartenbcTBa PO




Ne | Cy6bekTnl MO/ Llenn o6paboTku nepcoHanbHbIX JaHHbIX UHdopmauus O6pa6oTka MM
Kateropum MNA
Cnoco6hbl Cpoku

—  KOHTPOInb KOMNWYECTBa M KauyecTBa BLINOMHAEMON | — PEKBU3UTDI CcBUAETENLCTBA

paboTbl; 006513aTeNbHOr0  NMEHCUOHHOMO  CTPaxoBaHWs

— cogeictBue B HanpasneHun B cnyxebHole | (CHUIC),  nAeHTUMMKAUMOHHLIA  HOMep

noe3aku, B TOM Yncre B cnyxebHble KOMaHAUPOBKM B | HamoronnatenbLMKa;

npenenax u 3a rpaHuuy P® (6poHnpoBaHue bunetos, | — cBegeHus O GaHKOBCKOM  (MMUEBOM)

rOCTUHUL), @ Takxke coaencTane B oopMIIEHNM BU3 U | CYeTE;

npurnaweHuni; — WHopMauMa O [JOIMKHOCTW, Mpueme,

— ocyulecTsreHne 3MEKTPOHHOro
AOKyMeHToobopoTa B cdhepe TPyAOBbIX OTHOLLUEHWNA,
cosfaHuve, nognncaHve, NCNonb3oBaHNe N XpaHeHue
AOKYMEHTOB, CBSI3aHHbIX C paboToW, B 3MEeKTPOHHOM
Buge, CoaenucTBme B OMOPMMEHUN 3NEKTPOHHON
noanucy paboTHWKa;

— npepocTaBneHne pyHKUMOHana u cosgaHve
YyYeTHON 3anucy B MHPOPMALMOHHBIX U CEPBUCHBIX
cuctemax rpynnel komnaHun Komatsu (EQP-Care,
KGP, Komtrax, LMS, MaxiFleet) n 1C: 4O, ERP, 3YT1,
KC, CY3;

— wuHopmaumoHHoe  obecneyeHve  KomnaHnum
(BkmoveHne B 06LLEeOOCTYNHble  KOpropaTuBHbIE
WCTOYHMKM MEePCOHAanbHbIX AaHHbIX (KoprnopaTuBHbIE
CNPaBOYHMKW, aApECHbIe KHUIM, JOCKN MHpopmaLmn);
— 3awmTa yCTPOWCTB U CMCTEM, NPeAOoCTaBEHHbIX
ANs BbINOMHEHNSA TPYAOBON PyHKUMK, OT kKnbepyrpos
W yTEYKN OaHHbIX;

— npoeegeHne  KomnaHvuen obssaTenbHoro u
A06pOBONBLHOrO ayauTa, ayanTopckmx npoueayp

nepeBofe, YBOINIbHEHUM U MHbIX COObITUSIX,
OTHOCAILLMXCA K TPYAOBOW AeSTENbHOCTU B
KomnaHuu; cBedeHMas o KonuvyecTBe U
KayecTBe BbIMNOMHAEeMO paboTbl; CBEAEHUS O
poxogax B KomnaHuu, counanbHbIX Nbrotax,
HanoroBbIX W COLUMAmNbHbIX Ha4YUCINEHUSIX,
CTPaxoBblX B3HOCAX;

— CBEleHUsA O  eXeroAHblX  OCHOBHbIX
onnayvneaemMblIx oTnyckax; eXeroaHblx
[OMONHUTENbHBIX OMMayYnBaeMbIX OTNYCKax;
oTnyckax ©e3 coxpaHeHus 3apaboTHoW
nnaTbl; OTMNycKax no 6epeMeHHOCTU 1 podawm;
oTnyckax no yxopy 3a pebeHkoMm, OThyckax
paboTHMKOB, YCbIHOBMBLUMX pebeHka, N UHbIX
OTnycKkax, NpPeayCMOTPEHHbIX  TPYAOBbLIM
3aKoHOAaTENbCTBOM " JoKanbHbIMK
HOpMaTuBHbLIMK akTamu KoMnaHuu;

— pestome;

— JOMMHbI YYETHBIX 3anucei B
MHQOPMAaLMOHHBIX U CEPBUCHBLIX CUCTEMAaX
rpynnbl komnaxnuii Komatsu (EQP-Care, KGP,
Komtrax, LMS, MaxiFleet) n 1C: 0O, ERP,
3YnM, KC, CY3.

KaTteropus:
«CneunanbHas»

— npepocTaBrneHne YCroBMW Tpyda, rapaHtum u
KomMneHcauui, cobniogeHne Mep Mo oxpaHe Tpyaa
(onpeaeneHune NpMrogHOCTV PabOTHNKOB, 3aHATBIX Ha
paboTtax ¢ BpeAHbIMU 1 (MM) ONACHBIMKU YCNOBUAMM
TpyAa, a Takke Ha paboTtax, CBA3aHHbIX C ABUKEHNEM
TpaHcnopTa, ANS BbINOMHEHNS NopyYaeMon paboTbl 1
npepynpexaeHns npodeccroHarnbHbIX
3abonesBaHnn, npoxoxaeHune yKa3aHHbIMN
paboTHMKaMmn obs3aTenbHbIX NPeaBapuTenbHbIX (Mpu
noctynneHum Ha paboty) M nNepuoanyecKkmx
MeAMLMHCKUX OCMOTPOB).

pesynbTaThbl o6sa3aTenbHbIX
npeaBapuTenbHbiX (MpY  NOCTYMNEHUN Ha
paboTy) wu nepuogmnyeckux (B TeyeHue
TPYOOBOW  OeATENbHOCTU)  MEeAULIMHCKUX
OCMOTPOB, Apyrux 06sa3aTenbHbIX
MEOMUMHCKMX  OCMOTPOB,  00s3aTenbHbIX
NcUXMaTpUHECKnX OCBUAETENLCTBOBAHUNA,

npefocTaBnsieMblx B BuAE MeauLMHCKMX
3aKMOYeHnn, CBeaeHUs, copepXalimecs B
JNINCTKax HeTPya0CnocobHOCTU

Ha ByMaXKHbIX HOCUTENSIX U
NNCTOK HETPYAOCMNOCOBGHOCTN B

ONEeKTpPpOHHOM Buae

PaspeliueHHas ans
pacrnpocTpaHeHms

— B3aVMOAENCTBME C KOHTpareHTamuM W MHbIMK
nvMuaMun npy BbIMONIHEHUN TPYAOBbLIX 0Dsi3aHHOCTEN
(Kkypbepckue cnyx0Obl; opraHuM3aumm, C KOTOPbIMU
KomnaHus ocylecTBnsieT B3auMOAENCTBUE B pamKax
yCTaBHOW AeATeNnbHOCTMW; KomnaHum rpynnel Komatsu,
nepeyeHb KOTOPBbIX yKasaH Ha caunTte

— haMunus, UMs, OTYECTBO;
— [aTa poXxaeHus;

— IpaxxgaHCTBO;
— PErvoH MecTa poXaeHusl, CTpaHa;
- BUA, cepvs, Homep [OKYMEHTa,

YAOCTOBEPSIOLLEro IMYHOCTb, AaTa Bblaayu u

aBTomaTtuauposaHo: 1C, ERP,
KOpnopaTuBHbIE CMPaBOYHUKM,

agpecHbIe KHUMM, JOCKM

nHcpopmaumm, kopnopaTMBHas
3MEeKTPOHHasi NoYTa ¢ JOMEHOM

@global.komatsu

B TEYEHME CpoKa AeiCTBUS
TPYAOBOro A0OroBopa unm Ao
nonyyeHus oT3biBa 06
06paboTke nepcoHanbHbIX
[AaHHbIX, pa3peLleHHbIX Ans
pacnpocTpaHeHust




Ne | Cy6bekTnl MO/ Llenn o6paboTku nepcoHanbHbIX JaHHbIX UHdopmauus O6pa6oTka MM
Kateropum MNA
Cnoco6hbl Cpoku
https://www.komatsu.jp/en/aboutus/locations u wux | cpok OOKYMeHTa, yAOCTOBEPSIIOLLErO
COTPYAHMKaMM); TNINYHOCTb, HanMeHoBaHue BblAaBLLEro
— noanucaHne OOKYMEHTOB B paMKax 3MeKTPOHHOro | OpraHa, koA noapasaeneHus;
AOKyMEHTOOOOpOTa MpWU  BBINOSIHEHWM  TPYAOBBLIX | — MOEHTUMUKALMOHHBI HoMep
obsa3aHHOCTEN; HanoronnaTenbLnKa;
— opraHu3auus  nonyyvyeHuss  npodpeccuoHanbHON | — CTPaxoBON HOMEp  WMHAMBUAOYanbHOro
nepenoaroToBky U AONOMHUTENBHOrO 06pa3oBaHUs; NMLEBOro CYeTa;
— MHOpPMaLMOHHOE obecneyeHne KomnaHum | — uBetHoe uLuMdpoBoe poTorpagudeckoe
(BknmoveHne B 06LLEOOCTYMHbIE KOpropaTuBHbIE | U306paxeHue nuua;
MCTOYHVKM MEPCOHanbHbIX AaHHbIX: KoprnopaTuBHbIe | — MHopMaLUWs O OOMKHOCTM, 3aHUMaeMon B
CNpaBOYHMKM, aApecHble KHUMM, JOCKM UHdopMauny, | KomnaHum, CTPYKTypHOE nogpasaerneHue;
SharePoint, KoprnopaTuBHble n3gaHusa (no | — Homep MoOBUNbHOrO TenedoHa W agpec
cornacoBaHuio C pa6OTHI/IKaMVI), a Takxe pa6oqe|7| SHeKTpOHHOVI NoYThbI.
no3apaBuUTENbHbIE PACCHINIKA MO KOPNopaTUBHOM
noyte c cornacus paboTHUKOB.
BuomeTpuyeckne —  3aKrn4eHue, WCMONHEHNe, M3MeHeHue, | — UBeTHoe undgpoBoe goTorpaduyeckoe | — ABToMaTmanpoBaHo: 1C: ERP, | B TeueHue cpoka AencTBus
OaHHble pacTopXXeHue TpyOoBbIX [OroOBOPOB, peanu3aumu | nsobpaxkeHue nuua, nonyvyeHHoe npuv npyeme | 3YTl. TPYAOBOro forosopa
npase " obsasaHHocTEN, NpeayCMOTPEHHbIX | Ha pabory, BUaeoun3obpaxeHune c
TPYOOBbIMM  [OrOBOpPaMM M 3aKOHOAATENbCTBOM | BUAEOKaMeEp, pacnonoXeHHbIX Ha
Poccuiickon depepauun; perynupoBaHvue TpyaoBbIX | Tepputopun KomnaHuu;
M WHbIX HEnocpeACTBEHHO CBA3aHHbIX C HUMMW | — Bec, POCT, pasmep oaexabl, 00yBw,
OTHOLLIEHWN; OKPYXHOCTb FOJ10BbI.
— npepocTaBrieHME YCMOBUMIW TpyAaa, rapaHTun u
KOMneHcauui, cobnioeHne Mep Mo oxpaHe Tpyaa,
3aLuMTa MHTEPECOB XM3HU U 300p0oBbsi, obecneyeHne
nunyHon 6GesonacHocTM paboTHMKOB, obecrneveHune
COXPaHHOCTU MMYLLIECTBA;
—  OcyllecTBneHue 3MNEKTPOHHOTO
AOKyMeHToobopoTa B cchepe TpyAOBbIX OTHOLLEHWA;
— uWHopmaumoHHoe  obecnieveHve  KomnaHum
(BknmtoveHne B 06LLEOOCTYNHble  KOpropaTUBHLIE
WCTOYHMKM MEPCOHArbHbIX AaHHbIX (KOprnopaTuBHbIE
CNpaBOYHMKN, aAPECHbIE KHUIM, [OCKN MHpopMaLmn);
— npegocTaBrneHne yHKUMOHana W Cco3faHue
YYETHOM 3anucu B UHAOPMALMOHHBLIX U CEPBUCHbIX
cuctemax rpynnel komnaHui Komatsu (EQP-Care,
KGP, Komtrax, LMS, MaxiFleet u gp.)

2 PoacTtBeHHUKU — BefeHue TINYHBIX KapToyek paboTHukoB | — ®NO, gaTta poxaeHus:; — Ha BymaxHbIX HOCUTENSIX; — B oOTHoweHun PO, gaTsl
paboTHMKOB Komnanum doopmbl T-2; — CTeneHb poacTBa; - aBTomaTtusmposaHo: 1C: ERP, | poxaeHus, cteneHu poacTsa,
KomnaHum — obecneyeHve nepegausm  uHdopMaumm 0 | — Homep MobunbHoro TenecdoHa wnm | 3YTL. cBMaeTenbcTBa o

POLCTBEHHUKE B 3KCTPEHHbBIX Cryyasx; cBefeHust 0 gpyrnx cnocobax cBasu; peructpauum  6paka, unm

— odopmIieHne HauncneHms nocobuin no yxody 3a | — CBMOETENLCTBO O peructpauum 6paka, MHOro AOKYyMEeHTa,

pebeHkoM o 1,5 net, nocobuss Ha norpebeHve W | N MHOW  [JOKYMEHT, YAOCTOBEpPSOLLMIA yAaocToBepstoLero

Apyrux BbiNnar. POOCTBEHHbIE CBSA3N c PaboTHukom poAcTBEHHbIE CBA3N c
KomnaHuu; PaboTHukoM KomnaHuu,
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Cyb6bektbl MA/
Kateropuu N

Llenn o6paboTku nepcoHanbHbIX JaHHbIX

UHdopmauus

O6pa6oTka MM

Cnocobbl

Cpoku

— ChpaBkM O He
nonyYeHnn nocobuin.

Ha3Ha4YeHun wn He

CMpaBKM O HE Ha3HaYeHUU 1
He nonyyeHun nocobum — B

dusnyeckune nuua

— Haanexauliee MWCrofHeHWe [OroBopa, BKIo4vas
npoxoz v Npoesf Ha Tepputoputo KomnaHmu;

— rposepka NOMHOMOYNIA npeacTasutenem
KITMEHTOB M KOHTPAreHTOB Ha MoJflyYeHue TOBapoB
(pabor, ycnyr);

— TnpoBepKka [OMyCKOB Ha BbINornHeHve pabor,
ycnyr,

— npepgocTaBneHne yHKUMOHaNa B
WH(OPMALMOHHBIX U CEPBUCHBIX CUCTEMAXx rpynmbl
komnaHun Komatsu (EQP-Care, KGP, Komtrax, LMS,
MaxiFleet) n 1C: OO, ERP, CY3;

— non, BO3pacT; Aata U MecTo poXAeHus,
rpaXkgaHCTBO;

- BMA, cepusi, HOMep  [OOKyMeHTa,
yAOCTOBEPSAIOLLEro NMYHOCTb, AaTa Bblaauu,
HanuMeHOBaHWe BblAaBLUEro opraHa;

—  PeKBU3UTBI cBugeTenbcTea
0653aTENbLHOr0 MEHCUOHHOrO CTPaxoBaHus,

NOEHTUDUKALMOHHbBIN Homep
HanoronnaTenbLLVKa;
—  [OKYMEHTbI 06 o6pa3zoBaHum,

KBanudukauumu, MULEH3NaX, paspeLleHusX,
[0MyCKax;

Ha 6yMa)KHbIX HOCUTENSAX;

asTomatumaumposaHo: 1C: 10,
ERP, CY3, Takckom-
[oknanHep, EQP-Care, KGP,
Komtrax, LMS, MaxiFleet,
WMS.

cooTBeTCTBMM € n.4.2.4.
[MNonoxeHus;
— B OTHOLWEHWM HoMepa
MobunbHOro TenedoHa W
cBefeHuin o apyrmux cnocobax
cBA3N (Ha ByMakHbIX
Hocutenax u B 1C: ERP,
3YM): B Te4yeHne cpoka
nencTeus TpyOoBoOro
Joroeopa paboTHuKa
KomnaHum, YbUM
POOCTBEHHUKOM SIBMSIETCS.

3 KangnpaTtbl Ha | — oueHKa AenoBblX, NpodeccnoHanbHbIX HaBblkoB U | — ®UNO — Ha BymaxHbIX HOCUTENSIX; - Ha nepuoa MPUHATUSA
BaKaHTHble KOMMeTeHLUUN; — norn, BO3pacT, gaTa U MeCTO pPOXAeHUs | — B 3NEKTPOHHOM dopme | pelleHuss o npueme nubo
OOIKHOCTU B | — npoxoxaeHue cobecenoBaHus, BKMOYasa Npoxon | (ecnu  npepocTaBfneHo  couckatenem B | (MmocTynuBLune yepes | OTKase B npveme Ha paboTy,
Komnanum Ha Tepputoputo Komnanuu; pestome); KOPMOPaTUBHYH  3MEKTPOHHYH | U B TeyeHue 30

— paccmoTpeHue BO3MOXHOCTH 3aMelleHns | — Homep MobBunbHOro TenedoHa unm | NouTy KomnaHuv HampsiMyto OT | KaneHdapHbIX AHel ¢ aathl
BakaHTHOM JormkHocTu B KomnaHum B pamkax | CBefeHus 0 Opyrvx cnocobax cBasw; KaHgugarta unn | NPUHATUA peleHuns 06
NPaBOOTHOLLEHWI, YPEryNMPOBaHHbIX TpyaoBbIM | — cBeAeHus 06 obpasoBaHuu n | npedoctaBneHHble KoMMaHuen, | OTKase B Mpueme Ha paboTy.
Kopekcom PO. npodeccroHarnsHoM NepenoaroToske U (Mnu) | OkasbiartoLel ycnyrm no
NOBbILLIEHNW KBanMdukauuu; noabopy nepcoHana).
— CBeAdeHus O BrageHMM MHOCTPaHHbIMU
A3blkaMK, BKIOYas ypoOBEHb BrageHus;
— CBefeHuss O TpyOoBOW [AesATEeNbHOCTH,
TPYOOBOM CTaxe, MpeablaywimMx MecTtax
paboThbi;
—  umdposoe coTorpaduyeckoe
n3obpaxeHne nuua (ecrnvm npesocTaBreHo
covckaTenem B pestoMe);
— BCe U nobble NHble CBeAEHUS], yKa3aHHble
B pe3toMe W/vnu aHKeTe kKaHguaara.
4 KoHTpareHTbI — 3aknoYeHne gorosopa, npoBepka nonHomouni | — OUO;
KomnaHum - | nuua, nognucbiBaloLWero 4orosop;

B TEYEHME CpOKa OEeNCTBUSA
[oroBopa, ganee — cornacHo
TpeboBaHUsAM
3akoHogartenbcTBa PO
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Ne | Cy6bekTnl MO/ Llenn o6paboTku nepcoHanbHbIX JaHHbIX UHdopmauus O6pa6oTka MM
Kateropuu N
Cnoco6hbl Cpoku
— 3awWwuTa KM3HW, 300POBbS U MHBIX BaXHbIX | — peKBU3WTbl  BaHKOBCKOro  (NMMUEBOrO)
WHTEPECOB. cyeTa;
— Homep MobunbHOro TenedoHa WK
CBeAeHus o Apyrux cnocobax ceAsm;
— Mapka, Mogenb,  PerncTpaLmoHHbIN
HOMep TPaHCMOPTHOro CpeacTBa;
— WHble CBedeHUs, COCTaB  KOTOPbIX
onpegenseTca TpeboBaHuAMHK
OEencTByOLWEero 3akoHo4aTenbCTBa.
5 MpepcraButenu — 3aKkoveHne [oroBopa, npoBepka nonHomoun | — OUO;
KOHTpareHToB nvua, nognucbisatoLlero 4orosop; - BMA, cepus, HOMEp  [OOKYMEHTa,
KomnaHum — | — Hapnexailee WCMONHEHWE [OroBOpa, BKIKOYas | yOOCTOBEPSIOLWIEro JIMYHOCTb, AaTa BbiAauw,
IOPUANYECKUX nny, npoxoz v Npoesf, Ha Tepputoputo KomnaHuu; HaMMeHOBaHWe Bbl4aBLLEro OpraHa;
— rposepka NOMHOMOYNIA npeacrasutenent | — [OOKYMEHThI 06 obpasoBaHuu,
KOHTpareHTOB Ha norny4eHve ToBapoB (paboT, ycnyr); | KBanudwukaumm, NULEH3NAX, pa3peLleHunsix,
— [poBepka [OMYyCKOB Ha BbINOMHEHNe paboT, | Aonyckax;
ycnyr; — Homep MobunbHOro TenedoHa WM
— npepocTaBneHune dyHKUMOHana B | CBeAeHWs 0 apyrux cnocobax cBasu;
WMH(OPMALMOHHBIX M CEPBUCHBIX CUCTEMax rpynnbl | — Mapka, MoZefnb,  PerncTpauroHHbIN
komnaHun Komatsu (EQP-Care, KGP, Komtrax, LMS, | HOMep TpaHCMOPTHOro cpeacTea;
MaxiFleet, WMS) n CY3; — npouyvMe CBedeHusi, COCTaB KOTOPbIX
— 3almMTa KU3HW, 300POBbA U MHbIX BaXHbIX | onpepensieTcs TpeboBaHuAMHK
WHTEPECOB. OEeNCTBYIOLEro 3aKoHo4aTENbCTBA.

6 Monb3oBaTenu — aHanu3 u crtaTuctudeckas obpaboTka AaHHbix | — DUO; — aBTOMATU3NPOBAHO: B TEYEHME CpoKa OeNCTBMUSA
MH(OPMALMOHHBIX | Nonb3oBaTeneil UHPOPMALIMOHHBIX W CEPBUCHBIX | —  aapec 3MeKTPOHHON paboyen NoyThl; nopTansl ynpasneHns eanHeiMi | AOrOBOpPa, Aarnee — CornacHo
] CepBUCHbIX | cuCcTeM rpynnbl komnaHun Komatsu, Haxoadwmxca Ha | —  uyHble cBeAeHUs, Tpe6yeMb|e ansa pa60Tb| Y4E€THbIMU 3anncamm TpeGOBaHMﬂM
cucrtem rpynnbl | nopranax ynpasneHus eanHbIMN YYeTHbIMU | B cucTemax. nonb3oBartenen 3akoHogaTtenbcTea PO
KOMNaHuUn 3anuMcamMyn  nonb3oBaTenen  rpynnbl  KOMMaHun NMHMOPMAaLMOHHBIX U CEPBUCHBIX
Komatsu Komatsu; cucTemMax  rpynnbl  KOMMaHWN
(kOHTpareHTbI — Hagnexauiee  WCMOSIHEHWE  [OrOBOPOB  C Komatsu: EQP-Care, KGP,

Komnanum - | KOHTpareHTamu. Komtrax, LMS, MaxiFleet, WMS.

dusnyeckue nuua, a Ha cnepgyoLwmx nnaTdopmax:

Takke 1)nnardopma Microsoft Azure

npeacraBuTenu https://portal.azure.com/#home

KOHTpareHToB - (ans Bcex cuctem, kpome LMS);

IOPUANYECKNX NNLL) 2)nnatcopma Saba cloud
https://komatsu.sabacloud.com/
(ansa cuctembl LMS).

7 | dusnveckme nuua, | — obecneyeHve TpeboBaHui 6esonacHoctn, | — OUO; — Ha OymaxHbIX HOcuTensix | A0 AOCTKEHUS Lenu
npoxogsiue Ha | 3aWmTa MHTEPECOB XM3HW 1 300POBbs, obecrneveHne | — mMapka, mMopnenb, PerucTpaumoHHbIn | (KypHanbl pervcTpaumm | 06paboTkn nepcoHanbHbIX
TeppuUTOpUIo nuuHon GesonacHocTn paboTHMKOB, obecneyeHne | Homep TPaHCMOPTHOMO CpeacTsa. nocetutenen Ans KOHTPOSMbHO- | AaHHbIX
KomnaHum COXPaHHOCTU UMYLLIECTBA; MPOMYCKHbIX MYHKTOB — Ans

— ocbopmneHne
Komnanuu.

nmporycka Ha  TeppuTOpuiO

dunuranos KomnaHum);
— aBTomaTtumsupoBaHo: 1C:[0,
Visitor Control.
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5. RIGHTS AND OBLIGATIONS OF THE
PERSONAL DATA SUBJECT

5.1. Personal data subjects, whose information is
processed in the Company, shall have the
following rights:

5.1.1. The right to confidentiality:

— the Company shall not be entitled to disclose to
third parties and distribute personal data without the
consent of the personal data subject or other legal
grounds.

5.1.2. The right to access personal data:
— toreceive, based on a written request, information
regarding the personal data processing;

— to receive free copies of any record containing
personal data, except for the cases stipulated by the
law of the Russian Federation;

— torequire clarification of personal data, its blocking
or destruction in case personal data is incomplete,
outdated, inaccurate, illegally obtained or is not
necessary for the stated purpose of processing.

5.1.3. The right to appeal
omissions of the Company:

— to identify their representatives to protect personal
data;

— to appeal against actions or omissions of the
Company to the authorized body for the protection of
the rights of personal data subjects;

— to protect their rights and legitimate interests in
court;

— to require the Company to notify all persons who
were provided with incorrect or incomplete personal
data about all exceptions, corrections or additions
made to it.

against actions or

5.1.4. The right to withdraw the consent to personal
data processing:

— the personal data subject shall be entitled to
withdraw their consent to personal data processing by
sending a written consent withdrawal to the
Company. In this case, the Company shall be entitled
to continue personal data processing without the
consent of the personal data subject, if there are
grounds for such actions stipulated by the law of the
Russian Federation;

— the personal data subject has the right to withdraw
a consent to the processing of personal data
authorized for distribution. The consent withdrawal
must be made in writing and must contain the last
name, first name, patronymic (if any), contact
information (phone number, email address or postal
address) of the Employee, as well as a list of personal

5. NPABA U OBA3AHHOCTU CYBBEKTA
NEPCOHAJIbHbIX AAHHbIX

5.1. CyObekTbl nepcoHanbHbIX  AaHHbIX,
cBedeHMA O KOTopbix obGpabatbiBaloTcA B
KomnaHuu, umeroT cnepgyrowme npasa:

5.1.1. lNpaBo Ha KOHPMAEHUNANBHOCTb:

- KomnaHusa He BnpaBe packpbiBaTb TPETbUM
nMuaMm n pacnpocTpaHaTb NepcoHanbHble AaHHble
©e3 cornacus cybbekTa nepcoHanbHbIX AaHHbIX UK
WHBIX 3aKOHHbIX OCHOBAHWNA.

5.1.2.T1paBo Ha JoCTyn K NnepcoHanbHbIM AaHHbIM:
— nonyyaTb Ha OCHOBaHWM NMUCbMEHHOrO 3arnpoca
MHdopMaumio, KacatoLLytoca 0bpaboTku
nepcoHanbHbIX AaHHbIX;

— nonyyaTe 6ecnnatHo konuu nobon  3anmcy,
cogepxawen nepcoHarbHble JaHHble, 3a
WCKNIOYEeHneMm cnyvaes, NpeayCMOTPEHHbIX
3akoHoaaTenbcTeoM PO;

— TpeboBaTb YTOYHEHMSI NEPCOHAsbHbIX LaHHbIX,
nx 6NOKNPOBAHUSA UMMM YHUYTOXEHWS B Crlyvae, ecnu
nepcoHanbHble [aHHble SBASTCA HEMNONHbIMU,
yCTapeBLUNMN, HETOYHbIMN, HEe3aKOHHO
MOJTYYEHHLIMWU MMM HE SABNATCA HeobxoanmbiMu
OnNs 3asiBNEeHHON Lenu oopaboTku.

5.1.3. lpaBo Ha oOxanoBaHWe OEWCTBUA UMK
b6espencTBuin KomnaHmu:

— onpenensaTb CBOMX NpeacTaBuTenen ans sawnTbl
NepcoHarnbHbIX AaHHbIX;

— obOxanoBaTb AenctBus  unn  besgencteume
KoMrnaHuM B yMOMHOMOYEHHbIA OpraH no 3awuTe
npae cyObekToB NepCoHasnbHbIX AHHbIX;

— 3awmuwaTtb CBOW NpaBa W 3aKOHHbIE NHTEPECHI B
cynebHoM nopsake;

— TpeboBatb oT KomnaHun mn3BeleHns BCeX L,
KOTOPbIM ObInn COOBLLEHBI HEBEPHbLIE UMW HEMOSHLIE
nepcoHarbHble AaHHble, 060 BCEX NPON3BEOEHHbIX B
HUX NCKMIOYEHUSAX, NcrpaeneHnsax unm
[JOMNOITHEHUSIX.

5.1.4. MNpaBo Ha oOT3bIB cornacua Ha obpaboTky
nepCcoHarnbHbIX AaHHbIX:

— CyObeKkT nepcoHanbHbIX  OaHHbIX  Bnpase
0oTO3BaTb cornacme Ha obpaboTKy nepcoHanbHbIX
JaHHbIX, HanpasMB B KoMNaHUIO MNUCbMEHHLIN
OT3bIB. B Takom cnyyae KomnaHus Bnpase
NpoAoCMKNTL 06paboTKy NepcoHanbHbIX JaHHbIX 6e3
cornacusi cybbekTa nepcoHanbHbIX AaHHbIX MpU

Hanu4nn OCHOBaHWM, npeayCMOTPEHHbIX
3akoHogaTtenscTBoM Poccuiickon ®enepaumm;
— cybbekT nepcoHanbHbIX  AaHHbIX  BNpaBe

0oTO3BaTb cornacve Ha obpaboTKy nepcoHanbHbIX
OaHHbIX, paspelleHHbIX AN pacnpocTpaHeHus.
OT3bIB 0chopMnsieTcs B TIMCbMEHHOM BUAE U A0SHKEH

cogepxatb hamunuio, uMHA, OT4ecTBO  (npwu
HanuuMn), KOHTAKTHYO  MHdOpMauuo  (Homep
TenedoHa, agpec 3NEKTPOHHOW MOoYTbl  UNn



data, the processing of which
termination.

is subject to

5.1.5. Rights when making decisions based solely on
automated processing of their personal data:

— it is prohibited to make decisions based solely on
automated processing of personal data that generate
legal consequences for the personal data subject or
otherwise affect his rights and legitimate interests,
except in cases provided for by the legislation of the
Russian Federation.

5.1.6. The personal data subject shall also have other
rights stipulated by the applicable laws of the Russian
Federation.

5.2. Personal data subjects, the data of which is
processed in the Company, shall bear the
following obligations:

5.2.1. Notify the Company of changes in their
personal data in the scope processed by the
Company not later than five (5) business days after
the date of receipt of the documents confirming such
changes.

Employees are obliged to notify the Company of
changes in their last names, first names, patronymics,
mobile telephone numbers or information about other
communication methods, details of the bank
(personal) account; issuance of a new identity
documents; changes in details on education,
profession, specialization, assignment of new ranks,
and other data in the scope processed by the
Company.

5.2.2. The personal data subject shall also bear other
obligations stipulated by the applicable laws of the
Russian Federation.

Il. PERSONAL DATA PROCESSING
1. GENERAL PROVISIONS

1.1. Personal data processing in the Company shall
include the following actions (individually or in
aggregate, using automation tools or without using
such tools): collection, recording, systematization,
accumulation, storage, clarification (updating,
changing), extraction, use, transfer (distribution,
provision, access), blocking, deletion, destruction,
mixed processing with the transfer on the Company’s
internal network and on the Internet.

1.2. Personal data is processed according to the
categories of personal data subjects and is carried out
for the appropriate purposes.

nouytoBbIn agpec) PaboTHuka, a Takke nepeyeHb
nepcoHanbHbIX AaHHblX, 00paboTka  KOTOPbIX
NOANEXMNT NPEKPALLEHNIO.

5.1.5. MNpaBa Npu NPUHATAN pPELLEHMIA HAQ OCHOBaHUK
WCKITIOYMTENBHO aBTOMAaTU3NPOBaHHOM 00paboTku
NX NepCcoHarnbHbIX AAHHbIX:

— 3anpewjaeTca  MNpUHATME  HA  OCHOBaHWUM
WCKITIOYMTENBHO aBTOMAaTU3NPOBaHHOM 00paboTku
NepCcoHarnbHbIX AaHHbIX pPeLleHur, NOopOoXAaroLwmnX
topuanyeckme nocrneacTeus B OTHOLWEHUN cyObekTa
NepcoHanbHbIX AaHHbIX WM UHbIM  OBpasom
3aTparvBaloLLnX ero npasa M 3aKOHHbIE UHTEPECHI,
32 MCKIOYEHMEM CryyYyaeB, MNpPeayCMOTPEHHbIX
3akoHogaTenbcTsoM PO.

5.1.6. Cyb6bekT nepcoHarnbHbIX AaHHbIX UMEET MHblE
npaea, npegycMOTpPEHHbIEe OEenCTBYOLLMM
3aKkoHogaTenscTBoM Pd.

5.2. CybbeKTbl nepcoHasnbHbIX AaHHbIX,
CBeleHNA O KOTopbix obOpabaTbiBalOTCA B
KomnaHuu, umeroT cnepyrowme o653aHHOCTH:

5.2.1. CoobwaTtb KomnaHum o6 M3MeHeHUn cBOUX

nepcoHarnbHbIX AaHHbIX n3 cocTaBa,
obpabaTtbiBaeMbix KomnaHuel B Cpok He no3aHee 5
(Mate) paboumx pgHew C  paTbl  NOMNyYeHUs

AOKyMEHTa, MOATBEPXKAAIOLLIErO Takoe M3MEHEHME.
PaboTtHunkn o065a3aHbl coobuwate B KomnaHuioo 00
n3MeHeHMn damunuu, UMeHn, oTdecTBa, HoOMepa
MOOUIbHBIX TenedOoHOB MMM CBEAEHUS O OpPYruX
crnocobax  cBA3MN, PEKBU3NTOB ©aHKOBCKOro
(nnueBoro) cyeta; Bblgaye HOBOrO [OKyMEHTa,
yOOCTOBEPSIOLLEr0 JIMYHOCTbL; M3MEHEHUN AaHHbIX
00 o6GpasoBaHuKn, npodpeccun, CneunanbHOCTH,
NPUCBOEHUN HOBOrO paspsiga M WHbIX OaHHbIX U3
coctaBa obpabaTbiBaeMbix KomnaHuen.

5.2.2. Cy6beKT nepCoHanbHbIX AaHHbIX UMEET UHbIE
00513aHHOCTN, NPEeayCMOTPEHHbIE  OENCTBYHOLLMM
3akoHopaTenbcTBoM PO.

. OBPABOTKA NMEPCOHAIJIbHbLIX AAHHbIX
1.  OBLUME MNOJNIOXKEHUA

1.1. OGpaboTka  nepcoHanbHbIX  AaHHbIX B
KomnaHum BkntovaeT B cebsa cnepyolimne OencTeng
(no oTAenbHOCTM WM B COBOKYMHOCTW, C
NCNonb3oBaHWEM CPEACTB aBTOMaTtu3auun mnu 6es
NCnomnb30BaHNA Takmx cpencts): cbop, 3anuch,
cuctemaTumsauus, HakonneHwue, XpaHeHue,
yTOYHEeHMe (0OBHOBNEHWE, N3MEHEHME), N3BreYeHne,
ncnonb3oBaHve, nepegada  (pacnpocTpaHeHue,
npenocTaBreHue, aocTyn), GnoknpoBaHue,
yaaneHvue, yHUYTOXeHue, cMelwaHHas obpaboTtka ¢
nepegayen BHyTpeHHen ceTu KomnaHum n no cetu

NHTepHerT.
1.2. O6paboTka nepcoHanbHbIX OaHHbIX
npou3BoauTcs no KaTeropusam cybbekToB

15



1.3. In cases stipulated by the law of the Russian
Federation, personal data processing shall be
performed only with the consent of the personal data
subject in writing.

The consent to personal data processing must be
specific, objective, informed, conscious and decisive.
Consent to personal data processing may be provided
by the personal data subject or their representative in
any form that allows confirming the fact of its receipt,
unless otherwise is stipulated by the law of the
Russian Federation. In case of obtaining the consent
to personal data processing from a representative of
a personal data subject, the powers of such
representative to provide the consent on behalf of the
personal data subject shall be checked by the
Company.

1.4. The access to the personal data of the subject, its
collection and processing shall be allowed to officials
who need personal data to perform their specific job
functions. The list of persons entitled to access
personal data shall be approved by an order of the
Company. Other employees of the Company shall not
have access to personal data without a written
consent of the subject for third parties to familiarize
with their personal data.

1.5. Processing of special categories of personal data
related to race, nationality, political views, religious or
philosophical beliefs, health status, intimate life shall
not be allowed, except as otherwise provided by the
laws of the Russian Federation.

1.6. When collecting personal data, including that
performed on the Internet, the Company shall ensure
recording, systematization, accumulation, storage,
clarification (update, change), extraction of personal
data of citizens of the Russian Federation using the
databases located in the Russian Federation.

1.7. The recommended standard forms of documents
(consent to the processing of personal data, consent
withdrawal and other forms) necessary for the
processing of personal data are developed by the
General Affairs & HR Department and Legal
department of the Company.

1.8. Details of personal data processing of certain
categories of personal data subjects

NepCcoHanbHbIX OaHHbIX W
COOTBETCTBYIOLLMX LiensiX.
1.3. B cnyvasx, npegyCcMOTPEHHbIX
3akoHopatenscTtBoM P®, obpaboTka nepcoHanbHbIX
AaHHbIX OCYLLEeCTBNAETCH TOMbKO C corfacus B
nMCbMeHHOW dopmMe cybbekTa nepCcoHanbHbIX
OaHHbIX.

Cornacue Ha 06paboTKy nepcoHanbHbIX AaHHbIX
OOJDKHO ObITb KOHKPETHbIM, npeamMeTHbIM,
NHPOPMMPOBAHHbIM, CO3HaTeNbHbIM n
OOHO3HAYHbIM. Cornacue Ha 06paboTky
NepcoHanbHbIX  AaHHbIX  MOXeT OblTb  AaHo
CyObeKkTOM nepcoHarnbHbIX OaHHbIX WM ero
npeacrtaBuTenem B nobon NO3BOMNSAIOLLEN
noaTeBepauTe akT ero nomnydeHus copme, ecnm
WHOE He YCTaHOBMEHO 3akoHogaTtenbcteom PO. B
crlydae nonyyeHuss cornacuss  Ha  0bpaboTky
nepcoHanbHbIX AaHHbIX OT NpeacTaBuTens cybbekTa
NepcoHanbHbIX  AaHHbIX  MOMTHOMOYUS  AAHHOrO
npeacTaBuTeNs Ha [ady cornacmsi OT  UMEHWU
cybbekTa nepcoHanbHbIX [aHHbIX MPOBEPSHOTCA
KomnaHuen.

1.4. [onyck K nepcoHarnbHbIM AaHHbIM CyObekTa, nx
cbopy 1 o6paboTke paspeLLeH AOMKHOCTHLIM Nnuam,
KOTOPbIM MepcoHasnbHble AaHHble HeobxoauMMbl Ans
BbIMOSIHEHNSI  KOHKPETHbIX  TPYAOBbLIX  (DYHKLUUNA.
Cnmcok  nuuy, uMMeloWwMx nNpaBo  AocTyna K
NnepcoHarnbHbIM AaHHbIM, YTBEPXAAETCS MNPUKa3oM
KomnaHmn. WMHble pabGoTHukn KomnaHum He umeroT
A0CTyna K nepCcoHanbHbIM AaHHbIM 6€3 MMCbMEHHOro
cornacusi cybbekta Ha O3HaKOMMEHWE C  HUMM
TpeTbMMU NLaMW.
1.5. O6paboTka
NepcoHanbHbIX AaHHbIX,
HaLUMOHaNbHOW  MPUHAASIEXHOCTN,  MONMUTUYECKMX
B3rnsi4os, PEnUrMo3HbIX  unn  rnocodCckmnx
y6exaeHuni, COCToOAHMA 300POBbS, UHTUMHOWM XXN3HM,
HEe [JONyCKaeTCHd, 3a WCKMYEHMEM  Chnyyaes,
npeaycMOTPEHHbIX 3aKoHo4aTeNbCTBOM PO.

1.6. NMpwn cbope nepcoHanbHbIX 4aHHbIX, B TOM YMCNe
nocpeacTsom MHAOPMALIMOHHO -
TEeNneKoMMYHMKaLNOHHOM cetu «MHTEepHeT»,
KomnaHus obecneumBaeT 3anucb, cuctemaTtumaaumio,
HaKoMnneHne, XpaHeHuwe, yTouHeHue (oBHOoBNEHue,
N3MEHEHME), W3BMEYEHNE MNEepPCOHanbHbIX [aHHbIX
rpaxgaH P® c¢ wucnonb3oBaHnem ©6a3 AaHHbIX,
HaxoasLwmxcsa Ha Tepputopum Poccuickon
depepaunn.

1.7. PekomeHayemble TUNoBble POPMbl JOKYMEHTOB
(cormacne Ha 06paboTKy nepcoHarnbHbIX AaHHbIX,
OT3bIB cornacus n nHble opMsbl), HeobxoaMMble s
OCyLLecTBIEHMs 06pabOoTKN NepCcoHarnbHbIX OAHHbIX,
paspabatbiBatoTca [JenapTaMeHToM agMUHUCTpauum
N ynpaBneHuss MNepcoHanoM W  PUANYECKAM
otaenom KomnaHuw.

oCyllecTBlideTcA B

cneunanbHbIX KaTeropum
KacalwLmnxca pacoBoOw,

1.8. OcobeHHOCTM 0OpPaboOTKM NnepCcoHanbHbIX
OaHHbIX OTAeNbHbIX KaTeropum Ccy6bLeKkToB
nepcoHasnbHbIX AaHHbIX



1.8.1. The processing of personal data of the
Company's employees is carried out with the consent
of the personal data subject to the processing of
personal data in accordance with the requirements of
the legislation of the Russian Federation and local
regulations in force in the Company.

1.8.2. Obtaining the consent of relatives of the
Company's employees to process their personal data
is not required when filling out questionnaires to the
extent provided for in the unified T-2 form used by the
Company. In other cases, obtaining the consent of the
employee's close relatives is a prerequisite for
processing their personal data and is executed in
accordance with the form established by the
Company.

1.8.3. When processing personal data of candidates
for vacant positions in the Company, consent to the
processing of personal data is provided in the form
prescribed by the Company. In this case, the following
applies:

1) written consent is not required if a recruitment
agency is acting on behalf of the applicant, with which
the person has concluded a relevant agreement, as
well as if the applicant independently posts his
resume on the Internet, accessible to an unlimited
number of people;

2) if the applicant's resume has been received by e-
mail, an authorized employee of the Company's
General Affairs & HR Department must confirm that
the applicant himself has sent the specified resume. If
it is impossible to unambiguously identify the
individual who sent it from the resume, this resume
must be destroyed on the day of receipt.

1.8.4. When processing personal data of
counterparties — individuals and representatives of
counterparties — legal entities, the terms of personal
data processing are determined by the civil law
contracts concluded with them.

1.8.5. When processing personal data of users of
information and service systems of the Komatsu
Group of companies, the terms of personal data
processing are determined by the civil law contracts
concluded with them.

1.8.6. When processing personal data of other
categories of personal data subjects (visitors), a one-
time consent to the processing of personal data is
issued or the conditions for processing personal data
are determined by local regulations in force in the
Company and/or lessor of office premises and other
real estate.

1.8.1. O6paboTka nepcoHarnbHbIX OaHHbIX
paboTHuKoB KomnaHum ocyulecTBnsieTcsi ¢ cornacus
cybbekTa nepcoHanbHbIX AdaHHbIX Ha 06paboTky
NepcoHanbHbIX  OaHHbIX B  COOTBETCTBUM  C
TpeboBaHMsIMK 3akoHogaTenbCcTBa PO 1 nokanbHbIX
HOpPMaTMBHbIX aKTOB, OEMCTBYOLWNX B KoMnaHnu.

1.8.2. MonyyeHne  cornacus pPOACTBEHHUKOB
pabotHukoB  KomnaHmm  Ha  obpabotky  ux
nepcoHanbHbIX daHHbIX He  Tpebyetca npwu

3anofiHeHMM aHKkeT B 0Obeme, NpeayCcMOTPEHHOM
yHUunuuposaHHon dopmon T-2, MCNONb3yeMON B
KomnaHun. B umHbIX crniydadax nonyyvyeHue cornacus

ONn3kMX poacTBEHHMKOB paboTHMKA  sBNSeTcs
o6s3aTenbHbIM ycrioBuem 06paboTkm nx
nepcoHanbHbIX  AaHHbIX W odopmnaeTca Mo

ycTtaHosneHHon B KomnaHuu coopme.

1.8.3. Tpn o06paboTke nepcoHanbHbIX OaHHbIX
KaHAMAATOB Ha BaKaHTHblE OOMMKHOCTM B KoMnaHum
odopmnseTcs cornacue Ha obpaboTky
nepcoHanbHbIX JAaHHbIX YCTaHOBMNEHHON B KoMnaHum
dopmbl. [pu aTOM OENCTBYET crieayloLlee:

1) nMcbMmeHHoOe cornacue He TpebyeTtcd, ecnu OT
UMEeHN couckaTens AenUCTByeT KaapoBOe areHTCTBO,

c KOTOpbIM AaHHoe nmuo 3aKno4nno
COOTBETCTBYIOLMA  [OOroBOp, a Takke Mpu
CaMOCTOSITENIbHOM  pa3MeLleHuMn  couckaTenem

cBoero pesiomMe B cetu WIHTepHeT, [OCTYMNHOro
HeorpaHU4YeHHOMY Kpyry nuu,;

2) ecnu pe3lOMe couckatensa nocTynuro no
3IIEKTPOHHON MoYTe, YMNONTHOMOYEHHOMY PabOTHUKY
[enaptameHTa agMuvHUCTpaUMM W YNpaBreHus
nepcoHanom KomnaHum HeobxoaMmo noaTBepauTb
daKkT HanpaBfieHUS1 yKa3aHHOro pes3toMe CaMUM
couckatenem. Ecnu wmn3 pesilome HEBO3MOXHO
OAHO3HA4YHO onpefenntb uU3Myeckoe nuuo, €ero
HanpasuBLUEE, OaHHoe pesiome noanexuT
YHUYTOXEHMIO B A€Hb MOCTYNSIEHUS.

1.8.4. Tllpn o06paboTke nNepcoHanbHbIX AaHHbIX
KOHTpareHToB — oM3N4ECKNX NN U NpeacTaBuTenemn
KOHTpPareHToB —  OPUAMYECKUX  NUL,  yCroBuS
00paboTkM nepcoHanbHbIX OaHHbIX OMNpeaensalTCcs
rpakgaHCKo-npaBoBLIMU AoroBopamu,
3aKIMIOYEHHBIMU C HUMMW.

1.8.5. Tllpn o06paboTke nepcoHanbHbIX AaHHbIX
nonb3oBatenem MHPOPMAUMOHHBIX U CEPBUCHbIX

cuctem  rpynnbl - komnaHun  Komatsu  (Komauy)
ycnoBus  06paboTkM  MepcoHanbHbIX  AaHHbIX
onpegensoTcs rpaXxgaHCKO-NpaBoOBbIMM

A0roBopamu, 3aKYEHHbIMU C HUMMU.
1.8.6. MNpn o06paboTke NnepcoHanbHbIX AAHHbIX UHbIX
Kateropun CyOBLEKTOB  MEepCOHarbHbIX  AaHHbIX
(noceTutenu) odopmMmnseTca pasoBoe corfnacue Ha
06paboTKy nepcoHanbHbIX AaHHbIX NMBO ycnosus
00paboTkM nepcoHanbHbIX AaHHbIX OMNpeaenslTCcs
noKarnbHbIMU HOPMaTMBHbLIMU aKTamu,
aencreyowmmm B KomnaHum n/unu y apesgogarens
OMUCHLIX MOMEWEHNA U  KMHOFO  HEABWXKMMOro
nmyLlecTBa.



1.9. Details of personal data processing carried
out without the use of automation tools (non-
automated personal data processing)

1.9.1. The processing of personal data without the
use of automation tools is carried out in accordance
with the requirements established by the current
procedure (as of the date of approval of this Policy -
Decree of the Government of the Russian Federation
dated 15.09.2008 # 687 "On approval of the
Regulation on the specifics of personal data
processing carried out without the use of automation
tools").

1.9.2. Personal data, when processed without the use
of automation tools, must be separated from other
information, in particular, by recording them on
separate tangible personal data carriers (hereinafter
referred to as tangible media), in special sections or
in the fields of forms (blanks).

1.9.3. When recording personal data on tangible
media, it is not allowed to record personal data on one
tangible medium, the purposes of processing which
are obviously incompatible. For the processing of
various categories of personal data carried out
without the use of automation tools, a separate
tangible medium must be used for each category of
personal data.

1.9.4. When using standard forms of documents, the
nature of the information in which presupposes or
allows the inclusion of personal data in them
(hereinafter referred to as the standard form), the
following conditions must be met:

a) the standard form or related documents
(instructions for completing it, cards, registers and
journals) must contain information about the purpose
of personal data processing carried out without the
use of automation tools, the name(s) and address of
the operator, the surname, first name, patronymic and
address of the personal data subject, the source of
personal data receipt, terms of personal data
processing, a list of actions with personal data that will
be performed during their processing, a general
description of the methods of personal data
processing used by the operator;

b) the standard form should provide a field in which
the personal data subject can put a mark on his
consent to the processing of personal data carried out
without the use of automation tools, — when it's
necessary to obtain written consent to the processing
of personal data;

1.9. OcobeHHOCTM 0OpaboOTKM NnepCcoHanbHbIX
AaHHbIX, ocyluecTBNseMon 6e3 MCNONb30BaHUA
cpeacTB aBTOMaTM3auum
(HeaBTOMaTU3MpPOBaHHaA obpaboTka
nepcoHasnbHbIX AaHHbIX)

1.9.1. O6paboTka nepcoHanbHbIX [OaHHbIX ©6e3
NCNonNb30BaHMWs cpencrts aBToMaTm3auum
OCYLLECTBISIETCS B COOTBETCTBMM C TpeboBaHNAMM,
YyCTaHOBIEHHbIMW LENCTBYOLLMM NOPSAKOM (Ha gaTy
yTBEPXKOEHNS HacTosLero MonoxeHus -
noctaHoBneHne MpaButenbcTBa Poccuiickon
depepaunn ot 15.09.2008 N 687 «O06 yTBEPXKAEHNN
MonoxeHus 06 0COBEHHOCTAX 06paboTkm
nepcoHanbHbIX AdaHHbIX, ocyllecTBnsgemon 06e3
NCnonb30BaHNA CpeacTB aBToMaTM3aummy ).

1.9.2. lNepcoHanbHble AaHHble nNpu Mx obpaboTke,
ocyulecTtBnsiemon 6e3 UCNONb30OBaHWA CPEACTB
aBTOMaTU3aUMU, AOMKHbI 000COONATLCA OT WHOW
MHOpMaLMK, B YACTHOCTU, NyTeM UKcaumm mx Ha
oTAEeNbHbIX MaTepuanbHbIX HOCUTENsIX
NnepcoHanbHbIX OaHHbIX (ganee - marTepuarbHble
HOCUTenwu), B cneumanbHbiX pasgenax U Ha nonsx
dopm (6naHkoB).

1.9.3. TNpu dukcaumm nepcoHanbHbIX OaHHbIX Ha
MaTepuanbHbIX  HOCUTENSIX  HE  JonyckaeTtcs
duKkcaums Ha OOHOM MaTepuanbHOM HocuTene
nepcoHanbHbIX AaHHbIX, Lenu obpaboTkM KOTOpbIX
3aBeOMO He coBMecTuUMbl. [Onss  obpaboTku
pas3fiMyHbIX KaTeropumh nNepcoHasnbHbIX AaHHbIX,
ocyulecTtBnsiemon 6e3 UCNONb30BaHWUS CPEACTB
aBTOMaTM3aumm, ans KaXkgom KaTteropum
NnepcoHanbHbIX AaHHbIX OOSMKEH MCMOofb30oBaTbCA
OoTAEeNbHbIN MaTepuanbHbIi HOCUTESb.

1.9.4. Tlpu wncnonb3oBaHMM  TUMNOBbLIX  GOPM
AOKYMEHTOB XapakTep WHdopMauum, B KOTOPbIX
npeanonaraeT WNU [onyckaeT BKIOYEHME B HUX
nepcoHanbHbIX JaHHbIX (danee - Tunosas opma),
AOMMKHbI cobnoaaTbCs crieayoLwme yCnoBus:

a) TunoBas oopma Unm CBA3aHHbIE C HEW JOKYMEHTDI
(MHCTPYKUMSA NO ee 3anofHEHMUIO, KAPTOYKKN, PEECTPbI
N XXypHanbl) OOSMKHbI coepaTb CBEAEHMS O Lenwu
obpaboTku nepcoHarbHbIX OaHHBbIX,
ocywiecTBnsemon 06e3 MCNoNb3oBaHMS CPeacTB
aBTomatmsauuum, ums (HaMMeHoBaHMe) W agpec
onepartopa, amunuio, MMs, OTYECTBO U agpec

cybbekTa  NepcoHanbHbIX  AaHHbIX,  MCTOYHUK
NoflyYeHnsi  MepcoHanbHbiX  AaHHbIX,  CPOKM
00paboTKM nepcoHarnbHbIX  AaHHbIX, NepevYeHb

OEeNCTBUA C NepcoHarnbHbIMA AaHHbIMW, KOTOpPbIE
OyoyT coBepwaTbCa B npouecce umx obpaboTku,
oblee onucaHve WUCNOMb3yeMblX OMepaTopom
cnocoboB 06pabOoTKN NEPCOHAbHbBIX AaHHbIX;

6) TMnoBas hopma AofmKHa nNpegycmaTpmusaTh none,
B KOTOPOM CyObeKT nepcoHarnbHbIX AAHHLIX MOXET
NOCTaBUTb OTMETKY O CBOEM COrfiacum Ha o6paboTKy
nepcoHanbHbIX [aHHbIX, OCyllecTBnsemyo 6e3
MCNONb30BaHMSA CpeacTB asTomaTM3auuu, - npu
Heob6XxoaNMOCTU NOMy4YeHUs MMCbMEHHOMO Corfiacus
Ha 06paboTKy NepcoHanbHbIX AAHHbIX;



c) the standard form should be drawn up in such a
way that each of the subjects of personal data
contained in the document has the opportunity to get
acquainted with their personal data contained in the
document without violating the rights and legitimate
interests of other subjects of personal data;

d) the standard form should exclude combining fields
intended for entering personal data, the purposes of
processing which are obviously incompatible.

1.9.5. When maintaining journals (registers, books)
containing personal data necessary for a single entry
of a personal data subject into the Company's territory
or for other similar purposes, the following conditions
must be kept:

a) the need to maintain such a journal (register, book)
must be provided for by a local act of the Company;

b) copying of information contained in such journals
(registers, books) is not allowed;

c) the personal data of each personal data subject
may be entered in such a journal (register, book) no
more than once in each case of the personal data
subject's admission to the Company's territory.

1.9.6. If the purposes of processing personal data
recorded on one tangible medium are incompatible, if
the tangible medium does not allow processing
personal data separately from other personal data
recorded on the same medium, measures should be
taken to ensure separate processing of personal data,
in particular:

a) ifitis necessary to use or distribute certain personal
data separately from other personal data located on
the same tangible medium, the personal data subject
to distribution or use is copied in a way that excludes
simultaneous copying of personal data not subject to
distribution and use, and a copy of the personal data
is used (distributed);

b) if it is necessary to destroy or block part of the
personal data, the material medium is destroyed or
blocked with preliminary copying of information that is
not subject to destruction or blocking, in a way that
excludes simultaneous copying of personal data that
is subject to destruction or blocking.

1.9.7. The destruction of a part of personal data, if
permitted by a tangible medium, may be carried out in
a manner that excludes further processing of this

B) TMNoBasa bopma gorkHa ObiTb COCTaBneHa Takum
obpasowm, YyTOObI KaxkabI n3 cybbeKkToB
NepcoHanbHbIX  [aHHbIX, copepxawmxcs B
AOKYMEHTE, MMen BO3MOXHOCTb O3HaKOMWUTbCS CO
CBOUMM nepcoHanbHbIMK AaHHbIMM,
cogepXawmummcs B AOKYMEHTe, He HapyLluas npas u
3aKOHHbIX NHTEpEecoB NHbIX cybbekToB
nepCcoHanbHbIX AaHHbIX;

r) Tunoeasi hopma AofKHa UCKNovaTb 06beanHeHne
nonew, npeaHasHa4YeHHbIX ans BHECEHUS
nepcoHanbHbIX AaHHbIX, Uenu obpaboTkM KOTOpbIX
3aBeOMO He COBMECTUMBI.

1.9.5. lpu BegeHun xypHanoB (pPeecTpoB, KHWT),
coaepaLimx nepcoHarnbHble AaHHble,
Heobxoaumble  ANS  OAHOKPATHOrO  Mpornycka
cybbekTa nepcoHanbHbIX AaHHbIX Ha TeppUTOpuUIo
KomMnaHum unu B MHbIX aHaNOrMYHbIX LEnsx, JOSDKHbI
cobnogaTbcsa cnegyioLume ycrnoBus:

a) HeobXoOMMOCTb BedeHMsl Takoro >KypHana
(peectpa, kHMrM) pomkHa ObiTb nNpegycMoTpeHa
nokanbHbIM akTom KomnaHuu;

0) konupoBaHWe coaepXallencs B Takux XXypHanax
(peecTpax, kHurax) HdopmMaumn He OOMNYCKAETCS;
B) nepcoHanbHble [aHHble Kaxgoro cybbekTa
nepcoHanbHbIX AaHHbIX MOFYT 3aHOCUTbLCSI B TaKoW
XypHan (peectp, KHUry) He Gonee ogHoro pasa B
KaXxgoMm cryyae nponycka cybbekta nepcoHanbHbIX
AaHHbIX Ha TeppuToputo KomnaHumu.

1.9.6. lNpn HecoBmecTUMOCTN LUenen o06paboTku
nepcoHanbHbIX AaHHbIX, 3a(UKCMPOBAHHBLIX Ha
0oL HOM MaTepuanbHOM HocuTtene, ecnu
MaTepuanbHbIf HocUTENb He nossonset
OoCyLecTBNsATb 06paboTKy MepCcoHarnbHbIX OaHHbIX
OTAENbHO OT ApPYrMx 3adUKCUPOBAHHbLIX Ha TOM e
HOCUTENEe nepcoHanbHbIX AaHHbIX, LOMMKHblI ObITb
NPpUHATBI  Mepbl MO obecnevyeHnio pasgenbHOWn
06paboTkM NepcoHanbHbIX AaHHbIX, B YaCTHOCTU:

a) npuM HeobxoouMMOCTM  UCMOMb30BaHUS  UIK
pacnpoCTpaHeHNsa onpeAeneHHbIX MNepCcoHanbHbIX
AaHHbIX OTAENbHO OT HaxXOASAWMXCH Ha TOM Xe
mMaTepuanbHOM HocuTene [Apyrux nepcoHanbHbIX
AaHHbIX ocyuiecTenseTcs KonupoBaHue
nepcoHanbHbIX AaHHbIX, noanexarimx
pacnpoCTpaHEHWIO U1 UCMOMb30BaHMI0, CNOCO6OoM,
MCKNIOYaLWNM  OAHOBPEMEHHOE  KOMUPOBaHWe
nepcoHanbHbIX AaHHbIX, He noanexawmx
pacnpocTpaHeHuto n MNCNOMb30BaHMIO, n
ncnonb3yetcsd (pacnpocTtpaHseTcs) Konus
nepCcoHanbHbIX AAHHbIX;

6) npun HeobXOOMMOCTM  YHUHUTOXEHUS  UNn
ONOKMPOBaHUSA  4acTM  NEepPCOHanbHbIX  AAHHbIX
YHUYTOXaeTca unu  Brokupyetca maTepuanbHblv
HOoCUTENb C nNpegBapuTeNibHbIM  KOMMPOBAHWEM
CBeAEHUN, He noanexawmx YHUYTOXKEHU unu
OMOKMpPOBaHUIO, cnocobom, WCKITtoYaLWmm
OLHOBPEMEHHOE  KOMUPOBaHWE  MEepCOHasbHbIX
AaHHbIX, noanexatimx YHUYTOXEHMIO nnm
OMOKMpPOBaHUIO.

1.9.7. YHNYTOXEHME YacTu NepcoHarbHbIX AaHHbIX,
ecnn 3To AonyckaeTcsa MatepuanbHbIM HOCUTENEM,
MOXeT NPOM3BOAMTBCS CNOCOBOM, MCKMOYaoLWUM



personal data while preserving the possibility of
processing other data recorded on a tangible medium
(deletion, erasure).

1.9.8. Clarification of personal data during their
processing without the use of automation tools is
carried out by updating or changing data on a tangible
medium, and if this is not allowed by the technical
features of the tangible medium, - by fixing
information about changes made to them on the same
tangible medium or by manufacturing a new tangible
medium with clarified personal data.

1.10. Details of automated personal data

processing

1.10.1 The processing of personal data in the
Company is carried out in the automated information
complex 1C: DO, ZUP, ERP, PA, OMS, as well as
through the SharePoint, information and service
systems of Komatsu Group of companies (EQP-Care,
KGP, Komtrax, LMS, MaxiFleet, WMS), hereinafter -
automated information systems, ISPD.

1.10.2. The automated information systems contain
personal the data of the subjects of personal data and
include:

— surname, first name, patronymic (if any);

— place and date of birth, gender, age, nationality,
education information;

— type of identity document of a citizen of the
Russian Federation or a foreign citizen, including
outside the Russian Federation (series, number, date
of issue, name of the issuing authority);

— address of registration at the place of residence
(place of stay), the address of actual residence, postal
address;

— information about marital status and close relatives
(degree of kinship, surname, first name, patronymic,
date of birth, phone number);

— information about previous jobs, including job
positions held;

— information about the position, admission, transfer,
dismissal and other events related to labor activity in
the Company; information on the income in the
Company, social benefits, tax and social deductions;

— information about vacations;
— income information;

— information about medical
periods of temporary disability;
— information about military registration;
— contact phone number;

— work email address;

examinations and

panbHenwy 06paboTKy 3TUX  NepcoHarnbHbIX
AaHHbIX C COXpaHEeHWeM BO3MOXHOCTM 006paboTkm
MHbIX AaHHbIX, 3aMKCMPOBAHHbIX HA MaTepranbHOM
Hocutene (yaaneHue, BbiMapbiBaHue).

1.9.8. YTOYHeHMe nepcoHarnbHbIX [OaHHbIX Mpw
OCyLLECTBEHMN nx 06paboTkm 6e3 ncnonb3oBaHUSA
CpeacTB aBToMaTM3aumMuM MPOU3BOAUTCS  NMyTeEM
OOGHOBNEHNST MMM M3MEHEHUA  OaHHbIX  Ha
maTtepuanbHOM HoOcuTene, a €ecnm 93To  He
ponyckaeTcsi TeXHNYECKUMM 0COBeHHOCTAMM
MaTepuanbHOro Hocutens, - nyteM ukcauumn Ha
TOM e MaTepuanbHOM HOcuTene CBEAEHUN O
BHOCUMbIX B HUX W3MEHeHusX nmMbo nyTem
N3roTOBMEHNST HOBOIO MaTtepuanbHOro HOCUTEnNs C
YTOYHEHHbIMU NEPCOHaNbHbIMU AAHHBIMW.

1.10. OcobeHHoCTH aBTOMATU3MPOBAHHOMN
006paboTKM NepCcoHanbHbIX AaHHbIX

1.10.1 O6paboTka nepcoHanbHbIX [AaHHbIX B
KomnaHum ocyuiecTBnsieTcs B aBTOMaTU3NPOBaAHHOM
nHdopmaumoHHom kommnnekce 1C: OO, 3YI1, ERP,
KC, CYs, a TaKke yepes SharePoint,
WH(POPMALIMOHHbIE N CEePBUCHbIE CUCTEMbI Fpynnbl
komnaHun Komatsu / Komauy (EQP-Care, KGP,
Komtrax, LMS, MaxiFleet, WMS), panee -
aBTOMATU3MPOBaHHbLbIE MH(OpPMaALMOHHbLbIE
cuctembl, UCIMNOH.

1.10.2. ABTOMaTU3NPOBaHHbIE WH(POPMALNOHHbIE
CUCTEMbl  cogepaT  MepcoHarnbHble  OaHHble
CyOBHEKTOB NEpPCOHarnbHbIX AaHHbIX U BKOYAKOT:

— hamunuio, nms, oT4ECTBO (NPU HANUYUN);

— MEecTo M pJata pOoXAaeHud, non, BO3pacT,
rpaXkgaHcTBo, cBedeHusa o6 obpasoBaHuy;

— BMO [OOKYMEHTa, YOOCTOBEpPSHLWEro fNYHOCTb
rpaxgaHuvHa Poccuinckon depepauunu nnu
WHOCTPaAHHOIO rpaXgaHuHa, B TOM 4ucrne 3a
npegenamun Poccuiickon ®egepaumm (cepusi, HOMep,
AaTta BblAayu, HaMMeHOBaHWe BbiAaBLUErO OpraHa);
— ajpec peructpauum no MecTy XuTenbcTBa (MecTy
npebbiBaHns), agpec (akTMYeckoro npoXKMBaHUA,
NOYTOBbLIN adpec;

— CBedeHuMsi O CEeMEWHOM MOMNOXEHUN N BrN3KUX
poACTBEHHMKAX (CTeneHb poAacTBa, pamunus, Ums,
OTYECTBO, JaTa POXAEHUS, HOMep TenedoHa);

— CBefeHus o npeablaywmnx mectax paboTbl, B TOM
yucne o 3aHMMaeMbIX AOIMKHOCTSIX;

— WHcopmaums 0 OOMMKHOCTU, NpuemMe, nepeeoae,
YBONMbHEHUM W UHbIX COObITUSIX, OTHOCSLUMXCA K
TpyooBon gestenbHocTM B KomnaHuu; cBefeHusa o
pgoxogax B KomnaHmm, coumanbHbIX —JbroTax,
HaroroBbIX U coUManbHbIX HAYUCNEHNSX;

— cBefeHusa o6 oTnyckax;

— CBefeHusa 0 Joxoaax;

— CBedeHust 0 MeOMLMHCKNX OCMOTpax U nepuogax
BPEMEHHOWN HETPYAOCNOCOOHOCTY;

CBeAeHNss 0 BOMHCKOM y4eTe;

— HOMEP KOHTaKTHOro TenedoHa;

— appec paboyeit aNEeKTPOHHOW MOYThI;
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— taxpayer identification number and the number of
the compulsory pension insurance certificate
(Individual insurance account number);

— information about the position held in
Company’s counterparty;

— color digital photographic image of a face;

the

— details of the bank (personal) account;

— logins of user accounts in information and service
systems of Komatsu Group of companies (EQP-Care,
KGP, Komtrax, LMS, MaxiFleet, WMS) and 1C: DO,
ERP, ZUP, PA, OMS;

— other information.

1.10.3. Employees of the Company who have the
right to process personal data in automated
information systems are provided with a password to
access the corresponding automated information
system. Access to them is carried out in accordance
with their official duties.

1.10.4. Information can be entered both manually and
automatically. Ensuring the security of personal data
processed in automated information systems is
achieved by eliminating unauthorized, including
accidental, access to the personal data.

1.11. Details of processing personal data

authorized for distribution

1.11.1. The Employee's written consent to the
processing of personal data authorized for distribution
is issued separately from other consents to the
processing of his personal data. At the same time, the
Employee should be given the opportunity to
determine their list for each category specified in the
consent for processing. The employee has the right to
prohibit the transfer (except for granting access) of
data to an unlimited number of persons.

1.11.2. The Employee provides written consent to the
processing of personal data authorized for distribution
to the Company personally.

1.11.3 The consent must contain the following
information:

— last name, first name, patronymic (if any) of the
personal data subject;

— contact information (phone number, work e-mail
address or postal address of the personal data
subject);

— information about the Company — name, legal
address, TIN, OGRN;

— information about the operator — an individual -
surname, first name, patronymic (if any), place of
residence or place of stay;

—  VAEHTUPUKALNOHHBLIN
HanoronnarenbLnKa 7 CTpaxoBoWn
nHaMBuayansHoro nuuesoro cyeta (CHUIIC);
— wuHdopMaumMa O 3aHMMaeMOM [OOSHKHOCTU Y
KOHTpareHTa KomnaHuu;

— uBeTHoe umdpoBoe
n3obpaxeHne nuua;

— cBefdeHus o 6aHKOBCKOM (NNLIEBOM) CHETE;

— JIOTWHbI YYETHbIX 3anMcen B MH(POPMALIMOHHbIX U
CEpPBUCHBIX CUCTemax rpynnbl KoMnaHui Komatsu
(EQP-Care, KGP, Komtrax, LMS, MaxiFleet, WMS) n
1C: OO, ERP, 3YT11, KC, CY3;

—  WHble cBeAeHus.

HOMep
HOMep

doTorpacunyeckoe

1.10.3. PabotHukam KomnaHun, vmelolmumM npaBo
ocyLlecTBnaATb 06paboTKy NepcoHanbHbIX AaHHbIX B
aBTOMAaTM3MPOBAHHbIX MHPOPMAaLIMOHHBLIX CUCTEMAX,

npegocTtaenseTca naponb  Ang  goctyna K
COOTBETCTBYIOLLEN aBTOMaTU3MPOBAHHOM
WHOpMaLMOHHOM  cucTeme. [ocTyn K HUM
ocyllecTBnseTcs B COOTBETCTBUM c nx

AOIMKHOCTHBIMU 06A3aHHOCTSIMM.

1.10.4. WNHdopmMaumss MOXeT BHOCUTBCH Kak B
Py4HOM, Tak W B aBTOMAaTM4YECKOM pPEeXMMax.
O6ecneyeHne 6esonacHocTn nepcoHanbHbIX
AaHHbIX, 0bpabaTbiBaeMbix B aBTOMaTU3NPOBAHHbIX
NH(POPMALMOHHBIX CUCTEMax, OOCTUraeTcs nyTem
NCKINIOYEHNA HECaHKLUMOHMPOBAHHOIO, B TOM 4uchne
CnyYanHoro, ocTyna K nepcoHasbHbIM JaHHbIM.

1.11. Ocob6eHHOCTN 0OpPaBGOTKM NepCcoHarbHbIX
AaHHbIX, pa3peLlleHHbIX 4N pacnpocTpaHeHusA

1.11.1. TlucemeHHoe cornacue PaboTHuka Ha
00paboTKy nepcoHanbHbIX OaHHbIX, Pa3pPeLUEeHHbIX
AN pacnpocTpaHeHusi, ohopmMnseTca OTAENbHO OT
ApYrux cornacum Ha obpaboTKy ero nepcoHanbHbIX
AaHHbIX. [lpn  aTtom PaboTHUKY HyxHO pfaTb
BO3MOXXHOCTb OMNpPeAennTb UX NepeyeHb Mo Kaxaown
KaTeropun, ykasaHHOW B cornacum Ha obpaboTky.
PaboTHVK BNpaBe yCcTaHOBUTbL 3anpeT Ha nepegadvy
(kpoMe  npepocTaBneHus  OoCTyna) — AaHHbIX
HeorpaHU4YeHHOMY Kpyry nuL.

1.11.2. TlucbmeHHOe cornacue Ha obpaboTtky
NepcoHanbHbIX  AaHHbIX,  Pa3pelUeHHbIX  And
pacnpocTpaHeHus, PaboTHuk npegocrasngeT
KomnaHum nu4yHo.

1.11.3 Cornacue OOIMKHO cogepxatb
cneayouwyro nHcpopmauuio:

— dramunusa, uMMsg, OTYeCTBO (MpW  Hanmuuum)

cybbekTa nepcoHarnbHbIX AaHHbIX;

— KOHTakTHas uHdopmauusa (Homep TenegoHa,
pabounin agpec 3NEeKTPOHHOW NOYThl UM NMOYTOBbIN
agpec cybbekTa nepcoHanbHbIX AHHbIX);

— cBegeHnss o KomnaHunm — HaumeHoBaHwue,
topuamyeckun agpec, IHH, OI'PH;

— cBegeHust 06 onepartope — puUan4eckom nuue -
damunusa, ums, OT4ecTBO (MNpWU HanNUuumM), MecTto
XUTENbCTBA NN MECTO NpebbiBaHUs;
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— information about the operator's information
resources, the server (www), the domain, the
directory name on the server and the file name of the
web page or address of corporate email and domain,
other corporate systems, through which access to the
personal data will be provided;

— purpose(s) of personal data processing, as well as
information specified further in par. 1.11.3.1 -
1.11.3.4:

1.11.3.1. Categories and list of personal data to be
processed with the consent of the personal data
subject:

1) personal data:

— last name, first name, patronymic (if any), date of
birth, nationality, region of place of birth, country;

— data type, series, number of the identification
document, date of issue, name of the issuing
authority, division code;

— tax identification number;

— number of the compulsory pension insurance
certificate (Individual insurance account number);
— color digital photographic image of a face;

— information about the position held in the
Company, structural division;

— mobile phone number and work email address.

1.11.3.2. Categories and list of personal data for
which the personal data subject establishes
conditions and prohibitions, as well as a list of
established conditions and prohibitions (to be filled in
at the request of the personal data subject);

1.11.3.3. Conditions under which the received
personal data can be transferred by the operator
processing personal data only via its internal network,
which provides access to information only for strictly
defined employees, either using information and
telecommunication networks, or without transmitting
the received personal data (to be filled in at the
request of the personal data subject);

1.11.3.4. Duration of consent.

1.11.4. The employer is obliged to publish information
on the information resource where personal data is
published, on the conditions of processing, on the
existence of prohibitions and conditions for the

— cBegeHuas 06  MHAOPMAUMOHHBLIX  pecypcax
onepaTtopa, cepBepa (Www), [OOMEHa, WMEHMU
KaTanora Ha cepsepe 1 nmsa darnna Beb-cTpaHuubl
WUNn agpeca KopnopaTMBHOW 3NEKTPOHHOW MOYTbI U

[IOMeHa, NHble KOprnopaTuBHbIE ~ CUCTEMBI,
NOCPEACTBOM  KOTOpbIX OyaeT  ocyLecTBAsTbCA
npedocTaBreHMe  OOCTyna K MepcoHarbHbIM
[AaHHbIM;

— uenb (uenn) o6paboTkn NepcoHanbHbIX AaHHbIX,
a TaKke CBeAeHWs], ykasaHHble ganee B nn.1.11.3.1 -
1.11.3.4:

1.11.3.1. KaTteropun 1 nepeyeHb NepcoHarbHbIX
AaHHbIX, Ha 06paboTKy KOTOpbIX JaeTca cornacue
cybbekTa nepcoHarnbHbIX AaHHbIX:

1) nepcoHanbHbIE OaHHbIE:

— hamunusa, umsa, otyecTBo (Npy Hanuyuun), gaTta
POXAEHWS, TPaXOaHCTBO, PErMOH MecTa PoXAeHMs,
CTpaHa;

- BUA, cepwus, HOMEp OOKYMEHTa,
yOOCTOBEPAOLWEro NMUYHOCTb, AaTa Bbigaun U CPOK
OOKYMEHTA, yOOCTOBEPSIOLLIETO JIMYHOCTD,
HauMeHoBaHue BblOaBLUEro opraHa, Kon
noapasnenenus;

— VMAEHTUAMKALNOHHBLIN HOoMeEp
HanoronnaTenbLLnKa;

— CTpaxoBOW HOMEP WHAMBMAYaAIbHOIO JMLEBOro
cueta (CHUNC);

— uBeTHoe umdpoBoe
n3obpaxeHne nuua;

— uHdopMaumna O OOSMKHOCTM, 3aHMMaemMon B
KomnaHuu, CTpykTypHOE NoapasneneHue;

— Homep MobunbHoro TenedoHa 1 agpec padouen
AMEKTPOHHOM NOYTHI.

doTorpadudeckoe

1.11.3.2. KaTteropun un nepeyeHb nNepcoHarnbHbIX
AaHHbIX, AOnd obpaboTKMm  KOTOpbIX  CyObekT
nepcoHanbHbIX OaHHbIX yCTaHaBMMBaeT YCroOBUSA U
3anpeTbl, a Takke MNepeyeHb YyCTaHaBNMBaAEMbIX
YCNoBWUA M 3anpeToB (3anosiHAETCA MO XXenaHuko
cybbekTa nepcoHarnbHbIX AaHHbIX);

1.11.3.3.  Ycnosuda, npu KOTOPbIX MOMyYEHHbIE
nepcoHanbHble AaHHble MOryT nepegaBaTbCA
onepaTtopom, OCYLLECTBIAIOLWUM 06paboTky

NnepcoHarnbHbIX AaHHbIX, TOMbKO MO €ro BHYTPEHHEN
cetn, obecneudmBaiowen QOocTyn K wHdoOpmauum
nMWb ANS CTPOro onpefenieHHbIX COTPYAHMKOB,
nmbo ¢ ucnonb3oBaHWeM  MHMOPMALMOHHO-
TENEeKOMMYHUKaLUMOHHLIX ceTen, Mnbo 6e3 nepegayn
MOMyYEeHHbIX NEPCOHanbHbIX AaHHbIX (3anonHaeTcs
MO XXenaHuio cydbekTa NepcoHarnbHbIX AaHHbIX);

1.11.3.4. Cpok gencTBus cornacus.

1.11.4. PaboTogaTenb 06sa3aH He no3gHee 3 (Tpex)
paboynmx OHEeNn C MOMEHTa MNOSyYeHUst yKa3aHHOro
cornacus onybnukoBaTb nHdopmMaLmto Ha
NHOPMAaLIMOHHOM pecypce, rae onybnMkoBaHbl
nepcoHarnbHble AaHHble, 006 ycnosusax obpaboTku, o
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processing by an unlimited number of persons of
personal data allowed for distribution, no later than 3
(three) working days after receiving the specified
consent.

1.11.5. Consent to the processing of personal data
authorized for distribution shall expire upon receipt by
the employer of the revocation specified in clause
5.1.4. of these Policy.

1.11.6. The distribution of personal data of the
Company's Employees is allowed with the condition
of transfer only to the following persons:

— the Company's counterparties;

— courier services;

— organizations with which the Company interacts
within the framework of its statutory activities;

— companies of the Komatsu group, the list of
which is listed on the website
https://www.komatsu.jp/en/aboutus/locations and
their employees,

as well as in cases where Employees sign documents
on behalf of the Company through electronic
document management when they perform their work
duties.

2. PERSONAL DATA COLLECTION

2.1. Personal data subjects shall be obliged to provide
the Company with reliable information. The reliability
of the provided personal data shall be determined
based on its inclusion into original documents:

— passport or another identification document;

— employment book and (or) information about
employment (STD-R or STD-PFR/STD-SFR), unless
the contract is concluded for the first time, or the
employee works on a part-time basis, or the employee
does not have an employment book due to its loss,
damage, or for other reasons;

— certificate of compulsory pension insurance;

— certificate of registration with the tax authority;

— military registration documents — for persons liable
for military service and persons subject to
conscription;

— documents on education and/or qualifications or
the availability of special knowledge — upon admission
to a job that requires special knowledge or special
training;

- other documents — in the cases stipulated by the
applicable law of the Russian Federation.

HanMyuM 3anpeTtoB W YCnoBui Ha obpaboTky
HEOrpaHMYEHHbIM  KPYroM NWL,  NepcoHanbHbIX
[aHHbIX, pa3peLUeHHbIX 4151 PacnpoCTPaHEHUs!.

1.11.5. Cornacne Ha 06paboTKy nepcoHarnbHbIX
AaHHbIX, pa3peLleHHbIX Ansi  pacnpoCTpaHeHus,
npekpawiaeT CcBoe [OeWCTBME C  MOMEHTa
noctynneHnss Pabotogarento 0T3biBa, yKa3aHHOMo B
n. 5.1.4. HacTosawero [NonoxeHus.

1.11.6. PacnpocTpaHeHne nepcoHanbHbIX AaHHbIX
PaboTtHukoB KomnaHum gonyckaetcs C yCrioBMEM O
nepegaye TOMbKO criegyowmm nuuam:

—  KOHTpareHTbl KomnaHuu;

—  Kypbepckue cnyxobi;

— opraHusauumm, c KOTOpbIMMU Komnanus
OCYLLECTBIAET B3aMMOLENCTBNE B paMKax YCTaBHOW
[eAaATenbHOCTY;

— komnaHuu rpynnel Komatsu, nepevyeHb KOTOpbIX
yKasaH Ha cante
https://www.komatsu.jp/en/aboutus/locations un wux
COTPYOHMKM,

a Takke B cnydvasx nognucaHust PaboTHukamu oT
nmeHn KomnaHum  OOKYMEHTOB  MOCPEACTBOM
3NEKTPOHHOro A0KYMeHToo60opoTa Npu BbINOTHEHMM
UMK TPyaoBbIX 0651I3aHHOCTEN.

2. CBOP NEPCOHAIJIbHbIX AAHHbIX

2.1. CybGbekTbl NepcoHanbHbIX AaHHbIX 00s3aHbI
npegocTaenaTb KoMnaHum JOCTOBEPHbIE CBEAEHUS.
[locToBEepHOCTb NPEeAOCTaBMEHHbIX MEepPCOHarbHbIX
AaHHbIX onpeaenseTcsl UCXo4sa U3 UX pasMeLleHns B
opuUrMHanax JOKyMEHTOB:

— nacnopT UM NHOW LOOKYMEHT, YAOCTOBEPSIOLLNIA
NNYHOCTB;

— TpyAdoBas KHWXKa U (Unun) cBedeHns 0 TpyaoBOW
pesatenbHocTn (CTO-P vnn CTO-MOP/CTAO-COP), 3a
NCKIMOYEeHneM CryvaeB, Koraa AOroBop 3akniovaeTcs
BrepBble, UM paboTHMK nocTynaet Ha paboTy Ha
YCINOBUSAX COBMECTUTENbCTBA, UMK TPyA0Bas KHMXKA
y paboTHuKa OTCyTCTBYeT B CBSiI3W C ee yTpaTtown,
noBpexgeHnem unu no Apyrum npuyanHam;

— CTpaxoBoe  cBMOETeNnbCTBO  0b6A3aTerbHOro
MEHCUMOHHOIO CTPaxoBaHus;

— CBMAaeTenbCTBO O MNOCTAHOBKE Ha Y4YeT B
HanoroBom opraHe;
— OOKYMEHTbI BOUHCKOIO yyeTa - and

BOEHHO06SA3aHHbIX M NnL, Nnognexalumx npusbiBy Ha
BOEHHYO Cryxo0y;

— [OOKYMeHT 06 ob6pa3oBaHum 1/ unu KBanmdukaumm
WAM  HanmuMuMuM  cneuunanbHbiX  3HaAHWWA - Npu
nocTynneHun Ha paboTty, TpebytoLyto cneunanbHbIX
3HaHMN UK cneunanbHON NOArOTOBKY;

— WHble JOKYMEHTbI - B Crlyyasx, NpeayCMOTPEHHbIX
OenCcTByOLLMM 3akoHoAaTenscTBOM PO.
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2.2. With the consent of Employee, the Company
shall be entitled to store the copies of documents in
the electronic form in the systems of 1C: DO, ERP,
ZUP, submitted by the subjects of personal data in
accordance with the rules established by this Policy
and other local regulatory documents applicable with
the Company.

2.3. If the provision of personal data and (or) obtaining
of the personal data by the Company are mandatory
in accordance with the law of the Russian Federation,
the Company shall explain the legal consequences of
refusal to provide personal data and (or) provide
consent to the personal data processing to the
personal data subject.

2.4. When collecting personal data, the Company is
obliged to provide the personal data subject, upon his
request, with information related to the processing of
his personal data, including information containing:

— confirmation of the fact of personal data
processing;
— legal basis and purposes of personal data

processing;
— applicable methods of personal data processing;

— name and location of the operator, information
about persons who have access to personal data or
to whom personal data may be disclosed on the basis
of an agreement with the operator or on the basis of
federal law;

— processed personal data related to the relevant
personal data subject, the source of their receipt;

— terms of processing personal data, including the
terms of their storage;

— procedure for the exercise by the subject of
personal data of the rights provided for by the
legislation of the Russian Federation;

— information about a cross - border data transfer
that has been carried out or is expected to be carried
out;

— name or surname, first name, patronymic and
address of the person who processes personal data
on behalf of the operator, if the processing is or will
be entrusted to such a person;

— other information provided by the legislation of the
Russian Federation.

2.5. Peculiarities of personal data collection
from the Employees

2.5.1.Personal data is collected by employees of the
General Affairs & HR Department of the Company.

2.5.2.The Company shall obtain all personal data of
the Employee from him personally.

2.2. Komnanus BnpaBe c cornacua PaboTHuka
XPaHUTb KONUW SOKYMEHTOB B 3fIEKTPOHHOM BUAE B
cuctemax 1C: 0O, ERP, 3YI1, npencraBneHHbIX
cybbekTamm NnepcoHarnbHbIX JaHHbIX, B
COOTBETCTBMM C nNpaBunamMu, YCTaHOBIEHHbLIMMU
HacToswmM [lonoXkeHnem M MHbIMU NOKanbHbIMU
HOPMaTVBHbIMU aKkTamu, OENCTBYIOLWLMMUN B
KomnaHum.

2.3. Ecnn npepocTtaeneHne nepcoHanbHbIX SaHHbIX
n (unu) nonyyeHve KomnaHwen nepcoHanbHbIX
JaHHbIX sBNseTcs 06s13aTenbHbIM B COOTBETCTBUMU C
3akoHogatenbctBoM P®, KomnaHusi pasbsicHseT
CyObeKkTy nepcoHanbHbIX AdaHHbIX puanveckme

nocneacTeus oTKasa npegocTaBuTb ero
nepcoHanbHble gaHHble U (Mn) gaTb cornacue Ha nx
0obpaboTky.

2.4. Tpwn cbope nepcoHanbHbIX AaHHbIX KoMnaHus
oba3aHa npenocTaBUTb CyOBLEKTY NepCOoHarbHbIX
AaHHbIX MO ero npocbbe NHpopmMaLmIo, KacaroLLycs
00paboTkM ero nepcoHanbHbIX AAHHbIX, B TOM Y1Che
coaepxallyto:

— noAaTBepXaeHue dakTa 00paboTku
nepcoHarnbHbIX AaHHbIX;
— MpaBOBble OCHOBaHMA WU UenM o6paboTkn
nepcoHarbHbIX AaHHbIX;
— MPUMEHSIEMbIE Ccnocobsbl 0bpaboTku

nepcoHarbHbIX AAaHHbIX;

— HanMeHoBaHMe N MeCTO HaxoXaeHunda onepartopa,
cBeaeHna O Jnuuax, KOTOopble UMEKT [0CTyn K
nepcoHaribHbiIM AaHHbIM WUIIN KOTOPbIM MOTYT ObITb
pacKkpbITbl MepcoHasribHble AaHHble Ha OCHOBaHWUWU

JoroBopa C OnepatopoM WM Ha OCHOBaHMU
denepanbHOro 3akoHa;

— obpabaTbiBaemMble  MNepcoHanbHble  AdaHHbIE,
OTHOCSILLUMECS K COOTBETCTBYHOLEMY CyObEKTY

nepcoHanbHbIX AaHHbIX, UICTOYHMK UX NOMNYyYEeHUS:;
— CpPOKM 00paboTkM NepcoHanbHbIX AaHHbIX, B TOM
4Ymncrie CPOKN UX XPaHEHWS;

— MOpsiAoK OCYLLIECTBIEHMS cyGBbEKTOM
nepcoHanbHbIX [aHHbIX MNpaB, MNPeayCMOTPEHHbIX
3akoHoaaTenbcTBomMm PO;

— MHdopmauno 06  ocyLlEeCTBNEHHON
npegnonaraemomn TpaHCrpaHn4HoOM
AaHHbIX;

— HauMeHoBaHue unn pammnmio, UMs, OTYECTBO U
agpec nuvua,  ocywectBnsowero  obpaboTtky
nepcoHanbHbIX AaHHbIX MO MOPYYEHUO onepartopa,
ecnn obpaboTtka nopyyeHa wnu Byget nopyyeHa
Takomy nuuy;

— WHblE cBeaeHus,
3akoHopaTenbcTBoM PO.

mm o
nepenade

npeaycMoTpeEHHbIe

2.5. Oco6eHHOCTU cOopa nepcoHarnbHbIX AAHHbIX
paboTHukoB KomnaHum

2.5.1. C60op nepcoHarnbHbIX AaHHbIX OCYLLECTBAIOT
paboTHukn  [denapTameHTa agMuUHUCTpauuMn W
ynpaBneHus nepcoHanom Komnanum.

2.5.2. Bce nepcoHanbHble pOaHHble PaboTHuka
KomnaHusi nonyyaet y Hero nnM4Ho.
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2.5.3.If the employee's personal data can only be
obtained from a third party, the Company notifies the
employee about this, informs about the purposes,
intended sources and methods of obtaining personal
data, as well as about the nature of the personal data
to be obtained and the consequences of the
Employee's refusal to give written consent to receive
them, and receives written consent from him.

2.6. Peculiarities of personal data collection from
the Employees’ relatives

2.6.1. The Company shall receive personal data of
relatives of its Employees from its Employees. The
Company Employees shall independently arrange
receipt of the consent of their relatives to process their
personal data by the Company.

2.7. Peculiarities of personal data collection from
candidates for vacant positions in the Company

2.7.1.Personal data collection from these categories
of subjects shall be performed by the employee of the
Company whose job duties include recruitment of
candidates for vacant positions in the Company.

2.8. Peculiarities of personal data collection from
counterparties of the Company - individuals and
representatives of the Company’s counterparties
- legal entities

2.8.1. Personal data collection from these categories
of subjects shall be performed by the responsible
executor — an employee that negotiates a contract
conclusion and supervises its performance.

2.9. Peculiarities of personal data collection from
users of information systems of Komatsu Group
of companies

2.9.1. Personal data collection of these categories of
subjects is carried out by a responsible executor — an
employee whose job responsibilities include
administering these systems and/or negotiating a
contract and supervising its performance.

2.10. Peculiarities of personal data collection from
individuals that enter the Company’s territory
(visitors)

2.10.1. Personal data collection from these categories
of subjects and data entering to VisitorControl and the
Registration books of visitors for checkpoints (for the
Branch Offices of the Company) shall be performed

2.5.3. Ecnn nepcoHanbHble AaHHble paboTHMKa
BO3MOXHO MONYYNTb TOMbKO Y TPeTbel CTOPOHbI,
KomnaHmss yBepgomnaer o6 3ToM paboTHuMKa,
coobuwaeT o0 uensax, npegnonaraemblX UCTOYHMKAX U
crnocobax nonyyYyeHWss MNepcoHarnbHbIX OaHHbIX, a
TaKkke O XxapakTepe nognexawux noyyeHuto
nepcoHanbHbIX AaHHbIX W MNOCrneAcTBUAX OTKasa
PaboTHMka paTb NUCbMEHHOE cornacne Ha Mx
nonyyeHme u nony4aeT OT Hero MNUCbMEHHOEe
cornacue.

2.6. OcobeHHOCTU cOopa nepcoHanbHbIX AAHHbIX
POACTBEHHMKOB paboTHMKoB KomnaHumn

2.6.1.lNepcoHanbHble  OaHHble pPOLCTBEHHMKOB
paboTHukoB KomnaHua  nonydaetr oOT  CBOMX
paboTHuKoB. PaboTHUKM KoMnaHum camocTosTeNbHO
opraHusyoT nosny4eHue cornacum CBOUX
pPOOCTBEHHMKOB Ha 06paboTKy WX MEepCOHanbHbIX
JaHHbIXx KomnaHuen.

2.7. OcobeHHOCTU cOOpa NepcoHanbHbIX AAHHbIX

KaHOMAaTOB Ha BaKaHTHYH [OJKHOCTb B
KomnaHum
2.7.1.COop nepcoHarnbHbIX AdaHHbIX YKa3aHHbIX

KaTteropum CyObHEKTOB OcCyllecTBnsieT paboTHMK
KomnaHuu, B TpygoBble (PYHKUUU KOTOPOro BXOAMUT
nogdbop KaHAMOATOB Ha BakKaHTHbIE OOIMKHOCTU
KomnaHun.

2.8. OcobeHHOCTU cOOpa NepcoHanbHbIX AAHHbIX
KOHTpareHToB KomnaHum - ¢pu3anyeckux nuy u
npeacrtaButenen KoHtpareHToB KomnaHum —
HOPUANYECKUX NuL,

2.8.1.C6op nepcoHanbHbIX [AaHHbIX YKa3aHHbIX
KaTeropuin CybbeKkToB OCYLLLECTBINSAET OTBETCTBEHHbIN
ncnonHuTenb — paboTHUK, BeAyLLMA neperoBopbl O
3aKMYeHMn [0roBopa W KOHTPONUPYIOLWNUA  ero
NCNONHeHe.

2.9. OcobeHHOCTU cOOpa NnepcoHanbHbIX AAHHbIX
nonb3oBaTtenen  MHGPOPMALUOHHLIX  CUCTEM
rpynnbl kKomnaHun Komatsu (Komauy)

2.9.1.C6op nepcoHanbHbIX [AaHHbIX YKa3aHHbIX
KaTeropuin CybbeKkToB OCYLLIECTBNAET OTBETCTBEHHbIN
nucnonHuTenb — paboTHUK, B YbW [OOIMKHOCTHbIE
0643aHHOCTM BXOOUT aAMWHUCTPUPOBAHME AaHHbIX
cucTeMm w/unu BeAywUin NeperoBopbl O 3aKITHYEHUN
A0roBopa 1 KOHTPONMPYIOLLMIA €ro NCNONHEHE.

2.10. OcobeHHOCTM cbOopa nepcoHanbHbIX
OaHHbIX (PU3MYECKUX §UL, MNPOXOAAWMX Ha
Tepputoputo KomnaHum (nocetutenen)

2.10.1.C6op nepcoHanbHbIX [AaHHbIX YKa3aHHOW
KaTeropum CyOGbEKTOB W BHeECeHMe [aHHbIX B
VisitorControl unm YKypHansl permcTpaumm
nocetTutenen Ana KOHTPONbHO-NPOMYCKHbIX MYHKTOB
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by the employee of the Company whose job duties
include drawing up of passes to enter the Company’s
territory (an Employee - to whom a visitor comes for a
business meeting).

3. PERSONAL DATA RECORDING

3.1. Recording of personal data in the Company
shall be performed both on tangible media and in
personal data information systems.

3.2. The Company conducts video surveillance, the
data of which is stored on a server in the territory of
the Russian Federation.

3.3. In order to record the progress of meetings,
appointments, hearings, sessions of commissions,
etc., the Company may arrange an audio recording
system (including via program Microsoft Teams).

4, PERSONAL DATA SYSTEMATIZATION

4.1. The Company shall be entitled to independently
determine the procedure for grouping personal data
without violating the principles of processing personal
data, as well as to regroup personal data in order to
identify patterns, trends, and deviations.

4.2. The Company shall be entitled to group personal
data according to nominal systematization
(distribution of data by its type), subject (attribution to
a particular subject), thematic (according to the
general subject), chronological, archival (storage
periods) and other types of systematization, as well
as its combinations.

5. PERSONAL DATA ACCUMULATION

5.1. The Company performs actions to accumulate
the personal data required and sufficient to complete
the tasks of the Company by entering it into the ISPD,
as well as by processing documents containing
personal data on paper (tangible) media.

6. PERSONAL DATA STORAGE

6.1. Personal data of all categories of subjects of the
personal data is stored in the Company both in
electronic systems and on paper (tangible) media.

6.2. With the consent of Employee the Company
shall be entitled to store copies of documents in the
electronic form in the systems of 1C: DC, ERP, ZUP,
with the personal data provided by the employee for
the purpose of concluding the employment contract,

(s dunmnanoe  KomnaHwun)  ocyliecTBnsieTcs
paboTHUKOM, B TPyAOBblEe (PYHKLIMN KOTOPOro BXOAUT
ocbopmrieHne  MpOMycKOB  ANs  Mpoxoga  Ha
TeppuToputo KomnaHum (PaboTHuka - K KOTOPOMY
NpUXoaWT NOCETUTENb Ha AENOBYIO BCTPeYY).

3. SANMCb NEPCOHAIJIbHbIX OAHHbIX

3.1. dukcauma nepcoHanbHbIX AaHHbIX B KoMnaHum
OCYLLIECTBIIAETCA Kak Ha MatepuasnbHblIX HOCUTENSX,
Tak n B UCIMAOH.

3.2. B KomnanHum Bepetca BuaeoHabnogeHue,
OaHHble XpaHATCA Ha CepBepe Ha TeppuTopun
Poccuiickon degepaunn.

3.3. B uenax dwukcaumm xoga COBELLaHMK, BCTPeu,
3acefaHum komuccun 1 T.n. B KomnaHum moxet ObiTb
opraHu3oBaHa cuctema ayguosanucu (B ToM Yncne ¢
nomoLlbio nporpammel Microsoft Teams).

4. CUCTEMATU3ALNA NEPCOHAIBbHbIX
OAHHbIX

4.1. KomnaHus BripaBe caMOCTOATENbHO onpeaensTb
NOPSIAOK rPYNNMPOBaHNS NEPCOHanbHbIX AAHHbIX, HE
Hapywass npuM 9TOM  MpuHUMNbI  06paboTkM
NnepcoHanbHbIX AaHHbIX, a TakkKe OCYLIEeCTBNATb
neperpynnMpoBKN NEPCOHanbHbIX OAHHbLIX C LENbto
BbISBNIEHMUST  3aKOHOMEPHOCTEW,  TEHOAEeHUMn 1
OTKNOHEHWUMN.

4.2. KomnaHus Bnpase rpynnupoBaTh NepcoHarnbHble
JaHHble COrnacHo HOMMHAanNbHOW cucTeMaTusauum
(pacnpegeneHne gaHHbIX MO UX TUMy), NpeaMeTHON
(NMpUHaONEeXHOCTU K KOHKPETHOMY  CyObBbEekTy),
TemaTU4YeCcKon (no obuen TemaTuke),
XPOHOMOIrM4YEeCKON, apXMBHOW (CPOKaM XpaHeHwus) u

MHbIM BMAaM cuctemaTusauum, a Takke ux
KOMOUMHaUnAM.
5. HAKOMNEHWUE NEPCOHAIJIIbHbIX
OAHHbIX
5.1. KomnaHua ocyuwlectBngeTr Oencteud  no

HaKOMJIEHNIO NePCOHarbHbIX AaHHbIX, HEOOXOANUMbIX
W [OOCTaTOMHbIX  ANs  BbINOMIHEHMS  3ajad,
ocylecTBnsiembix KomnaHven, nytem nx BHECEHWS B
MUCMNAaH, a Takke 00paboTkM  [OOKYMEHTOB,
coAepXalmnx nepcoHasnbHble faHHble, Ha ByMaXKHbIX
(MaTepuranbHbIX) HOCUTENSIX.

6. XPAHEHME NEPCOHAIJIbHbLIX OAHHbIX

6.1. XpaHeHue nepcoHanbHbIX [daHHbIX BCEX
Kateropun CyOBLEKTOB  MEepCOHarbHbIX  AaHHbIX
ocyuwectensetcsa B Komnanmm B UCIMOH w/vnn Ha
OymaxHbIX (MaTepuanbHbIX) HOCUTENSAX.

6.2. KomnaHua BnpaBe c cornacua PaboTHuka
XPaHUTb KOMMM OOKYMEHTOB B 9fIEKTPOHHOM BuAe B
cuctemax 1C: OO, ERP, 3YI1, npeacraBneHHbIX
PaboTHMKOM Ana uenen 3aknioyvyeHus TpyaoBOro
JOroBopa, a Takke WCMNofHeHns TpeboBaHuN
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as well as fulfilling the requirements of the tax law
(copies of a passport of a citizen of the Russian
Federation, birth certificate, marriage certificate,
certificate of TIN, certificate of compulsory pension
insurance, diploma, and other documents submitted
by the employee).

6.3. The Company shall be entitled to keep the
originals of the documents submitted by the employee
for the purpose of concluding the employment
agreement during the term of the labor relationship:
employment  book, employment agreement,
addendums to the employment agreement, orders for
the employee and other similar documents.

6.4. The Company shall ensure separate storage of
personal data (tangible media), processing of which is
performed for various purposes.

6.4.1. When storing tangible media, the Company
shall comply with the conditions ensuring safety of
personal data and excluding unauthorized access to
it according to the list of measures developed by the
Company for the aforementioned purposes.

6.4.2. Personal data on paper media shall be stored
in lockable cabinets or drawers. The key should keep
the Division/Department General Manager or
Employee responsible for the stored data.

6.4.3. When employing employees, documents
containing personal data can stay on the desktops
only when they are processed by the employee in
charge whose job duties include such function. At the
end of the working day, the documents should be put
to lockable cabinets or drawers.

6.4.4. Personal data on electronic media shall be
protected by a personal access password. Only the
employees in charge of personal data processing
shall be entitled to use personal data on electronic
media.

6.4.5. Personal data information (employees and
counterparties) is stored electronically in 1C
databases, which are located in the Rarus Company
cloud data center. The server equipment is in a locked
room with limited access.

6.4.6. Personal data shall be strictly confidential, and
any persons who have access to it shall be obliged to
keep this data confidential, except for the data related
to the following categories:

— depersonalized personal data, i.e., the data in
relation to which it is impossible to determine their
belonging to a specific individual;

— generally accessible personal data.

HanoroBoro 3akoHogaTenbCcTBa (KonuMu nacnopTta
rpaxgaHnHa PO, cBugetenbCcTBa O pPoOXOEHUN
pebeHka, cBugeTenncrea o 6pake, CBMAETENbCTBA O
npuceoeHun WNHH, ceBugetenbctBa 06s3aTenbHOroO
MEHCUOHHOIO  CTpaxoBaHWs, AunaoMa W UHbIX
npeacraBneHHbIX paboTHUKOM JOKYMEHTOB).

6.3. KomnaHuss BnpaBe XpaHUTb  OpUrMHanbl
OOKYMEHTOB, nNpeAcTaBrnieHHblx PaboTHukom ansa
uenen 3aknioveHus TpygoBOro JOroBopa, B nepuos
OENCTBMA TPYAOBbIX OTHOLLEHWIA: TPyaooBasi KHUXKA,
TPYyOoOBOW OOroBOp, AOMOMHUTENBHbIE COrnalleHns K
TPYAOBOMY [OOroBOpY, MNpPUKasbl B OTHOLUEHMU
paboTHMKa N NHble aHaNOrMyHble JOKYMEHTHI.

6.4. KomnaHus obecneynBaeTt pasgenbHoe
XpaHeHne nepcoHanbHbIX AaHHbIX (MaTepuanbHbIX
HocuTenen), obpaboTka KOTOPbIX OCYLLECTBISETCA B
pasnunyHbIX Lensx.

6.4.1. lMNpn xpaHeHUn mMaTepmanbHbIX HOCUTENEN
KomnaHusi cobniogaet ycnosus, obecneuvnBatowime
COXPaHHOCTb nepcoHarnbHbIX AaHHbIX n
UCKIoYatoLwme HeCcaHKLMOHUPOBAHHbIA K HUM JOCTYN
COrMacHoO nepeyHto Mep, pas3paboTaHHbIX B
KomnaHuu ans ykasaHHbIX Lernen.

6.4.2. lepcoHanbHble AaHHble Ha ByMaxHbIX
HOCUTENAX XPaHATCS B 3anMpalolmMxcs Ha KIou
wkadax unu Tymbax. Knioum oT wkadoB OOIMKEH
XpaHuTb [upektop AvBMU3MOHa/AenapTameHTa wnu
PaboTHMK, OTBETCTBEHHbIN 3@ XpaHUMMbIN BUA
OaHHbIX.

6.4.3. lNpn odopmneHun coTpyaHUKOB Ha paboTy,
OOKYMEHTbI, cogepxalime nepcoHanbHble AaHHbIE,
MOryT HaxoguTbCHA Ha paboymx CTonax TOMbKO Npwu
paboTe C HMMW OTBETCTBEHHOrO paboTHMKA, B
TpyAoBble 00513aHHOCTU KOTOPOro BXOAMT [OaHHasi
dyHKUMA. 1o okoHYaHuM paboyero gHA OOKYMEHThI
OOIKHbI yOmpaTbCs B 3anupatowumecs wkadbl mnm
TYMObI.

6.4.4. lepcoHanbHble [OaHHble Ha 3NEKTPOHHbIX
HOCUTENAX 3alullieHbl MepcoHanbHbIM  Naponem
aoctyna. [lpaBo Ha MCNONb30BaHMEe NepPCoHarbHbIX
AaHHbIX Ha 3NEKTPOHHbIX HOCUTENAX MMEIKT TOSbKO
paboOTHUKN, OTBETCTBEHHbIE 3a obpaboTky
nepCcoHarnbHbIX OAaHHbIX.

6.4.5. VHdopmauua o0 nepcoHanbHbIX AaHHbIX
(pabOTHMKOB M KOHTpareHTOB)  XpaHUTCA B
3rEeKTPOHHOM Buae B 6aszax gaHHbIX «1C», KoTopbie
pacnonoXeHol B 0bnavyHOM faTa-ueHTpe KoMMnaHun
Papyc. CepBepHoe o6opygoBaHMe Haxoautca B
3anupaemMom  MNOMELEHUM C  OrpaHNYeHHbIM
AO0CTYMnom.

6.4.6. lNepcoHanbHble [aHHble SABMASITCA CTPOro
KOH(pmnaeHumanbHbiMK, 1 Nobble nuua, nonyvmsLline
K HUM JOCTYM, 06513aHbl XpaHWUTb 3TU AaHHbIE B TalHe,
32 VWCKMNIOYEHMEM  [aHHblX, OTHOCAWMXCA K
cnefylowmm KaTeropusim:

— o06eannyeHHble NepcoHarnbHble AaHHbIE - AaHHbIE,
B OTHOLLUEHMM KOTOPbIX HEBO3MOXHO OMpPeaenvTb Ux
NPUHaANEeXHOCTb KOHKPETHOMY (P13NYeCcKoMy nnuy;
— obLwenocTynHble NepcoHanbHble 4aHHbIE.
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6.4.7. The confidentiality regime of personal data shall
be removed in cases of depersonalization or after the
expiration of the corresponding storage period.

6.4.8. All Company Employees shall be entitled to use
personal data located in corporate sources of
personal data, including SharePoint. The consent of
the personal data subject must be obtained for placing
their personal data in corporate sources of personal
data. Employees must use personal data located in
corporate sources of personal data solely for the
purpose of fulfilling their job duties and shall not be
entitled to transfer it to third parties.

6.4.9. The storage of personal data of all categories of
the subjects of personal data shall be carried out in a
form that allows to identify the subject of personal
data, no longer than the purposes of personal data
processing require, unless the storage period of
personal data is established by federal law, an
agreement to which the subject of personal data is a
party, beneficiary or guarantor (for example, personal
data of the Company employees are stored for the
periods established by federal bylaws of the Russian
Federation).

7. PERSONAL DATA CLARIFICATION AND
BLOCKING

7.1. The Company proceeds from the good faith of
the personal data subjects and the reliability of the
information provided by them.

7.2. The personal data processed by the Company
must be accurate, sufficient and relevant. The
accuracy requirement implies that the data collected
and processed must be true and not misleading. The
sufficiency requirement means that actions and
decisions taken by the Company based on personal
data processing should not be taken based on
incomplete information.

7.3. A personal data subject shall be entitled to
require that the Company clarified their personal data,
blocked it or destroyed it, if the personal data is
incomplete, outdated, inaccurate, illegally obtained or
not required for the stated purpose of processing, as
well as took the measures prescribed by the law to
protect their rights.

7.4. Personal data blocking shall mean a temporary
measure implying the impossibility of using personal
data with their safety, used for the period of checking
the availability or absence of grounds for destruction

6.4.7. Pexum KoHuaeHUMansHOCTU NepcoHarnbHbIX
AaHHbIX CHUMaeTcs B crny4vasx obesnnunmBaHvs vnu
MO UCTEYEHNN COOTBETCTBYIOLLIEro CPpoKa XpaHeHUs.

6.4.8. lpaso ncronb3oBaTb nepcoHarbHble
AaHHble, pa3MeLleHHble B KOpnopaTuBHbIX
MCTOYHMKAX MNepCoHanbHbIX  AaHHbIX, BKMoYas

SharePoint, nmetotr Bce paboTHukM Komnanum. Ha
pasMelleHMe CBOMX MNepcoHarnbHbIX [AaHHbIX B
KopnopaTuBHbIX MCTOYHUKAX NepPCOHarbHbIX AaHHbIX

OOIMKHO  ObITb nony4eHoO corrnacue Cy6'beKTa
nepcoHarsnbHbIX OaHHbIX. PaboTHukn OOJDKHbI
Mncnosrnb3oBaTb nepcoHalrnbHble AaHHble,
pa3mMeLlleHHble B KopnopaTuMBHbIX NCTOYHUKaAX

NnepcoHarnbHbIX AaHHbIX, UCKNIOYUTENBHO AN uenen
BbIMONHEHNS UMW CBOWX TPYAOBbLIX (PYHKUMA U He
BMpaBe nepegasaTtb X TPETbUM NULAM.

6.4.9. XpaHeHne nepcoHasrbHbIX [aHHbIX BCEX
KaTteropum  CyObeKkTOB  NEepCOHarnbHbIX  AaHHbIX
OOMMKHO OCyLLecTBNATLCA B hopMe, MO3BONALWEN
onpeaenutb cybbekTa NepcoHanbHbIX AaHHbIX, He
aonblwe, 4yem atoro TpebywT uenu obpaboTku
NepcoHanbHbIX AaHHbIX, €CNM CPOK XpaHeHus
nepcoHanbHbIX AaHHbIX He yCTaHOBIEH
denepanbHbIM  3aKOHOM, [JOFOBOPOM, CTOPOHOWN
KOTOpOro, BbirogonpuobpeTtaTtenem nnm
nopyuuMTenemM no KOTOPOMY SBNAETCH CyObekT
NnepcoHanbHbIX AaHHbIX (Hanpumep, nepcoHasnbHble
AaHHble PaboTHMkoB KoMnaHmm XpaHaTca B TeYeHne
CPOKOB, YCTaHOBIIEHHbIX denepanbHbIMU
Nnoa3akoHHbIMKU akTamu PO).

7. YTOYHEHUE U BNOKUPOBAHUE
NEPCOHAJIbHbIX OAHHbIX

7.1. KomnaHus wucxoant w3 [obpoCOBECTHOCTU
Ccy6beKTOB NepcoHanbHbIX 4aHHbIX U JOCTOBEPHOCTH
cBeAEeHUN, NpefoCTaBNeHHbIX UMW,

7.2. ObpabaTtbiBaemble B KomnaHun nepcoHarnbHble
AaHHble OOMMKHbI OblTb TOYHBIMW, AOCTATOYHBIMU U
akTyanbHbiMu. TpeboBaHne TOYHOCTU Npeanonaraer,
4yTo cobpaHHble U obOpabaTbiBaeMble AOaHHbIE
OOJKHbI COOTBETCTBOBATb AEWCTBUTENBHOCTU U He
OOIMKHbI  BBOAUTH B 3abnyxaeHune. TpebosaHue
A0CTaTOMHOCTW O3HaYaeT, YTO AEUCTBMSA U peLLEHNS,
KoTopble npuHuMatoTcst KomnaHmern no pesynbtatam
00paboTkM nepcoHanbHbIX AaHHbIX, HE OOJDKHbI
npvHMMaTbCA Ha OCHOBaHUM HenosHoM
MHdopmMaLmn.
7.3. CybbekT
TpeboBatb  OT

nepcoHarnbHbIX AdaHHbIX BrpaBe
Komnanmm  yTOuHeHuss  ero
NnepcoHanbHbIX AaHHbIX, WX OnokMpoBaHMs WK
YHUUYTOXEHUST B Crnyyae, €Cnn NnepcoHarbHble
AaHHble  SABMSKTCA  HEMNOSMHbIMW, YCTapEeBLUMMMU,
HETOYHbIMW, HE3aKOHHO MONyYEeHHbIMWU WU He
ABMNATCA HeobxoaumbIMKU ANSA 3asiBNEHHOW Lenu
06paboTkM, a Takke NpUHUMaTbL NPeayCMOTPEHHbIE
3aKOHOM MepbI MO 3aLMTE CBOUX MNpaB.
7.4. BnokupoBaHWe NepcoHanbHbIX AaHHbIX — 3TO
BpeMEHHas Mepa, noapasymeBatoLlas
HEBO3MOXHOCTb  MUCMONb30BaHMS  MEPCOHAnbHbIX
AaHHBIX NPU WX COXPaHHOCTWU, MNpUMeEHsieMas Ha
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of such data in connection with the potential illegality
of its processing or for the period necessary to clarify
the processed data at the request of the personal data
subject.

7.5. The Company shall take the measures required
to delete or clarify incomplete or inaccurate data.

In case of confirmation of the fact of inaccuracy of
personal data, the Company shall specify such
personal data within seven (7) business days after the
date of submission of such information and remove
the personal data blocking on the basis of the
information provided by the personal data subject or
their representative or the body authorized for
protection of rights of personal data subjects or other
necessary documents.

8. EXTRACTION AND USE OF
PERSONAL DATA

8.1. Extraction of personal data is the process of
obtaining structured data from sources of personal
data. Extraction and use of personal data is further in
the text of this paragraph referred to as the use of
personal data.

8.2. The use of personal data is carried out in
accordance with the Information Security Policy of the
Company, Internal Regulations: ICT Security, IT
Governance and Security Framework, as well as
Information Security Guidebook of the parent
company Komatsu Ltd. (Japan), which apply to
relations related to personal data, with the specifics
established by this Policy.

8.3. Access to personal data within the Company
shall be granted to a limited circle of persons
according to the list of positions of employees who are
entitted to have access to personal data in
accordance with the Order of the Company. Personal
data shall be used by such employees for the purpose
of performing their job duties within the powers
granted by the employment contract, job description,
power of attorney, order, or another internal
document.

Other employees of the Company shall not have
access to personal data without a written consent of
the subject for third parties to familiarize with their
personal data.

8.4. All Company Employees shall be entitled to use
personal data located in corporate sources of
personal data. The consent of the personal data
subject must be obtained for placing their personal
data in corporate sources of personal data and
SharePoint. Employees must use personal data
located in corporate sources of personal data solely

nepvoa nNPOBEPKM  HanuMyuua wnM  OTCYTCTBUSA
OCHOBaHW ANS YHUYTOXEHUS Takmx JaHHbIX B CBA3N
C BO3MOXHOW HENPaBOMEPHOCTbID MX 06pPaboTKK
nmbo Ha nepuon, HeoGXOAMMbIM ONS YTOYHEHUS
obpabaTtbiBaeMbiXx [OaHHbIX MO 3anpocy cybbekTa
nepCcoHarnbHbIX OaHHbIX.

7.5. KomnaHus npuHMmaeT Mepbl NO yaaneHuio nnm
YTOYHEHUIO HEMOSHBIX UMM HETOYHbIX AaHHbIX.

B cnyyae noatBepXaeHus (akta HEeTOYHOCTU
nepcoHanbHbIX AaHHbIX KoMnaHua Ha OCHOBaHWUM
cBefeHun, npeAcTaBneHHbIX cybbekTom
NnepcoHanbHbIX AaHHbLIX WNW ero npegctaBuTenem
nmbo ynonHOMOYEHHbLIM OpraHoM No 3awuTe npas
CyObeKTOB NepcoHanbHbiX OaHHbIX, WKW MHbIX
HeobXoaUMbIX JOKYMEHTOB YTOYHAET NepcoHarnbHble
OaHHble B TedeHne 7 (Cemn) paboumx gHen co gHs
NpeacTaBneHnsl Takux CBeOeHUA U CHUMaeT
GnokupoBaHne NepcoHarnbHbIX AaHHbIX.

8. U3BJIEMEHUE N UCMNOJIb3OBAHUE
NMEPCOHAJIbHbIX AAHHbIX

8.1. M3Bne4veHne nepcoHarbHbIX AaHHbLIX — NpoLecc
NoMy4YeHUs1  CTPYKTYPUPOBAHHbLIX  AaHHbIX U3
WUCTOYHUKOB MepcoHarnbHbIX AaHHbiX. [anee no
TEeKCTYy HacToswero naparpada u3BnevyeHne u
NCNomnb30BaHNe NepcoHanbHbIX JAHHBIX UMEHYIOTCH
NCMonb30BaHUEM.

8.2. Wcnonb3oBaHune nepcoHarbHbIX AaHHbIX
ocyulecTBrnisieTcs ¢ ydetom lNonoxeHus o CekpeTHoM
UHdbopmauun  Komnawum, T[Monoxenns o WUKT
6es3onacHocTn, bnsHec pernameHta T n OcHoe NT
GesonacHoctn, a Takke PykoBogctBa  no
NMHOpMaLUMOHHO 6€30NacHOCTU FOfIOBHON KOMMaHUN

Komauy Jl1go. (Komatsu Ltd., AnoHus), koTopble
NPUMEHSIETC K  OTHOLWUEHWUSIM, CBSI3aHHbIM  C
nepcoHanbHbIMM  AaHHbIMW, C OCODOEHHOCTSMU,

YCTaHOBSIEHHbIMW HACTOALWMM [MoNoXeHneMm.

8.3. HocTtyn K nepcoHanbHbIM [OaHHbLIM BHYTPU
KomnaHum ocyulectBnsieTca orpaHnyYyeHHbIM Kpyrom
NL, COrMacHO NepeyvHo OOrmkKHOCTeNn paboTHUKOB,
UMEeKLWNX [OCTYyN K NepcoHanbHbIM AaHHbIM, B
COOTBETCTBUN c Mpukaszom KomnaHuw.
lMepcoHanbHble [OaHHble UCMNOMb3YKTCA TakuMu
paboTHMKaMM ANa  Uenen UCMOMHEHUS  CBOMX
TPpyOoBbIX YHKUMA B npegerniax MnofHOMOYUNA,
npenocTaBneHHbIX TPyOoBbIM [0roBopomM,
OOIDKHOCTHOW NHCTPYKLMEN, AOBEPEHHOCTLIO,
NPUKa3oM, UHBbIM BHYTPEHHUM AOKYMEHTOM.

WHble paboTHukn KomnaHum He umeroT goctyna K
nepcoHanbHbIM JaHHbIM 6€3 NMCbMEHHOrO cornacus
cyObekTa Ha O3HaKOMfIEHMEe C HUMU TpeTbuMMMU
nmuamu.

8.4. TpaBo Mcnonb3oBaTb NEpPCOHarbHbIE OaHHbIE,
pasMelleHHble B KOPMNOPaTUBHbLIX  MCTOYHMKAX
NnepcoHanbHbIX AaHHbIX, WUMET Bce pPaboTHUKM
KomnaHun. Ha pasmelleHne cBouX NepcoHarbHbIX

JaHHbIX B KOpNopaTuBHbIX MCTOYHMKaX
nepcoHanbHbIX AaHHbIX U SharePoint gomkHO ObITb
Mony4YyeHo corracve cybbekTa NepcoHarnbHbIX
JaHHbIX.  PaboTHukM  OormkHbl  Mcnonb3oBaTb
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for the purpose of fulfilling their job duties and shall
not be entitled to transfer it to third parties.

8.5. The personal data of the subjects of personal
data is used exclusively for the purposes specified in
this Policy.

9. TRANSFER OF PERSONAL DATA

9.1. Transfer of personal data may be performed in
the form of distribution or granting access.

9.2. The Company has a right to take actions to
distribute personal data to an indefinite number of
persons only if there is a separate consent to the
distribution of personal data.

9.3. Access to personal data within the Company is
regulated by paragraph 8 "Extraction and use of
personal data" of Section Il of this Policy.

9.4. The Company shall be entitled to provide
personal data to competent state authorities in order
to ensure compliance with laws and other regulatory
legal documents, as well as on the basis of relevant
requests.

9.5. Information about personal data can be submitted
to a third-party organization only with the written
consent of the personal data subject.

9.6. The Company shall be entitled to transfer
personal data of its employees (former employees)
without obtaining separate consent to transfer
personal data:

- to competent state authorities (Inspectorate of
the Federal Tax Service, Social Fund of Russia) for
the purpose of submission statutory statements,
information on personal income tax, information on
individual  (personified) accounting), and the
necessary information to the Social Fund of Russia;
calculation and payment of taxes, fees and
contributions stipulated by the law of the Russian
Federation for compulsory social security and pension
insurance;

- when it is necessary for the purpose of
prevention the threats to life and health of an
Employee, as well as in other cases provided for by
the legislation of the Russian Federation.

9.6.1. The Company shall be entitled to transfer
personal data of its employees (former employees)
with obtaining consent to transfer personal data to:

—insurance companies with which the Company has
concluded an appropriate contract - for the purpose of

nepcoHasnbHble  AaHHble, pa3meLLeHHble B
KOPMOPaTUBHBLIX UCTOYHWUKAX NEPCOHAmNbHbIX AaHHbIX,
NCKIMIOYNTENBHO ANS Lenei BbiNONHEHUSI UMW CBOMX
TPYOOBbIX (OYHKUUA M He BrpaBe nepepaBaTb WX
TPETbUM NULLAM.

8.5. T[lepcoHanbHble OaHHble cybGbekToB
nepcoHanbHbIX OaHHbIX NCNonb3yTCS
UCKNIOYMTENbHO  AnA Lenen, YyKa3aHHblX B

HacToswem [NonoxeHun.
9. NEPEOAYA NEPCOHAIJIbHbIX OAHHbIX

9.1. Tlepemaya nepcoHanbHbIX [OAHHBLIX MOXET
OCyLlecTBnATbCA B OpMe  pacnpocTpaHeHus,
npegocraBneHnst gocTyna.

9.2. KomnaHus BnpaBe OCyLWEeCTBASATL AENCTBUA NO
pacnpocTpaHeHuto nepcoHanbHbIX JaHHbIX
HeonpeneneHHoOMy Kpyry nuu, TOMbKO MPU Hanmmumm
OTAENbHOrO  cornacus  Ha  pacnpocTpaHeHune
nepcoHanbHbIX AaHHbIX.

9.3. [ocTyn K nepcoHarnbHbIM [OaHHbIM BHYTPU
KomnaHum perynupyeTcsi naparpacgpom 8
«M3BneyeHne un uncnonb3oBaHWE MEePCOHanbHbIX
OaHHbIX» pasgena |l HacToswero MNonoxeHus.

94. KomnaHus BnpaBe npenocTaensTb
nepcoHarbHble JaHHble KOMMNEeTEHTHbIM
rocyAapCTBEHHbIM OpraHam B Lenax obecneveHus
cobrniogeHnss 3aKOHOB WM MHbIX  HOPMAaTMBHbIX
NpaBoOBbIX AaKTOB, a Takxke OCHOBaHUM
COOTBETCTBYIOLLNX 3aNpPOCOB.

9.5. CBeneHus 0 nepcoHanbHbIX 4aHHbIX MOTYT ObITb
npeacraBneHbl CTOPOHHEN OpraHu3auun TOSbKO C
NMUCbMEHHOIO cornacus cybbekta nepcoHanbHbIX
JaHHbIX.

9.6. KomnaHusa BnpaBe 6e3 nonyyYyeHns oTaenbHOro
cornmacus Ha nepegady MNepPCOHanbHbIX OaHHbIX

Ha

nepegasaTb  MepcoHanbHble  [aHHble  CBOMX
paboTHMKOB (BbIBLUMX PabOTHUKOB):
—  KOMMETEHTHbIM  TOCYAapCTBEHHbIM  OpraHam

(MHcnekums  ®depepanbHOW  HANOroBOW  CNYXObI,
CoumanbHbin ~ ®oHg  Poccun) — B uenax
npeacraBneHns YyCTaHOBIIEHHOW
3aKOHOaTenbCTBOM OTYETHOCTU, CBEAEHWI O Hanore
Ha  goxogbl dusndecknx v, cBefeHumn
WMHAMBUAYANLHOro (MePCOHNMULIMPOBAHHOIO) yyeTa),
Heobxoaumbix cBegeHun B CoumanbHbin  PoHpA,
Poccuu; ucumncneHnss u ynnatbl NpeaycMOTPEHHbIX
3akoHogaTensctBoM P® Hanoros, c6opoB 1 B3HOCOB
Ha obsA3aTenbHOe couManbHOe WU MEHCUOHHOoEe
CTpaxoBaHue;

—  Korga 3TO HeobxoaMmo B
npeaynpexaeHna yrposbl >KMU3HM W 300POBbLIO
PaboTtHuka, a Takke B  Opyrux  cnydasx,
npeayCcMOTPEHHbIX 3aKkoHoAaTenbcTBoM PO,

Lensax

9.6.1. KomnaHusa Bnpase npu Nosiy4eHum corracug Ha
nepegadvy nepcoHanbHbIX [AaHHbIX nepegaBaTb
nepcoHarnbHble AaHHble CBOUX paboTHUKOB (BbIBLLMX
paboTHMKOB):

— CTPaxoBblM OpraHun3aunsiM, ¢ KoTopbiM y KomnaHum
3aKnYeH COOTBETCTBYHOLUMA [O0roBOp — B LENnsAx
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concluding a voluntary medical insurance contract or
other types of insurance;

— health-care institutions - for the purpose of
protection life and health, to perform medical
checkups;

— organizations - for the purpose of arrangement the
access to territory of the Company, ensure personal
safety of employees and safety of property;

— organizations (landlords) - for the purpose of
provision of entry/exit passes to the territory of the
Company (landlord);

— organizations (communications service providers)
- for the purpose of organization of communication
services;

— educational institutions - for the purposes of
organization of professional retraining and additional
education, obtaining permits and admissions,
consideration of work skills in the framework of
professional development;

— organizations that perform special assessment of
working conditions - for the purpose of conducting the
special assessment of working condition;

— organizations, including the parent company
Komatsu Ltd. (Japan) — for the provision of working
conditions, guarantees and compensations,
compliance with labor protection measures;

— organizations with which the Company has
concluded an appropriate contract - for the purpose of
assistance in registration of an employee's electronic
signature necessary for to perform its job duty and
organization of electronic document management in
the sphere of labor relations, creation, signing, use
and storage of work-related documents executed in
electronic form;

- hotels and organizations with which the
Company has concluded an agreement on rendering
services - for the purpose of assistance in official
travels, including business trips within and outside the
Russian Federation (booking tickets, hotels), as well
as assistance in processing visas and invitations;

— organizations with which the Company has a
contract for rendering taxi services — for the purpose
of organization the transportation of Employees to
perform its job duty;

— organizations which employees are going to visit
during business trips - for the purpose of security and
access to business-partners’  (counterparties)
facilities;

— close relatives - for the purpose of ensuring the
compliance with laws and other regulatory legal
documents, local regulatory documents of the
Company, receipt of payments and compensations;

3aKIMto4eHn4d Aorosopa D,O6pOBOJ'IbHOFO
MeaAULNHCKOIo CTpaxoBaHua WM WHbIX BWOOB
CTpaxoBaHuA,

—  MEAMUMHCKMM YYpPEeXOeHUsM — B Lensix oxpaHbl
KU3HW W 300POBbsl, OpraHu3auun MeaULUHCKNX
OCMOTPOB;

— oOopraHmsaumMsMm — B LUensax npegocTaBneHns
aocTtyna Ha Tepputoputo Komnanum, obecneyeHuns
nnyHon GesonacHOCTU pPabOoTHMKOB M COXPAHHOCTU
NMYyLLECTBa;

— opraHusauusm (apeHgogaTensamMm NOMeELLEHNN) —

B Uensx npegocTaBrieHne  NPOMycKoB — Ha
Bbe3n/Bble3 Ha TeppUTOpu1Io KomnaHumn
(apeHgopaTens);

- opraHusaumsim (onepatopam CBsi3n) — B Liensix
opraHu3aLumm NnpeaocTaBneHns ycnyr cBasu;

— y4yebBHbIM opraHusaumsam — B Lensx opraHnsaumm
nonyyeHns npodeccnoHansHOM NepenonroToBKA U
AOMNOMHUTENBbHOro obpasoBaHus, nony4yeHuns
paspeLleHnii 1 OOoMyCcKOB y4eTa HaBblKOB paboThbl B
pamkax NoBbILLEHNS npodeccnoHansHoOm
kBanudbukauuu;

— opraHmMsauusamM, oCyLLECTBNSAIOWNM CcneunanbHyio
OLEHKYy ycrnoBum Tpyaa — B Uensx MpoBeAeHus
cneunanbHOM OLIEHKM YCrOBUI Tpyaa,

— opraHmsauusam, B TOM YMCNEe FONIOBHOM KOMMaHUK
Komauy Jltgo. (Komatsu Ltd., AnoHusa) — B uensix
npegocTtaBneHns yCcroBuW Tpyda, rapaHtum wu
KoMneHcauumn, cobnogeHme Mep no oxpaHe Tpyaa;

— opraHusauuam, ¢ kKotopbiMM Yy  KomnaHuu
3aKkno4YeH COOTBETCTBYIOLMMN [OrOBOp — B LEnsx
cogenctems B 0GOOPMIEHUN SNEKTPOHHOM MNoanmcu
paboTHMKa, HeobxoouMoM AN WCMOSHEHMS ero
TPYOOBOW (OYHKLMMK, OCYLLECTBIEHNE 3MNeKTPOHHOro
OOKyMeHToobopoTa B chepe TpyaoBbIX OTHOLLEHWH,
co3faHue, nognucaHue, UCNonNb3oBaHME U XpaHeHune
AOKYMEHTOB, CBSI3aHHbIX C paboTon, B 9NEKTPOHHOM
BUAE;

— TOCTMHULAM M OpraHmsauusiM, C KOTOPbIMU Y
KomnaHuu 3akntodeH OOroBop OKasaHus ycryr — B
uensax coaoencTesus B HanpasreHuum B CriyXebHble
noesgkun, B TOM Yncne B criykebHble KOMaHOUPOBKM B
npegenax u 3a rpaHuuy PO (6poHnpoBaHue 6uneTos,
roCTUHWL), a Takke coaencTBme B 0hOpMIIEHNN BU3
W npurnaweHuni;

— OpraHmsaumsMm, C KOTOpPbIMK
3aKnoYeH O0roBop oKasaHus ycnyr Ha
npeaocTaBrieHne TakCu — B LEenax opraHusauum
TpaHCnopTUpoBkM PaboTHMKOB nNpU  MCNOSTHEHUU
TPYAOBOWN (PYHKLMM;

— opraHusauusm, B KOoTOpble paboTHMK
HanpaBnseTca B CnyxebHyl0 KOMaHOMPOBKY — B
uensix 6esonacHoOCTV N NPeaoCTaBNeHns 4OCTyna Ha
06BbeKTbl BU3Hec-NnapTHEPOB (KOHTPareHToB);

— 6nM3KuUM pPOACTBEHHMKAM — B Liensax obecrneveHmns
cobnogeHnss  3aKOHOB U MHbIX  HOPMAaTUBHbIX
NPaBOBbIX aKTOB, ITIOKANbHbIX HOPMATUBHbLIX aKTOB
KomnaHuu, nonyyeHus BbinnaT n KOMNeHcauun;

y  KomnaHun
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— organizations with which the Company has
concluded relevant agreements - for the purpose of
making business cards;

— counterparties with which the Company concludes
and performs the contracts - for the purpose of
performance of the labor function, confirming the
powers of the Company Employees, conclusion and
control over the execution of contracts;

— organizations with which the Company has
concluded agreements on car leasing - for the
purpose of proper execution of contracts (if the
Company provides its Employee with a car for official
use);

— organizations with which the Company has
concluded agreements on translations — for the
purpose of certification the translator's signature
and/or if the Employee's personal documents are
provided for the translation;

— notary offices — for the purpose of notarial actions
performance (if the translator is an Employee of the
Company and/or personal data and documents of the
Employee are provided for performing notarial
actions);

— banks — for the purpose of opening a bank
account, issuing a salary bank card and transferring
wages and other payments to it;

— audit organizations — for the purpose of conducting
the Company’s mandatory and voluntary audits, audit
procedures;

— parent company Komatsu Ltd. (Japan) for the
purpose of providing the functionality of and creation
of user accounts in information and service systems
of Komatsu Group of companies (EQP-Care, KGP,
Komtrax, LMS, MaxiFleet, WMS); Company’s
information support (inclusion in publicly available
corporate sources of personal data (corporate
directories, address books, information boards),
SharePoint; protection of devices and systems
provided for the performance of a work function from
cyber threats and data leakage.

With that, personal data shall be transferred in the
scope necessary and sufficient for achievement of the
corresponding data transfer purpose.

If it is necessary to transfer data to other organizations
not provided for in this clause, the Company requests
the Employee's consent to transfer personal data for
a specific purpose of transfer.

9.7. When transferring the Employee’s personal data,
the Company:

— shall not disclose the Employee’s personal data to
third parties without a written consent from the
employee, except the cases when it is necessary to
prevent danger to the employee’s life and health, as
well as in other cases established by the law of the

— oOpraHmsaumsiM, C KotopbiMu y KomnaHum
3aKmYeHbl COOTBETCTBYHOLLME AOrOBOPLlI — B LIEeNsX
N3roTOBNEHNS BU3UTHBIX KAPTOUEK,;

— KOHTpareHTam, ¢ KoTopbiM1 KomnaHus 3aknovaet
N UCMONMHSIET [OOroBOPbl — B LENSX WCMNONHEeHUs
TPy4oBOW COYHKUMK, NOATBEPXKOEHUS MNOSTHOMOYUN
paboTHMKoB KoMnaHuu, 3akmnoveHnst N KOHTpons 3a
MCNOSTHEHMEM AOrOBOPOB;

— oOpraHmsaumsiM, C KotopbiMn y  KomnaHum
3aKmYeHbl 4OroBOpPbl Ha NM3MHI aBTOMObUnen — B
uensx Haanexawero ogopMieHns [oroBopos (B
cny4vae, ecnu KomnaHus npegoctaesnseT PaboTHUKy
aBTOMOOWIb B CnyXebHoe Nonb30oBaHue);

— oOpraHmMsaumsiM, C  KOTOPbIMW  3aKIHOYEHDI
JOroBopbl  Ha  ycrnyrm nNo  JIMHIBUCTUYECKUM
nepesojaMm — B Uensx 3aBepeHud noanucu
nepesog4vka n/vnn ecnu Ha nepesos
NpeaoCTaBnaTCA NMUYHbIE AOKYMEHTbI PaboTHuKa;
— HOTapuycam — B UensX  COBepLUEHMS
HOTapuanbHbIX  OencTBurA (B Ccryd4ae  ecnu
nepeBog4nkoMm BbicTynaet PabotHuk KomnaHun

wunu ana coBeplUeHUs HOTapuarnbHbIX OEUCTBUN
npeaocTaBnslTCA JIMYHbIE OaHHble U AOKYMEHTbI
PabGoTHuka);

— GaHKkam — B Lensax OTKPbITUS c4éTa, 0POpMITEHMS
3apnnaTtHon GaHKOBCKOW KapTbl M NepevncneHnst Ha
Heé 3apaboTHOWM NNaThbl U UHbIX BbIMNMAT;

— ayauTopCKMM  opraHu3aumsm — B Lensax
nposeaeHus KomnaHuen o6sa3aTenbHoro "
A06poBONbLHOroO ayauTa, ayauTopCcKnX Npoueayp;

— ronosHon komnaHum Komauy J1Tg. (Komatsu Ltd.,
AnoHus) — B Lensix NnpegocTaBneHnsa yHKUMoHana 1
co3daHue y4yeTHOM 3anMcn B WHAOPMALMOHHBIX W
CEPBUCHBIX cucTemax rpynnbl koMmnauui Komatsu
(EQP-Care, KGP, Komtrax, LMS, MaxiFleet, WMS);
MHAOPMaLIMOHHOIO obecneyveHuns KomnaHum
(BknoyeHMe B 0OOLLEAOCTYMHbIE KOpropaTUBHbIE
WCTOYHMKN NEepPCOHanbHbIX JaHHbIX (KOPNOpaTUBHbIE
CMPaBOYHUKN, agpecHble KHUTK, AOCKM
uHdopmaumn), SharePoint; 3aWwmTbl YCTPONCTB W
CUCTEM, NpPefoCTaBMEHHbIX ANnd  BbINOMHEHUS
TPYAOBOWN (PYHKUUK, OT KNBEPYrpo3 1 yTeYKM AaHHbIX.

MNpn aTOoM nepcoHanbHble AaHHble nepefalTcs B
obbeme, HeobxoguMMOM M  [OOCTATOYHOM  ANs
peanu3aumMM COOTBETCTBYIOLLEN Lenn nepegayu
OaHHbIX.

Mpn HeobxogumoCTM nepefaun AaHHbIX B UWHble
opraHusauum, He NpeayCMOTPEHHbIE B HACTOSLLEM
nyHkte, KomnaHums 3anpawwuBaeTr y PaboTHuka
cornacue Ha nepegady nepcoHarnbHbIX AaHHbIX ANg
KOHKpeTHeN Lienu nepegadn.

9.7. Tlpn nepepave
PaboTtHuka KomnaHus:

nepcoHalribHbIX  AaHHbIX

— He coobLlaeT nepcoHanbHble AaHHble PaboTHMKa
TpeTben CTopoHe ©6e3 NMCbMEHHOro cornacus
paboTHMKa, 3a WCKMOYEHWEM Cny4aeB, Korga 3To
HeobxoauMO B UensxX npeaynpexaeHus yrposbl
XM3HM N 300pOBbI0 PabOTHUKA, a Takke B OpPYrnx

32



Russian Federation and local regulatory documents
of the Company;

— shall not disclose the Employee’s personal data for
commercial purposes without their prior written
consent;

— shall inform the persons receiving personal data
that this data can only be used for purposes for which
the data is collected and require a confirmation that
this rule is observed from such persons;

- does not request information about the
Employee's health status, except for information
related to the Employee's ability to perform a work
function.

9.8. The transfer of information containing details
about personal data of subjects by telephone, e-mail
without written consent of personal data subjects shall
be prohibited.

9.9. Cross-border transfer of personal data

9.9.1. If it is necessary to carry out a cross-border
transfer of personal data, the Company is obliged to
confirm that the foreign state to whose territory the
transfer of personal data is to be carried out ensures
adequate protection of the rights of personal data
subjects before such transfer begins.

9.9.2. When transferring personal data across
borders to the states that ensure adequate protection
of the rights of personal data subjects, it is necessary
to obtain the consent of the personal data subject.

9.9.3. Cross-border transfer of personal data on the
territory of foreign states that do not ensure adequate
protection of the rights of personal data subjects may
be carried out in the following cases:

— written consent of the personal data subject to the
cross-border transfer of his personal data;

— provided for by international treaties of the
Russian Federation;

— execution of a contract to which the personal data
subject is a party;

— protection of the life, health, and other vital
interests of the personal data subject or other persons
if it is impossible to obtain written consent from the
personal data subject.

crny4asix, npegyCMOTPEHHbIX 3aKkoHoAaTenscTesom PP
N NoKanbHbIMX HOPMaTMBHbLIMK akTamu KomnaHuu;

— He coobLuaeT nepcoHanbHble gaHHble PaboTHuka
B KOMMeEpYeckuMx uensx 06e3 ero NMCbMEHHOro
cornacus;

— npegynpexaaet nmy, nony4aroLmnx
nepcoHanbHble AaHHble PaboTHUKA, O TOM, YTO 3Tn
AaHHble MOryT ObITb MCMOMb30BaHbl NULWbL B LENSX,
01151 KOTOPbIX OHU COO6LLEHbI, 1 BNpaee TpeboBaTtb OT
3TUX NUL, NOATBEPXKAEHMSA TOro, YTO 3TO TpeboBaHme
coonoaeHo;

— He 3anpailuvMBaeT WHPOPMALMID O COCTOSIHUM
3gopoBbsi PaboTHuka, 3a  MCKMOYEeHMeM  Tex
CBeOEeHUN, KOTopble OTHOCATCA K BOMpocy O
BO3MOXXHOCTM BbINOMNHEHMA PaboTHMKOM TpyaoBown

OYHKUMN.

9.8. MNepenava MHdopmaumn, cogepxawien
CBEAEHNA O NepcoHarnbHbIX OAHHbIX CyOBLEKTOB, MO
TenedoHy, SNeKTpoHHOM mnoyTe 6e3 MUCbMEHHOro
cornacusi  cyObekToB  MepcoHanbHbIX  AaHHbIX
3anpeLuaeTcs.

9.9. TpaHcrpaHu4yHasa nepepgaya nepcoHanbHbIX
OaHHbIX

9.9.1. B cnyyae HeobXoOUMOCTU OCYLLECTBIEHUS
TPaHCrpaHN4YHOW Nepeaayn nepcoHanbHbIX AaHHbIX
KomnaHnss o6sisaHa ybegutbca B TOM, 4TO
WHOCTPaHHbIM  FOCYAapCTBOM, Ha TeppuTOpUIO
KOTOpOro npeanonaraeTcsl OCYLLEeCTBNATb nepegady
nepcoHanbHbIX OaHHbIX, obecneymBaeTca
afekBaTHas 3awuTa npaB Cy6beKkTOB NepCoHanbHbIX
AaHHbIX, OO0 Hayana OCYLeCTBMEHUS  TaKowu
nepegauu.
9.9.2. Mpwn TpaHCcrpaHu4HoON
nepcoHanbHbIX AaHHbIX B rocygapcrsa,
obecneumBalolime agekBaTHyl  3awWwuMTy  npas
CyObekToB nepcoHanbHbiX [AaHHbIX Heobxoaumo
nonyyYntb cornacue cybbekta nepCcoHanbHbIX
AaHHbIX.

9.9.3. TpaHcrpaHnyHas nepegada nepcoHasrbHbIX
AaHHbIX Ha TEeppPUTOPMM MHOCTPAHHbIX FOCyOapcTB,
He obecrneyvBalLWMX afeKBaTHOW 3awWuTbl Mpas
cyObekToB NepcoHanbHbIX  AaHHbIX, MOXeET
OCYLLECTBIATLCS B Criyyasx:

— Hanuumsa cornacust B
cybbekTa nepcoHarnbHbIX
TpaHCrpaHW4Hyl0 nepegady ero
OaHHbIX;

— NpegycMOTPEHHbIX MeXayHapoaHbIMN
norosopamu Poccuiickon degepauuu;

— WUCNOSIHEHMS  OO0roBopa, CTOPOHOM
ABNSAETCA CyObEKT NEepCOHanbHbIX AAHHbIX;
— 3aWNUTbl >KM3HW, 300POBbS, WHbIX >KU3HEHHO
BaXHbIX MHTEpPecoB CyObekTa nepCoHanbHbIX
AaHHbIX MW ApYrUX Ny, Npyu HEeBO3MOXHOCTU
nonyyeHns cornacuas B MUCbMEHHOW  bopme
cybbekTa nepcoHarnbHbIX AaHHbIX.

nepenade

nUCbMeHHon dopme
AaHHbIX Ha
nepcoHanbHbIX

KOTOPOro
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9.10. In the event of an unlawful or accidental transfer
(provision, distribution, access) of personal data that
has resulted in a violation of the rights of personal
data subjects, the Company is obliged to inform
Roskomnadzor within 24 hours about the incident and
its alleged causes, the harm caused to the rights of
personal data subjects, and the measures taken to
eliminate the consequences of the incident (initial
notification).

To send the initial notification, an Order is issued to
investigate the incident of personal data leakage and
appoint persons involved in the investigation (General
Manager of the General Affairs & HR Department, IT
Group Leader, ICT Solution Group Leader,
employees of Legal department, and other
employees, if necessary).

During the investigation, the causes are identified,
and the harm caused to the subjects of personal data
is assessed, the results are recorded in the protocol.
The damage assessment is carried out based on a
Damage Assessment Act created by the Company.

Within 72 hours, the Company shall inform
Roskomnadzor of the results of the internal
investigation of the incident, indicating the cause and
the perpetrators (additional notification). Initial and
additional incident notifications are submitted through
the Roskomnadzor portal.

After submission of the mentioned notifications the
Company shall inform the Employees about the
incident.

10. DELETION AND DESTRUCTION OF

PERSONAL DATA

10.1. Upon reaching the purpose of personal data
processing of any category of the subject of personal
data, the Company shall delete/destroy personal data
within 30 (thirty) days after the date of achieving the
purpose of personal data processing or in accordance
with the applicable law transfer it to archival storage.

10.2. The Company must destroy personal data of
subjects (or ensure its destruction) according to the
form of the Act of destruction (termination of
processing) of personal data according to Appendix 4
in the following cases:

— upon the submission by the personal data subject
(or their representative) of information confirming that
the personal data has been obtained illegally or is not
necessary for the stated purpose of processing —
within 7 (seven) business days after the date of
submission of such information;

9.10. B crnyyae HenpaBOMEpPHOW WNKU Cry4yanHoON
nepegayn (NpegocTaBneHusi,  pacnpocTpaHeHus,
AOoCTyna) nepcoHanbHbIX  OaHHbIX, MOBMEKLWeWn
HapyLeHne npaB CybbeKTOB NEPCOHANbHbIX AaHHbIX,
KomnaHus obsa3aHa B TeyeHue 24 yacoB cooOLnTb B
PockomHaasop, o npousoLwealemM UHUMOEHTE U ero
npegnonaraemMblx NpuynMHax, O Bpene, HaHEeCEeHHOM
npaBaMm CyObLEKTOB MNepcoHasnbHbIX AaHHbIX, W
MPUHATBIX Mepax MO YCTPaHEHWO MNOCreaCcTBUi
COOTBETCTBYIOLLIENO MHUnaeHTa (nepBunyHOE
yBeZloMIeHune).

[na oTnpaBky NEepBUYHOrO YBEAOMIEHUsT M3naeTcs
MNpvkas o nNpoBeaeHWMM paccriefoBaHMs UHUMOEHTA
YyTEUKM MepCcoHanbHbIX AaHHbIX U HAa3HAYeHUU nuu,

yyactBylowmx B paccnegosaHum  (Oupektop
[denaptameHTa agMuvHUCTpaUMK W YyNpaBreHus
nepcoHarnom, PykoBogutenb UT-rpynnel,
Pykosogutenbs rpynnbl UT-pelueHnin, COTpYyaHWUKK

tOpuamnyeckoro otgena, U uHble pPabOTHUKM, ecnu
HeobxoaMmo).

B xome paccrnenoBaHust BbISIBNSATCA MPUYMHBE U
OLEHMBAETCA  Bpe[, HaHECEHHbI  CcyGbekTam
nepcoHarnbHbIX AaHHbIX, pe3ynbTaTbl PUKCUPYETCS B
npoTtokone. OueHka Bpeda oOcyllecTBNseTcs Ha
OCHOBaHWM AKTa OLEHKM Bpeaa, CO3[daHHOro B

KomnaHun.
B TeueHune 72 yacos KomnaHus obs3aHa cooOLLNTL B
PockomHaa3sop pesynbTaThl BHYTPEHHETO

paccrnefoBaHus MHUMAEHTA C YKazaHWeM MPUYUHbI U
BMHOBHbLIX NUL (OOMNONHUTENbHOE YBEOOMIIEHUE).
MNMepBnYHOE W [OOMNOSHUTENbHOE YyBeAOMeHust 06

WHUMAEHTEe nogaTcs Yyepes noprarn
PockomHaasopa.

Mocne OoTnpaBku yKasaHHbIX  yBeOOMIIEHUN
Komnanus obs3aHa npounHgopmuposaTtb

PaboTHnkoB 00 MHUMAEHTE.

10. YOANEHUE N YHUYTOXEHUE
NMEPCOHAJIbHbIX AAHHbIX

10.1. Mo JOCTUXEeHUN uenu 0bpaboTkm
nepcoHarnbHbIX AaHHbIX N0OON KaTeropmm cyOLEKTOB
nepcoHanbHbIX  AaHHblix  Komnawus  ypanset/
YHUYTOXaeT NnepcoHarbHble gaHHble B TeyeHue 30
(TpnguaTtn) pgHenW € paTtbl  OOCTWXKEHUA  uenu
06paboTkM nepcoHanbHbIX AaHHbIX MO0 cornacHo
AENCTBYIOLLEMY 3aKoHO4ATeNnbCTBY, nepegaeT Ha
apXMBHOE XpaHeHue.

10.2. KomnaHus obsasaHa YHUYTOXUTb
nepcoHarnbHble AaHHble cybbekTa (Mnn obecneunTb
nX yHU4TOXEHue) no popme Akta 06 yHM4YTOXEHMM (O
npekpaiieHnn obpaboTkM) nepcoHanbHbIX AaHHbIX
cornacHo lNpunoxeHuio 4 B criegyoLwmx cny4yasx:

—  Npwv npeacTtaBrneHnm cyObekToM nepcoHanbHbIX
AaHHbIX (UK ero npeacTaBuTENEM) CBEOEHWUN,
NnoATBEPXKAAOWMNX, 4YTO MNepcoHanbHble AaHHble
ABNSAOTCA  HE3aKOHHO  MOJSyYEHHbIMM WU He
ABNATCA HeobXoouMMbIMM ONS 3asiBIEHHOW Lenu
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— wupon revealing of unlawful personal data
processing, if it is impossible to ensure its legitimacy
— within 10 (ten) business days after the date of
revealing of unlawful personal data processing;

— upon consent withdrawal to processing of personal
data by the personal data subject, if its storage is no
longer required for the purposes of personal data
processing — within 30 (thirty) days after the date of
receipt of the aforementioned withdrawal.

The aforementioned terms shall apply, unless
otherwise is stipulated by the contract to which the
subject of personal data is the beneficiary, or the
guarantor, or is not stipulated by another agreement
between the operator and the personal data subject.

10.3. If it is not possible to destroy personal data
within the prescribed time terms, the Company blocks
such personal data and ensures their destruction
within a period of no more than 6 (six) months.

10.4. Personal data is deleted from computer
programs: 1C: DO, ZUP, ERP, PA, OMS, information
and service systems of Komatsu Group of companies
(EQP-Care, KGP, Komtrax, LMS, MaxiFleet, WMS),
SharePoint, as well as from tangible media.

10.5. When personal data stored electronically is
deleted, the results of the destruction are recorded in
an upload from the log of information events from the
information system.

The upload must contain:

— full name of the persons whose personal data was
destroyed;

— list of categories of destroyed personal data;

— name of the personal data information system
from which the personal data was destroyed;

— reason for the destruction of personal data and the
date of their destruction.

10.6. The procedure for the destruction of personal
data specified in this Policy, includes the following
actions:

— appointment of a person responsible for the
destruction of personal data;

— the work of the responsible person (preparation,
verification of personal data, verification of the
consequences of destruction);

— conversation between a specialist of the General
Affairs & HR Department of the Company and an
Employee regarding the destruction of his personal
data upon request;

o6paboTkn - B TedyeHue 7 (cemn) paboymx aHen co
OHS NpeacTaBneHns Takux CBeAeHUNn;

— MpuX BbISIBIEHMM HenpaBoMepHon 06paboTku
NepcoHanbHbIX  AaHHbIX, €CnM  HEBO3MOXHO
obecneuntb ee MNpaBOMEPHOCTb, - B TeyeHne 10
(oecatn) pabounmx AQHeW C OdaTbl  BbISIBIEHUS
HenpaBoMepHON 06paboTKN NepCOoHanbHbIX AaHHbIX;
— npwv 0T3biBE CYyOBEKTOM NEepCcoHanbHbIX AaHHbIX
cornacus Ha obpaboTKy ero NepcoHanbHbIX AaHHbIX,
€CNnun Nx coxpaHeHue bonee He TpebyeTca Ans uenen
06paboTKkM nepcoHanbHbIX OaHHbIX - B TeyeHne 30
(TpMguaTtn) gHen ¢ AaTtbl NOCTYMMEHUSA YyKa3aHHOMo
OT3bliBa.

YKa3aHHble CPOKM NPUMEHSIIOTCS, €CNU MHOW CPOK He
npeaycMoTpeH [OOroBOPOM, CTOPOHOM  KOTOPOro,
BblrogonpuobpeTatenem wnuM  nopyyitenem, no
KOTOpPOMY SIBNSieTCS CyObEKT NepcoHanbHbIX AaHHbIX,
UM He NpeaycMOTPEH WHbIM COrnalleHneM Mexay
onepaTopoM 1 cy6bEKTOM NepcoHaribHbIX AaHHbIX.

10.3. B cnyyae oTcyTCTBUS ~ BO3MOXHOCTM
YHUYTOXEHUS MNEePCOHarnbHbIX OaHHbIX B TeyeHue
YCTaHOBMEHHbLIX cpokoB KomnaHusa ocywecTenseT
ONOKMPOBaHME TakUX MNEpPCOHasnbHbIX AaHHbIX W
obecneymBaeT NX yHUUTOXEHMNE B CPOK He Gonee Yem
6 (wecTb) MecsUEB.

10.4. YganeHue nepcoHanbHbIX JaHHbIX MPOMCXoauT
13 koMnbloTepHbIX nporpamm: 1C: 0O, 3YI, ERP,
KC, CY3, MHOPMaUMOHHBIX U CEPBUCHBLIX CUCTEM
rpynnel komnaHun Komatsu / Komauy (EQP-Care,
KGP, Komtrax, LMS, MaxiFleet, WMS), SharePoint,
a Takke C MmaTtepuarbHbIX HOCUTENEN.

10.5. Tllpn ypoaneHuMM nepcoHasnbHbIX OaHHbIX,
XPaHALWNXCA B ONEKTPOHHOM BuWAe, pes3ynbTaThbl
YHUUTOXEHUST (PUKCUMPYIOTCA B BbIrPy3Ke U3 XXypHana
peructpaumm  MHPOPMALMOHHBLIX  CODbLITUA U3
MHAOPMALIMOHHOW CUCTEMBI.

Bbirpyska gomkHa cogepxathb:

— ®NO nuu, 4bM nepcoHarnbHble AaHHble Obinu
YHUYTOXEHbI;

— nepeyeHb KaTeropum YHUUYTOXEHHbIX
nepcoHarnbHbIX AAHHbIX;

— HauMeHoBaHMe  WH(OPMALIMOHHOW  CUCTEMBI
nepcoHanbHbIX  AaHHbIX, W3  KOTOpOM  Obinn

YHUYTOXEHbI NepCOHalrbHble AaHHbIE;
— NPUYNHY YHUHTOXEHUA nepCcoHalrlbHbIX OaHHbIX U
AaTty X YHUYTOXEHUA.

10.6. [lpoueagypa YHWYTOXEHUS MepcoHanbHbIX
AaHHbIX, YyKa3aHHaa B Hactoswem [lonoxeHun,
BKITIOYaeT cneayrowmne AencTBus:

— HasHadeHue niua, OTBETCTBEHHOIO
YHUYTOXEHME NepCcoHanbHbIX AaHHbIX;

— paboTta OTBETCTBEHHOro (NOAroToBKa, MpoBepKa
nepcoHarnbHbIX [OaHHbIX, MpPOBEpKa MnocnencTBui

3a

YHUYTOXEHUS);
— pasroBop cneuuanucra [enaptameHTa
agMUHUCTpauuM U ynpaeneHus  MepcoHariom

KomnaHum n PaboTHMKa no BoNpocamMm YHUYTOXEHUS
€ro nepcoHarnbHbIX AaHHbIX MO 3anpocy;
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— destruction of personal data;

— registration of the Act of destruction of personal
data;

— informing the Employee about the results of the
destruction.

10.7. The act of destruction of personal data is stored
in the Company for 3 years.

10.8. The destruction of personal data is performed
as follows:

—If the personal data is stored in the electronic
systems, the tangible medium shall be destroyed or
blocked, or the data is wiped from the tangible media.
The order of destruction of personal data in part (if
any) is regulated in clauses 1.9.6.-1.9.8. of the Policy;

— If personal data is stored on the paper media, such
paper documents shall be dispersed/liquidated in a
shredder.

lll. PERSONAL DATA PROTECTION IN THE
COMPANY

1.  GENERAL PROVISIONS

1.1. Personal data protection is a set of measures
taken by the Company aimed at preventing violations
of access restrictions, integrity, reliability and
confidentiality of personal data and ensuring the
sufficiency of security of personal data from unlawful
use or loss in the course of the Company’s activities.

1.2. Personal data protection shall be ensured by the
Company at its expense.

1.3. Personal data is confidential information. The
relations related to the information security of the
Company, the classification of information owned by
the Company as confidential, the establishment of the
procedure for its handling, the transfer and provision
of such information, and the protection of its
confidentiality are determined by the Company's
current Information Security Policy, Internal
Regulations: ICT Security, IT Governance and
Security Framework, as well as Information Security
Guidebook of the parent company Komatsu Ltd.
(Japan), which apply to relations related to personal
data, with the features established by this Policy.

1.4. The premises of the Company shall be equipped
with a video surveillance system, access control
system (including checkpoints — for the Branch
Offices of the Company). Reception of visitors is

—  YHUYTOXEHME NepCcoHanbHbIX AaHHbIX;
— ohopmneHne AkTta 06 YHUYTOXEHUN
nepcoHarnbHbIX AaHHbIX;

— WH(opmupoBaHne PaboTHMKa o0 pesynbTaTtax
YHUYTOXEHMS.

10.7. AKT 06 YHUYTOXEHMM MEPCOHANbHbIX OaHHbIX
xpaHaTca B KomnaHum B TedeHne 3-x ner.

10.8.  YHMYTOXEHME  MNepCOHanbHbIX
nponcxoauT B CrieaytoLem nopsake:

— Ecnu nepcoHanbHble AaHHble XpaHATCA B
9NEKTPOHHbIX CUCTEeMaX, TO YHUYTOXaeTCs WUnu
OnoknpyeTca  maTepuanbHbli  HOCUTENb NGO
AaHHble CTMpalTCA C MaTepuarnbHbIX HOCUTENEWN.
MopsagoK  YHUYTOXEHWST  YacTU  MepCOHarnbHbIX
OaHHbIX (Mpy HeobXogMMOCTK) yperynmpoBaH B M.
1.9.6.—1.9.8. NonoxeHuns;

— Ecnu nepcoHanbHble AaHHblE XpaHATCS Ha
OymMaxHbIX  HOCUTEnsiXx, TO TakMe HOcuUTenu
N3MenbYalTCA/NMUKBUONPYHOTCA B LUpeaepe.

JaHHbIX

lll. 3BALLIUTA NEPCOHAJIbHbIX OAHHbIX B
KOMIMAHWUA

1. OBLUME MNOJIOXEHUA

1.1. 3awuTta nepcoHanbHbIX AOaHHbIX — KOMMMEKC
Mep, NPUHMMaeMbIx B KomnaHum, HanpaBneHHbIX Ha
npegynpexgeHune HapyLleHn OorpaHuyeHns
Joctyna, LIeNTOCTHOCTMH, OOCTOBEPHOCTH "
KOHOMAEHUMANbHOCTM NEepPCOHarbHbIX AaHHbIX W
obecneymBawWmMA OOCTaTOMHOCTL ©Ge3onacHoOCTU
NnepcoHanbHbIX OaHHbIX OT HENPaBOMEPHOro UX

NCNonb30BaHUA wnm  ytpatel B npouecce
XO3SIMCTBEHHOW geaTernbHocT KomnaHmu.

1.2. 3awwura nepcoHarbHbIX JaHHbIX
obecneunBaeTca KomnaHunen 3a ee cyer.

1.3. T[lepcoHanbHble JaHHble ABNAIOTCS
KOHmaeHumansHon wuHdopmaumen. OTHOWEHUS,

CBsi3@aHHble C MHGOPMAUMOHHON 6e30MacHOCTLIO
KomnaHuu, OTHECEHMEM NMHopMaLmK,
obnagatenem kotopon saBnsetca Komnanus, K
KOHMAEHUMANbHON, YCTaHOBMEHNEM Mopsigka ee
obpalleHuns, nepegadyen n NnpeaocTaBrieHNeM Takon
MHdoOpMaUnn, OXpaHOW ee KoHMaeHUManbLHOCTH
onpegeneHsbl AencTByoLWLNMM B KomnaHuu
MonoxeHuem o CekpeTHon NHdpopmaumm KomnaHun,
Monoxennem o WKT ©OesonacHoctn, bBusHec
pernameHTom UT n OcHoBamn NT GesonacHocTyn, a
TaKkke Pykosogcteom no NHPOPMaLMOHHO
©esonacHoCcTK ronoBHon komnaHum Komauy Jita.
(Komatsu Ltd., AnoHusa), KoTopble MpMMEHsATCA K
OTHOLWUEHUSIM, CBSI3@aHHbIM C  MEPCOHAalbHbIMU
AaHHbIMW, C OCODOEHHOCTAMM, YCTaHOBIEHHLIMMU
HacTosAwmuM [NonoxeHnem.

1.4. T[lomelleHus KomnaHum obopynoBaHbl
OXpaHHom curHanmsaumen, cuctemomn
BMOEOHabN4eHnsa, CUCTEMOM KOHTPOMdA [ocTyna
(BKMOYas KOHTPOJSIbHO-NMPOMNYCKHbIE MYHKTbl — AnS
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carried out in a specially designated room located at
a considerable distance from the location of personal
data storage and processing.

2. PERSONAL DATA PROTECTION MEASURES

2.1. The Company takes legal, organizational,
technical and other measures to ensure the protection
of personal data:

2.1.1. The Company has developed and approved the
current Policy that establishes the legal basis, basic
conditions and principles, purposes and the
composition of personal data processed by the
Company.

This Policy shall be posted at corporate website and
available for review by those to whom it may concern.

2.1.2. Appointment of the person responsible for
the organization of personal data processing

The Company has appointed a person responsible for
organizing the processing of personal data with the
following powers:

— to organize the execution and monitor the
Company's compliance with legislation and local
regulations governing personal data relations;

— to carry out internal control over the Company's
compliance with the legislation of the Russian
Federation on personal data, including requirements
for personal data protection;

— to bring to the attention of the Company's
employees the provisions of the legislation of the
Russian Federation on personal data, local acts on
personal data processing and personal data
protection requirements;

— to organize the receipt and processing of
references and requests from personal data subjects
or their representatives;

— to participate in investigations of violations of the
Company's legislation and local regulations governing
personal data relations;

— to compile and submit for approval to the General
Director of the Company a list of persons who are
allowed an access to personal data and the scope of
their powers;

— to prevent persons from work with the personal
data who do not have the appropriate authority to do
so and who have not signed obligation to non-
disclosure of personal data;

— to propose measures to improve the work on
personal data protection and participate in their
implementation;

dunnanos  Komnanun). [llpuem  nocetutenen
OCyLlecTBnsieTcs B creunanbHO  OTBEAEeHHOM
NMOMELLEHUN, PAacroOfiOKEHHOM Ha 3HaYUTErlbHOM

pacCTtoAHMN OT MeCTa XpaHEeHUA U O6p360TKVI
nepcoHasrbHbIX AaHHbIX.

2. MEPbI NO 3AWNTE NEPCOHAIJIbHbIX

OAHHbIX
21. B KomnaHuM npuHUMalOTCH  NpaBoOBble,
OpraHuM3auuoHHbIE, TEXHUYECKME W WUHble Mepbl,

oGecneunBatoLme 3aLUNTY NEPCOHANbHbIX AaHHbIX:

2.1.1. B KomnaHun paspabotaHo n yTBEpPXOEeHO
HacTosLlee MonoxeHwue, yCTaHaBnumBeamwLlee
NpaBOBLIE OCHOBaHWSl, OCHOBHbIE YCMOBUSA U
NPUHUUNBI, Uenn U cocTaB obpabaTbiBaeMbiX B
KomnaHum nepcoHanbHbIX AaHHbIX.
HacToswee MNonoxeHune pasmeLleHo
KopnopaTtMBHOM BebG-calmte UK OOCTYMHO
O3HaKOMIEeHUs1 3aMHTEPECOBaHHbLIM NLAM.

Ha
ans

2.1.2. HasHayeHune nuua, OTBETCTBEHHOro 3a
OopraHu3aumio 06paboTku nepcoHanbHbIX
AaHHbIX

B KomnaHuu HasHayeHoO nuuo, OTBETCTBEHHOE 3a
opraHmsaumio 00paboTkM MNepCoHarnbHbIX AaHHbIX,
obnapatowee cnegyowymMm NOSIHOMOYMAMM:

— OpraHv3oBbiBaTb MCMOSIHEHWE W OCYLLECTBNSATbL
KOHTPOnb cobnoaeHus B KomnaHumn
3aKkoHofaTenbCTBa W JOKaNbHbIX  HOPMAaTUBHbLIX
aKToB, perynupyloLwmx OTHOWeHns B obnactu
NnepCcoHanbHbIX AaHHbIX;

— OCYLWECTBMATb  BHYTPEHHUA  KOHTPOSNb  3a
cobnogeHnem B KomnaHum 3akoHogaTensctea PO o
nepcoHanbHbIX AaHHbIX, B TOM 4ucne TpeboBaHun K
3awmTe nepcoHanbHbIX AaHHbIX;

— pgoBoauTb A0 cBefeHus paboTHukoB KomnaHum
NnorioXkeHus 3akoHogatenbcTea PP 0 nepcoHanbHbIX
AaHHbIX, NoKarnbHbIX aKkTOB MO Bornpocam o6paboTku
nepcoHanbHbIX AaHHbIX M TpeboBaHMi K 3awumTte
nepCcoHanbHbIX AAHHbIX;

— OpraHu3oBbIBaTb Npuem 1 06paboTKy obpalleHuin
N 3anpocoB CyObLEKTOB MEPCOHAaNbHbIX AAHHbIX UK
nx npeacrasuTenen;

— y4yacTBOBaTb B MpOBeOEeHUM paccrenoBaHui
crnyvaeB HapyweHui B KomnaHmm 3akoHogaTenbCcTea
N NoKanbHbIX HOPMATUBHbLIX aKTOB, PErynupyoLmx
OTHOLLEHUA B 06nacTu nepcoHanbHbIX AaHHbIX;

— COCTaBnATb W nMpegnaratb Ha YTBEPXAEHue
"eHepanbHOMY AupekTopy KomnaHum nepedeHb nuu,
KOTOpbIM paspelleH [OCTyn K MNepcoHasnbHbIM
AaHHbIM, 1 06bEM NX NOMTHOMOYUNA;

— He ponyckatb K paboTe C nepcoHanbHbIMK
AaHHbIMKM  Nny, He obnagawwmx 4nsa  9Toro
COOTBETCTBYHOLLUMM NOSTHOMOYNAMM n He
noanucaswmx o0653aTenbCTBO O  HepasrnaweHum
nepCcoHanbHbIX AAHHbIX;
— npegnaratb
COBEpPLUEHCTBOBAHNIO

MeponpUsTUS no
paboThbl no 3almTe
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— to require the Company's employees to comply
with the laws and local regulations governing personal
data relations.

The person responsible for organizing the processing
of personal data in the Company is appointed by the
Order of the General Director of the Company.

2.1.3. Determination of the list of persons entitled
to access personal data

— the right to access personal data is granted to the
Company's employees based on the Order of the
General Director of the Company;

— the list of persons who have access to personal
data is limited to employees whose work functions
require access to personal data;

— the employees who have received the right of
access to personal data sign an obligation to non-
disclosure of personal data and are warned about
responsibility for disclosure and loss of personal data;

— the employees receive access only to those
personal data that they need to access in order to
perform their work duties;

— the persons who do not have the appropriate
authority to do so and who have not signed an
obligation to non-disclosure of personal data are not
allowed to work with personal data.

2.1.4. Legality of the grounds for processing and
transferring personal data

—  the processing of personal data in the Company
is carried out on the basis of the current legislation of
the Russian Federation, local regulations of the
Company, the consent of subjects to the processing
of their personal data, the contracts concluded.

2.1.5. Use of technical means of protection

— the Company ensures the safety of personal data
media;

— the Company has implemented role—based
access to personal data, according to which each
employee of the Company is assigned a username —
name under which such an employee accesses and
processes personal data, and a personal password
that is regularly changed by the employee himself;

— the Company defines specific access rights for
each employee who has been granted the right to

nepcoHanbHbIX [aHHbIX M y4acTBOBaTb B UX
peanusaumu.

— TpeboBaTb oT paboTHUKOB KomnaHum
cobniogeHnss  3akoHogaTenbCTBa W JIOKanbHbIX
HOPMAaTMBHbIX aKTOB, PErynupyloLmMx OTHOLIEHUS B
obnacTun nepcoHarnbHbIX AaHHbIX.

Jlnuyo, oTBeTCTBEHHOE 3a opraHu3auuio o0bpaboTku
nepcoHanbHbIX AaHHbIX B KoMnaHuw, HasHavyaeTcs
INpukasom [N'eHepanbHOro gupektopa KomnaHum.

2.1.3. OnpepeneHune nepevHs nuy, UMerOLUX
npaBo [OCTYyNa K NepCoHarbHbIM AaHHbIM

— npaBoO AO0CTyna K nNepCcoHalrlbHbiIM  OaHHbIM

npepocraenseTca  paboTtHukam  KomnaHum  Ha
ocHoBaHuu [lpukasa [eHepanbHOro AunpekTopa
KomnaHuu;

— nepeYeHb N1, KOTOPbIM NpeaocTaBneH JOCTYN K
NnepcoHarnbHbIM AaHHbIM, OrpaHU4eH paboTHMKaMW,
TpyAoBble (OYHKUMM KOTOpbIX TpebytoT gocTyna K
nepcoHanbHbIM AaHHbIM;

— paboTHWMKM, MonyYMBWIME MpaBO AocTyna kK
nepcoHanbHbIM JaHHbIM, nognucbIBaloT
0053aTeNbCTBO O HepasrnalleHUn MnepcoHanbHbIX
AaHHbIX 1 NpeaynpexaatTcsi 06 OTBETCTBEHHOCTU 3a
pasrnaiwleHue u yTpaTy NepcoHarnbHbIX OaHHbIX;

— paboOTHMKM nony4YarT [OCTYyn TOMbKO K Tem
NnepcoHarnbHbIM  AaHHbIM, OOCTYyNn K  KOTOPbIM
HeobxoauM ONsi UCMOSNTHEHUS UMW CBOMX TPYAOBbLIX
obsizaHHOCTEN;

— He pJonyckalTcs kK paboTe C nepcoHanbHbIMU
JaHHbIMKM Nuua, He obnagawowme AN 9TOro
COOTBETCTBYHOLMMM NMONHOMOYUAMMU " He
noanucaewmne o0653aTenbCTBO O HepasrnalleHun
nepcoHanbHbIX AaHHbIX.

2.1.4. 3aKOHHOCTb OCHOBaHMM O0OpPabOTKM M
nepeaayn nepcoHanbHbIX AaHHbIX

- obpaboTka nepcoHarnbHbIX  AaHHbIX B
Komnanumn ocyuiecTensieTcs Ha  OCHOBaHUM
OencTByOLLEro 3akoHogatenbcTBa PP, nokanbHbIX
HOpMaTMBHbIX akToB KoMnaHum, cornacum cybbekTos
Ha 006paboTKy WX  MepcoHanbHbIX  AaHHbIX,
3aKITOYEHHbIX 4OrOBOPOB.

2.1.5. WUcnonb3oBaHMe TeXHUYECKUX CpeacTB
3aLmThl

— B KomnaHum obecneunBaeTcs
HocUTEenewn NepcoHasbHbIX AaHHbIX;

— B KomnaHuu peanusoBaH ponesov [JOCTyn K
nepcoHarnbHbIM AaHHbIM, B COOTBETCTBUM C KOTOPbIM
Kaxxgomy paboTHuKy KomnaHum npuUCBOEH NOrMH —
UMS, Nnog KOTOpbIM Takon paboTHWMK ocyluecTBnaeT
AOCTYMN K NEPCOHanNbHbIM AAaHHLIM U UX 06paboTKy,

COXPaHHOCTb

MWYHBIA  Maponb, PerynspHo  U3MeHsIEMbIN
pabOTHNKOM CaMOCTOSITENBHO;
— KomnaHusi onpefensieT  KOHKpeTHble npaBsa

[OCTyna MNPUMEHUTENBHO K KaXaomy paboTHUKY,

38



access personal data necessary and sufficient for
such employee to perform their work functions;

— the company identifies security threats in the ISPD
and takes measures to protect information and
personal data in the ISPD;

— the Company uses protection against
unauthorized access to information and personal data
through antivirus protection tools;

— the Company performs daily backup of ISPD, the
data in which is stored in encrypted form;

— the Company organizes ISPD monitoring by
technical specialists for the safety and security level
of personal data of Employees;

— the Company organizes another measure
prescribed by Internal Regulations: ICT Security, IT
Governance and Security framework, as well as
Information Security Guidebook of the parent
company Komatsu Ltd. (Japan), other current and
applicable policies and regulations of the Company
and the Komatsu Group of companies.

2.1.6. Implementation of internal control over the
compliance of personal data processing with the
established requirements

— based on the Order of the General Director the
Company establishes a Personal Data Security
Commission and determines its  personal
composition;

— the specifics of the functioning of the Personal
Data Security Commission are set out in paragraph 3
of this section "Personal Data Protection".

2.1.7. Other measures

2.1.7.1. The Company has implemented measures to
ensure the internal protection of personal data:

- ensuring the process of familiarizing employees
with local regulations governing relations related to
the information security of the Company, storage of
documents generated in the Company's activities,
protection of personal data and others related to
them;

— organization of information storage and destruction
procedures;

— information and explanatory work on the
importance of preventing the loss of personal data
when working with confidential information;

KOTOpOMY MpedocTaBfieHO npaBo JocTtyna K
nepcoHanbHbIM AaHHbIM, HeobxoanMbIX n
AOCTaTOYHbIX ANSA UCMOSIHEHUS TakMM pabOoTHWKOM
CBOWX TPYAOBbLIX PYHKLMN;

— KomnaHusa onpepensieT yrposbl 6e3onacHocTv B
NCIMOH v npuHMMaeT Mepbl MO 3almMTe MHopMaLmMm
M nepcoHanbHbIX gaHHbIX B UCIMOH;

— KomnaHusg ucnornbayeT 3awuTy oT
HEeCaHKUMOHUPOBAHHOIO [OCTyna K WHdopmMaumm n
nepcoHanbHbIM AaHHbIM nocpeacTsoM
aHTMBUPYCHbIX CPEACTB 3aLUMIThI;

— KomnaHusg ocyliecTenseT exeHeBHoe
pesepBHoe konupoBaHne WCIMOH, paHHble B
KOTOPbIX XpaHATCA B 3alIMPPOBaHHOM BUAE;

— Komnanmss  opranmsyetr  koHTponb  WCIMAOH
TEXHUYECKMMU  crneynanuctamMnm  Ha  npegmet
6esonacHocTn n YPOBHS 3alLMLLEHHOCTH
nepcoHarnbHbIX AaHHbIX PaboTHUKOB;

— KomnaHusg opraHuayeTt WHblE
npeayCcMOTPEHHbIE MonoxeHuem o]
f©esonacHoctn, busHec pernameHtom WUT nu
OcHoBamu nT OesonacHocTy, a Takke
PykoBoactBoM no MHOPMaLMOHHO Ge30nacHOCTH
ronoBHon komnaHum Komauy Jltg. (Komatsu Ltd.,
AnNoHus), NpoYMMnN SENCTBYIOLLMMU U NPUMEHUMbBIMU
nonuTukamm n nonoxeHnamm Komnauum u rpynnbl
komnaHunm Komatsu (Komauy).

Mepbl,
KT

2.1.6. OcywecTBneHne BHYTPEHHEro KOHTpOnA
COOTBETCTBUSA o6paboTku nepcoHanbHbIX
OaHHbIX YCTaHOBJIEHHbIM TPe6OBaHMAM

- B KomnaHuu Ha OCHOBaHuu Mpukasa
"eHepanbHOro gmMpektopa cosgaérca Komuccusa no
obecneyveHunto ©e3onacHocTH nepcoHarnbHbIX
AaHHbIX U ONpeaensieTcs ee nepcoHarbHbIA COCTaB;
— 0cobeHHOCTN yHKUMOHMpPOBaHMa Komuccum no
obecneyveHunto ©e3onacHocTH nepcoHarnbHbIX
AaHHbIX YCTaHOBMEHbI naparpadom 3 HaCTOsILEro
pasgena «3alwmTa NnepcoHanbHbIX JaHHbIX».

2.1.7. NHble mepbl

2.1.71. Ona obecnevyeHnss BHYTPEHHEN 3alUThbI
nepcoHanbHbIX AaHHbIX B KomnaHuv peanu3oBaHbl
Mepbl:

- obecneyeHve npouecca O3HaKOMIEeHUS
pabOTHMKOB C NOKanbHbIMWU HOPMAaTUBHLIMW aKTamu,
PErynupyroWmnMmn  OTHOLLEHWS,  CBSI3aHHble  C
MHopMaLmMoHHOM  BesonacHocTblo  KomnaHum,
XpaHeHneM  OJOKYMEHTOB,  obpasylowmxca B
peatenbHocTM KomnaHun, 3awmTon NepcoHanbHbIX
AAHHbBIX U UHbIX, CBA3AHHbIX C HUMW;

— opraHmsaums nopsiaka XpaHeHUs N YHUUYTOXEHUS
MHdopMaLmK;

— MHOPMaUNOHHO-pasbACHUTENbHAA paboTa no
3HaYUMOCTH npegynpexaeHns yTparthbl
nepcoHarnbHbIX AaHHbIX npu paboTte C
KOHduAeHUMansHon NHdopmaumen;
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— other measures provided for by the legislation of
the Russian Federation, local regulations of the
Company.

2.1.7.2. The Company has implemented measures to
ensure external protection of personal data:

— an internal facility mode has been established,
according to which a system for monitoring and
controlling access to the Company’s territory is
organized (checkpoints — for the Branch Offices of the
Company);

— a security clearance regime has been established,
according to which unauthorized access to the
Company's territory by third parties is excluded;

— video surveillance is conducted, the organization of
which is established by local regulations in force in
the Company;

— other measures provided for by the legislation of
the Russian Federation, local regulations of the
Company.

2.1.7.3. The Company shall make familiar all
Employees with the regulations of the Russian
Federation on personal data and the present Policy,
as well as conduct training for all Employees.

3. INTERNAL CONTROL OVER CONFORMITY
OF PERSONAL DATA PROCESSING TO THE
ESTABLISHED REQUIREMENTS

3.1. The Company exercises internal control over the
conformity of personal data processing to the
requirements of Federal Law No.152-FZ of
27.07.2006 “On Personal Data”, normative legal acts
adopted in accordance with it, the requirements for
personal data protection, local documents of the
Company regulating relations in the field of personal
data processing (hereinafter referred to as the
internal conformity control).

3.2. The purposes of the internal conformity control
shall be assessment of compliance with the
requirements in the field of personal data processing
established by the law of the Russian Federation and
local regulatory documents of the Company;
identification and prevention of violations in the field
of personal data processing; assessment of injury,
which may be inflicted to the subject of personal data,
correlation of this injury and measures taken by the
Company to secure execution of its obligations.

3.3. The internal conformity control shall be performed
in the form of audit.

3.4. The audit shall be performed by a Personal Data
Security Commission (hereinafter referred to as the
Commission) of at least three people (the chairman

— VHble Mepbl,
3aKoHoAaTeNnbCTBOM Po,
HOpMaTMBHbIMW akTamu KoMmnaHuu.

npeaycMOTPEHHbIe
noKanbHbIMM

21.7.2. [Ona obecneyeHus BHELIHEN 3aLUMThI
nepcoHanbHbIX OaHHbIX B KOMnaHuM peanv3oBaHbl
Mepbl:

— YCTaHOBMNEH BHYTPUOOBLEKTOBLIN  peXxum, B
COOTBETCTBMM C KOTOPbIM OpraHu3oBaHa cuctema
KOHTPONS M ynpaBneHns 4OCTYNOM Ha TEPPUTOPUIO
KoMnaHuu (KOHTPONbHO-NPOMNYCKHbIE MYHKTbI — Ans
dunnanos KomnaHum);

— YCTaHOBIEH MPOMYCKHON PeXuM, B COOTBETCTBUN
C KOTOPbIM WCKIOYAETCsl HEeCaHKUMOHMPOBAHHbIN
JocTyn Ha TeppuToputio KoMnaHum TpeTbux nuu;

— BepeTtcA BUaeoHabnoaeHue, nopsiaokK
OopraHm3aumMm KOTOpOro YCTaHOBMEH foKarbHbIMU

HOpPMaTUBHbLIMMN akramu, OencTByLLNMU B
KomnaHuu;

— VHble Mepbl, npegycMOTPEHHbIE
3aKoHOOaTEeNbCTBOM Po, noKanbHbIMK

HOPMaTUBHbIMU aKTaMM KomnaHuw.

2.1.7.3. KomnaHus o0s3aHa 03HaKOMUTb BCeX
PaboTHuKoB ¢ nonoxeHusamm 3akoHoaatenbctea PO
o) nepcoHarnbHbIX  OaHHbIX " HaCTOALLUM
MonoxeHueMm, a Takke NPOBECTN 0ByYeHne O5ist BCEX
PaboTHukosB.

3. BHYTPEHHMWU KOHTPOJ1Ib COOTBETCTBMUA
OBPABOTKWU NEPCOHAJIbHbIX AAHHbIX
YCTAHOBJIEHHbIM TPEBOBAHUAM

3.1. KomnaHus ocyLecTBnseT BHYTPEHHUA KOHTPOMb
cooTBeTCTBMA 00paboTkn nepcoHanbHbIX AaHHbIX
®epepanbHoMy 3akoHy oT 27.07.2006 Ne 152-93 «O
NnepCcoHanbHbIX AAaHHbLIX», MPUHATLIM B COOTBETCTBUM
C HMM  HOPMaTMBHbIM  MNPaBOBbIM  aKTam,
TpeboBaHMAM K 3awmTe MepcoHasnbHbIX AaHHbIX,
nokanbHblM aktam KomnaHuu, perynupylowum
OTHOLWeEHNA B obnactn obpaboTku MNepCoHarbHbIX
AaHHbIX  (Qanee — BHYTPEHHUA  KOHTPONb
COOTBETCTBUA).

3.2. Uenamun BHYTPEHHEr0 KOHTPONSA COOTBETCTBUSA
ABNSAETCA OUEHKa BbINOMHEHMs TpeboBaHuMN B
obnactmu 006paboTkM  nepcoHasnbHbIX  AaHHbIX,
YCTaAHOBIMEHHbLIX  3aKOHO4ATEeNbCTBOM P® "
nokanbHbiIMM HOpMaTMBHbIMM akTamu KomnaHuu;
BbiSIBNIEHWE W NpefoTBpalleHVe HapylleHun B
obnacTtu 06paboTkM NepcoHarnbHbIX AaHHbLIX; OLEHKA
Bpeaa, KOTopbIn MOXET BOblTb NPUYMHEH cybbekTam
NnepcoHarnbHbIX [aHHbIX B Cry4yae HapylleHus B
obnactu 006paboTkM  nepcoHanbHbIX  AaHHbIX,
COOTHOLLEHWE YKa3aHHOro Bpeda W MPUHUMAaEMbIX
KomnaHven mep, HanpaBneHHblx Ha obecneyeHue
BbINONHEHNSI €€ 0693aHHOCTEN.

3.3. BHyTpeHHUI KOHTpOIb COOTBETCTBUA
npoBoAUTCA B hopme NPOBEPKMU.
3.4. TpoBepka npoBoautca Komuccuenn  no

obecneveHnto 6e30MacHOCTU NepPCoHarnbHbIX AaHHbIX
(nanee — Komuccus) He MeHee, YeM U3 Tpex YenoBek
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and members of the commission), the personnel of
which shall be approved by an Order of the Company.
3.5. The audit may be scheduled and unscheduled.

3.6. Scheduled audit shall be performed at least once
every 2 (two) years.

3.7. Unscheduled audit shall be performed in case of
violations of the personal data processing procedure
or upon receipt of a complaint from a personal data
subject.

3.8. Internal control stages:

3.8.1. Preparation for the audit.

- the Commission determines the objects of
control (processes, structural units, information and
service systems, etc.), areas of verification, the list of
parameters controlled (a typical list of control
parameters is given in Appendix 2), the audit duration.

3.8.2. Performance of audit.

3.8.3. The audit shall be held in the form of:

— direct inspection of personal data processing
locations,

— research and analysis of the processes of working
with personal data;

— examination and analysis of work of the
information systems;

— surveying of employees in charge of personal data
processing.

3.8.4. The audit shall be performed within a period of
not more than seven (7) business days.

3.8.5. Registration of audit results:

— during the audit the data obtained shall be
compared to the list of controlled parameters and one
of the following two decisions shall be made:

1) on conformity of the personal data processing
procedure to the established requirements;

2) on non-conformity of
processing  procedure to
requirements.

— the fact of the audit and its results shall be
recorded in the Act and in the Internal Control
Registration book, the form of which is given in
Appendix 3.

the personal data
the  established

3.8.6. Taking measures on the basis of audit results.
In case of revealing of conformity of the personal data
processing procedure to the  established
requirements, the audit shall be completed.

In case of revealing of non-conformity of the personal
data processing procedure to the established
requirements, the Commission within five (5)
business days shall develop a set of measures to

(npencepartenb M YNeHbl KOMUCCUKM), NEPCOHANbHbIN
cocTaB KoTopoWn yTeepxagaeTtcs [Npukazom KomnaHuum.
3.5. [lpoeBepka mMoxeT ObITb MNNaHOBOW U
BHeMNNaHOBOW.

3.6. [lnaHoBas npoBepka MNPOBOAUTCS He pexe
o4Horo pasa B 2 (gea) roga.

3.7. BHennaHoBasi npoBepka NpoBOAMTCA B cryvyae
BbISIBNEHNS  HapyleHun nopsigka  obpaboTkm
nepcoHanbHbIX AaHHbIX MO0 No hakTy nonyvyeHus
Xanobbl cybbekTa NnepcoHarnbHbIX AaHHbIX.

3.8. Jtansbl
KOHTpoOnSs:

OCYLLEeCTBIIeHUS1  BHYTpeHHero

3.8.1. NopgroToBka K NpoBeLEHNIO MPOBEPKU:

- Komuccnss onpegensieT OObeKTbl KOHTPOMs
(npouecckl, CTPYKTYPHbIE nogpasneneHus,
WHOPMALIMOHHbIE U CEPBUCHbIE CUCTEMbI U T.M.),
obrnactm  npoBepkW, nepeyvyeHb  KOHTPOSbHbIX
napameTpoB (TUMNOBOW MNepeyYeHb KOHTPOSbHbIX
napameTpoB npueegeH B [MpunoxeHun 2), Cpok
npoBeaeHNs NPoOBEPKU.

3.8.2. lNpoBeneHne NnpoBepKu.

3.8.3. lNposepka npoBoantcs B opMe:

— HenocpeacTBEHHOro ocMoTpa MecT 00paboTku
NnepCcoHarnbHbIX AaHHbIX,

— uccnegoBaHUSA M aHanu3a npoueccoB paboThl €
nepcoHanbHbIMU AAaHHbIMMU,

—  nccrneaoBaHus " aHanusa paboThbl
NHOPMALIMOHHBIX CUCTEM,
— onpoca pabOTHMKOB, OCYLLECTBALLMX

00paboTKy NnepcoHarnbHbIX aHHbIX.

3.8.4. lNpoBepka npoBoauUTCS B CPOK He Gonee 7
(cemn) paboumx gHeN.

3.8.5. OhopmneHmne pesynbTaTtoB NPOBEPKMU:

— B X04e npoBedeHUs MpPOBEPKM MONyYeHHble
AaHHble COMOCTaBMSAKTCA C NEPEYHEM KOHTPOIbHbIX
napameTpoB U BbIHOCUTCSt OOHO M3 ABYX PELLUEHUIA:

1) o COOTBETCTBUM nopsaka 06paboTku
nepCcoHanbHbIX AaHHbIX YyCTaHOBMEHHbIM
TpeboBaHusM;
2) 0 HecooTBeTCTBMM  nopsigka  obpaboTku
nepCcoHanbHbIX AaHHbIX YyCTaHOBMEHHbIM
TpeboBaHusIM.

— dpakT nposedeHus W pe3ynbTaTbl NPOBEPKU
dukcupytotca B AkTe n B XKypHane BHYTpPeHHero
KOHTpons, dopma KOTOporo npvBegeHa B
MpunoxeHun 3.

3.8.6. MNpuHATHEe Mep no pesynbTaTtaMm NPOBEPKU.

B cnyyae cootBetrctBMA nopsgka 06paboTkm
nepcoHanbHbIX AaHHbIX YCTaHOBMEHHbIM
TpeboBaHMAM NpoBepKa 3aBepLuaeTcs.

B cnyyae HecooTBeTCcTBMA nopsgka 06paboTku
nepcoHanbHbIX AaHHbIX YyCTaHOBMEHHbIM
TpeboBaHuam Komuccua B cpok 5 (MaTb) pabounx
OHen paspabaTbiBaeT KOMMNIEKC Mep No YCTPaHEHUIO
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eliminate inconsistencies, bring them to attention of
the persons in charge and set the deadline for
elimination of inconsistencies. The results are
recorded in a protocol.

3.8.7. Verification of taking measures to eliminate
inconsistencies:

— on expiration of the deadline for elimination of
inconsistencies set by the Commission, the latter shall
perform verification of compliance;

— in case of taking measures to eliminate
inconsistencies and establishment conformity of the

personal data processing procedure to the
established requirements, the audit shall be
completed;

— in case of non-taking measures to eliminate
inconsistencies, the Commission shall be entitled to
set a new deadline or make a proposal to bring to
responsibility those responsible for violating the
personal data processing procedure.

4. LIABILITY FOR VIOLATION OF THE NORMS
THAT REGULATE PERSONAL DATA
PROCESSING

4.1. The General Director is responsible for the
organization of personal data protection measures in
the Company and the appointment of a person
responsible for the organization of personal data
processing.

4.2. The person responsible for organizing the
processing of personal data is responsible for:

— the Company's compliance with the requirements
of this Policy;

— determination of the personal list of persons
entitled to access personal data;

— organization of access to personal data on the
basis of a role-based access after signing the
obligation of non-disclosure of personal data;

— organization of the deletion and destruction of
personal data;
— implementation of the internal compliance control.

4.3. The Company management and managers of the
structural divisions are responsible for:

— compliance with commercial secrecy measures for
their subordinate structural units in relation to the
personal data;

— presence of confidential information storage
facilities in the structural unit, including personal data,
which exclude unauthorized persons from accessing
them.

4.4. Employees of the General Affairs & HR
Department of the Company are responsible for:

HEecoOTBETCTBUW, JOBOAMT UX [0 CBeAeHud
OTBETCTBEHHbIX MWL, N Ha3Ha4yaeT CPOK yCTpaHeHus.
PesynbTaTbl 00OpPMIISAIOTCS MPOTOKOSIOM.

3.8.7. lNpoBepka UCNOMHEHUS Mep MO YCTPaHEHUIo
HECOOTBETCTBUN:

- no NcTeYeHnn cpoka yCTpaHeHus
HEeCcoOTBEeTCTBUN, Ha3HaYeHHoro Komuccunen,
nocneaHsst NpoOBOAUT MPOBEPKY UCMOMHEHWS;

— B Clfly4yae WCMNOMIHEHNUA Mep MO YCTPaHEHWUHo
HECOOTBETCTBUN " COOTBETCTBUMA nopsiaka
00paboTkM NepcoHarnbHbIX AaHHbBIX YCTAHOBNEHHbLIM
TpeboBaHMsIM NpoBepKa 3aBepLUAETCS;

— B Cryvyae HeUCNONIHEHUA Mep MO YCTPaHEeHUH
HecooTBeTCTBMA  KomMuccuss  BnpaBe  Has3HauuTb
HOBbIN CpPOK JNMOO BHECTU MNpeanoXxeHme o
NPUBMEYEHNN K OTBETCTBEHHOCTU N1L, BUHOBHbLIX B
HapyweHun nopsgka o6paboTkM nepcoHanbHbIX
JaHHbIX.

4. OTBETCTBEHHOCTb 3A HAPYLUEHUE HOPM,
PErYJIMPYIOLLUX OBPABOTKY
NMEPCOHAJIbHbIX AAHHbIX

4.1. l'eHepanbHbIA OUPEKTOP HECET OTBETCTBEHHOCTb
3a OpraHuMsauul MpUHATMS Mep No  3awuTe
nepcoHanbHbIX AaHHbIX B KOMNaHun n HasHaveHue
nuua, OTBETCTBEHHOrO 3a opraHusauuio obpaboTku
nepCcoHarnbHbIX AaHHbIX.

4.2. Jlnuo, OTBETCTBEHHOE 3a OpraHM3auuio
06paboTkm NepcoHarnbHbIX OaHHbIX HeceT
OTBETCTBEHHOCTb 3a:

—  WCMOJSIHEHNE B KomnaHum TpeboBaHuN

HacTosuero NonoxeHus;

— onpegeneHne MNepcoHanbHOrO NepeyvHsa nuu,
MMELLMX NPaBO AOCTYMNa K NepCoHanbHbIM AaHHbIM;
— OpraHMsaumio 4oCTyna K NepCcoHanbHbIM AaHHbIM
Ha OCHOBaHWUW PONEBOro A0CTyna nocne NoanncaHus
00s13aTeNbCTBA O HepasrnaweHUn MnepcoHarbHbIX
JaHHbIX;

— opraHuMsauuio  ydaneHusas Un  YHUYTOXEHMUS
NnepCcoHarnbHbIX OAHHbIX;

—  OCyLLeCTBrieHue BHYTPEHHEro KOHTpOns
COOTBETCTBUS.

4.3. PykoBoactBo KomnaHuu wu pykoBoauTENu
CTPYKTYPHbIX noapasgeneHun HecyT

OTBETCTBEHHOCTb 3a:
- cobntogeHne Mep no pexxnmMy KoMmMep4ecKomn TanHbl
Mo NOAYMHEHHBIM UM CTPYKTYPHbIM NOAPa3aeneHnam
B OTHOLLEHMN NePCOHarnbHbIX AAHHbBIX;

- Hanmuume B CTPYKTYPHOM noAapasfgeneHun MecT
XpaHeHnsa KoHduaeHunansHon nHdopmaumn, B TOM
yncrie nepcoHanbHbIX  AaHHbIX,  UCKNIOYaoLWmx
AOCTYN K HUM HEYNOSTHOMOYEHHbIX JnL,.

4.4. PaboTHuku [enaptameHTa agMUHUCTpaUUM U
ynpaeneHna  nepcoHanom  KomnaHum  HecyT
OTBETCTBEHHOCTbL 3a:
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— timely updating of this Policy;

— availability of personal data protection provisions
in employment contracts and/or job descriptions of the
authorized persons;

— preparation of standard (recommended) forms of
documents - compliance with the retention periods
and the procedure for deleting and destroying
personal data.

4.5. Employees of the Legal
responsible for:

— presence of provisions on the protection of
personal data in the civil law contracts.

department are

4.6. Employees who are allowed to work with
personal data are responsible for:

— compliance with the requirements of this Policy;

— disclosure of personal data, as well as the loss of
documents containing personal data to which they
have been granted access in accordance with this
Policy.

4.7. Persons violating the regulation for the receiving,
processing and protecting employees’ personal data
shall be the subject for disciplinary and material
liability in accordance with the procedure established
by the Labor Code of the Russian Federation and
other federal laws, as well as for the administrative,
civil or criminal liability in accordance with the
procedure established by the federal laws of the
Russian Federation.

4.8. The Company shall be entitled to apply such
types of disciplinary sanctions as a remark, a
reprimand, a dismissal according to paragraph “c” of
clause 6, Part 1, Article 81 of the Labor Code of the
Russian Federation (disclosure of a secret protected
by the Law, including personal data of another
Employee).

4.9. Providing false documents by the employee shall
be the ground for making disciplinary action up to
dismissal.

4.10. The full financial responsibility of the Employee
consists in his obligation to compensate the direct
actual damage caused to the Employer in full.

5. FINAL STATEMENTS

5.1. The Policy is mandatory for familiarization by all
employees of the Company.

5.2. The Employees must be familiarized against
signature with other documents establishing personal
data protection (if any) and Employees’ rights and
obligations in this regard.

— CBOEBpPEMEHHYI  aKkTyanusaumilo  HacTosLero
MNonoxeHus;
— Hanuume B  TPy4OBbIX goroBopax  wu/wunu

OOIMKHOCTHBIX MHCTPYKUMAX YMONMHOMOYEHHbIX L
NOMNOXeHW No OXpaHe nepcoHanbHbIX AaHHbIX;

— MOAroTOBKY TUMOBbLIX (pekomMeHOyeMblX) ¢opm
AOKYMEHTOB - CcO6mniofeHne CpPOKOB XpaHEeHuUs W
nopsiika yaaneHuss N YHUYTOXEHUSA NepCOHanbHbIX
AaHHbIX.

4.5. PabotHukn HOpuanyeckoro oTtaena HecyT
OTBETCTBEHHOCTb 3a:
— Hanuune B TrpaxgaHCKO-NpaBOBbLIX [AoroBopax

NONOXEHWM NO 3alunTe nepcoHaribHbIX AaHHbIX.

4.6. PaboTHukn, pgonyuieHHble K pabote cC
nepcoHanbHbIMM OaHHbIMW, HECYT OTBETCTBEHHOCTb
3a:

— cobnogeHne
NonoxeHus;

— pasrnawleHve MnepcoHarnbHbIX AaHHbLIX, a TakKke
yTpaTy [OOKYMEHTOB, coepXawux nepcoHarnbHble
OaHHble, JONYCK K KOTOPbIM OHM Monyuvnn B
COOTBETCTBUM C HacToALMM [NonoxeHnem.

TpeboBaHui HacTosLLEero

4.7. Jlnua, BUHOBHbIE B HapyLEHUN MNONOXEHUN
3akoHogartenbctBa P® B o6nactu nepcoHamnbHbIX
OaHHbIX Mpu 0OpaboTke NepCOHanbHbIX OaHHbIX,
MOryT ObITb NPMBREYEHbI K AUCUUNIIMHAPHON W
MaTepuarnibHOM  OTBETCTBEHHOCTM B MNOpsiake,
yCTaHOBNeHHOM TpyaoBbiM kogekcom PP 1 MHbIMK

(be/_'l,epaJ'IbelMl/l 3aKOHaMu, a Takxe K
aﬂMMHMCTpaTMBHOIZ, Fpa)K,D,aHCKO-HpaBOBOVI nnn
yl'OJ'IOBHOI7I OTBETCTBEHHOCTU B nopsagke,

ycTaHoBNeEHHOM doeaeparbHbIMU 3akoHamn PO,

4.8. KomnaHusi BnpaBe NPUMEHUTbL Takue BuUAbI
OVCUMNIIMHAPHBIX ~ B3bICKAHUA  Kak  3aMevaHue,
BbIFOBOP, YBONbHEHWE No nn. «B» n. 6 4. 1 c1. 81 TK
P® (pasrnaweHne oxpaHAemMOn 3aKOHOM TaliHbl, B
TOM 4uCNne MNepcoHanbHbIX  AaHHbIX  OPYroro
PaboTtHuka).

4.9. TlpeacrtaBneHne pabOTHUKOM  MOASTOXKHbIX
OOKYMEHTOB SIBNSIETCA OCHOBaAHUEM ANS BbIHECEHMS
ANCUMNIIMHAPHOIo B3blCKaHUs BMMOTb Jo
YBONbHEHNS.

4.10. T[lonHas MaTepuanbHas OTBETCTBEHHOCTb
PaboTHunka coctonT B ero ob6s3aHHOCTM BO3MeELLaTb
NPUYNHEHHbIN PaboTtoparento npsmon
OEeNcTBMTENbHbIN yLepO B NOSIHOM pasmepe.

5. 3AKINIOYUTENIbHbLIE MONOXEHUA

5.1. TlonoxeHne o06s3aTENbHO K O3HAKOMIEHMIO
ans Bcex pabotHmkoB KomnaHum.

5.2. PaboTHWKM JOSmKHbl ObITb O3HAKOMIIEHbl MOA
pacnnucky C WHbIMM  JoKymeHTamn  KomnaHuwm,
yCTaHaBnmBawLwMmMm nopsaok 0bpaboTku
nepcoHarnbHbIX AaHHbIX PaboTHWKOB (Npy Hanuymm),
a Takke o6 ux npaBax U 06A3AHHOCTAX B 3TOWM
obnactu.
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Ne | Subjects of Purposes of processing personal data Data Processing
personal data/
Method Time
Categories
1 Employees, — conclusion, execution, amendment, termination of the | — surname, first name, patronymic (including previous
including former | employment agreements (including opening a bank account, last names, first names and patronymics, if changed);
ones issuing a salary bank card and transferring wages and other | — gender, age;
payments to it, organization of communication services, | — date and place of birth, nationality;
Category: “General” | making business cards); — data type, series, number of the identification | — Paper hardcopy; — paper hardcopy: within

— implementation of rights and obligations stipulated by
employment agreements and the legislation of the Russian
Federation, regulation of labor and other directly related
relations, compliance with labor laws, provision of working
conditions, guarantees and compensations, compliance with
labor protection measures, regulations on the military
registration (maintaining personal cards, provision of special
clothing and personal protective equipment, conducting
mandatory medical examinations, issuing orders and other
local regulatory documents, etc.);

— compliance with tax laws, payroll accrual, personal
income tax deductions and social guarantees and material
reward provided by the Company;

— displaying of information in personnel, accounting,
settlement, statistical documents;

— reporting with personal data of the Company Employees
in accordance with the requirements of the law of the
Russian Federation;

— protection of the employees’ interests of life and health,
ensuring personal safety, ensuring safety of property;

— provision of health and life voluntary medical insurance;
— organization of professional trainings and additional
education;

— bookkeeping of skills in the framework of professional
development;

— compliance with requirements of the local normative
documents applicable in the Company;

— control of the quantity and quality of the work performed;
— assistance in official travels, including business trips
within and outside the Russian Federation (booking tickets,
hotels), as well as assistance in processing visas and
invitations;

— organization of electronic document management in the
sphere of labor relations, creation, signing, use and storage
of work-related documents executed in electronic form,

document, date of issue, name of the issuing authority,
division code;

type, series, number, date of issue of the identification
document of a citizen of the Russian Federation
outside the territory of the Russian Federation;
address of registration at the place of residence and
the address of actual residence;

mobile telephone numbers or information about other
communication methods;

education details, information about the academic
degree, information about professional retraining,
licenses, permits, admissions;

marital status, information on composition of the family
and close relatives, details of marriage registration
certificates, certificates on birth of children;

attitude to military duty, information on military
registration, details of military registration documents;
model and registration number of the vehicle;
information on labor activity, working experience,
previous employment, income from previous places of
employment;

details of the certificate of compulsory pension
insurance (Individual insurance account number), tax
identification number;

details of the bank (personal) account;

information about the position, employment, transfers,
dismissal, and other events related to labor activity in
the Company; information on the quantity and quality
of the work performed; information on the income in
the Company, social benefits, tax and social
deductions, insurance contributions;

information on annual basic paid holidays; annual
additional paid leaves; leaves without pay; maternity
leaves; parental leaves, leaves of employees who
adopted a child, and other holidays stipulated by labor
laws and local regulatory documents of the Company;

— automated: 1C: DO,
ERP, ZUP, PA, OMS,
Taskcom-Docliner,
information and
service systems of
Komatsu Group of
companies (EQP-
Care, KGP, Komtrax,
LMS, MaxiFleet),
SharePoint, corporate
mailing lists.

the effective term of the
employment contract,
hereafter — in accordance
with the requirements of the
law of the Russian
Federation;

1C: DO, ERP, ZUP, PA,
Takscom-Docliner:
Electronic statements:
within the effective term of
the employment contract,
hereafter — in accordance
with the requirements of the
law of the Russian
Federation
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Subjects of

personal data/

Categories

Purposes of processing personal data

Data

Processing

Method

Time

assistance in registration of an employee's electronic
signature;

— providing the functionality of and creation of user accounts
in information and service systems of Komatsu Group of
companies (EQP-Care, KGP, Komtrax, LMS, MaxiFleet)
and 1C: DO, ERP, ZUP, PA, OMS;

— Company’s information support (inclusion in publicly
available corporate sources of personal data (corporate
directories, address books, information boards);

— protection of devices and systems provided for the
performance of a work function from cyber threats and data
leakage;

— conducting the Company’s mandatory and voluntary
audits, audit procedures.

— CV (resume);

— logins of user accounts in information and service
systems of Komatsu Group of companies (EQP-Care,
KGP, Komtrax, LMS, MaxiFleet) and 1C: DO, ERP,
ZUP, PA, OMS.

Category: “Special”

— provision of working conditions, guarantees and
compensations, compliance with labor protection measures
(determination of the suitability of employees engaged in
work with harmful and (or) dangerous working conditions, as
well as in work related to traffic, to perform assigned work
and prevent occupational diseases, and the passage of
mandatory preliminary (upon employment) and periodic
medical examinations by these employees).

results of mandatory preliminary (upon employment)
and periodic (during employment) medical
examinations, other mandatory medical examinations
provided in the medical reports, information contained
in disability certificates.

— paper hardcopy;
and electronic sick list

Category:

“Information related

to personal
authorized
distribution”

data
for

— interaction with business-partners and other persons in
the performance of work duties (courier services;
organizations with which the Company interacts within the
framework of its statutory activities; Komatsu Group of
companies, the list of which is listed on the website
https://www.komatsu.jp/en/aboutus/locations and their
employees);

— signing of documents within the framework of electronic
document management for a job duties performance;

— organization of professional retraining and additional
education;

— Company’s information support (inclusion in publicly
available corporate sources of personal data (corporate
directories, address books, information boards, SharePoint,
printed booklets (upon approval of employees), as well as
congratulatory e-mail by corporate mail service upon
approval of employees.

— last name, first name, patronymic;

— date of birth;

— citizenship;

— region of the place of birth, country;

— data type, series, number of the identification
document, date of issue, name of the issuing authority,
division code;

— taxpayer identification number;

— insurance number of an individual personal account;
— color digital photographic image of a face;

— information about the position held in the Company,
the structural unit;

— mobile phone number and work email address.

— automated: 1C:
ERP, corporate
directories, address
books, information
boards, corporate e-
mail with domain
@global.komatsu

within the effective term of
the employment contract,

or until the

receipt of a

review of the processing of
personal data permitted for

distribution
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Subjects of
personal data/

Categories

Purposes of processing personal data

Data

Processing

Method

Time

Category:
“Biometric personal
data”

— conclusion, execution, amendment, termination of
employment contracts, realization of rights and obligations
stipulated by employment contracts and the legislation of the
Russian Federation; regulation of labor and other directly
related relations;

— provision of working conditions, guarantees and
compensations, compliance with labor protection measures,
protecting the interests of life and health, ensuring the
personal safety of employees, and ensuring the safety of
property;

— organization of electronic document management in the
sphere of labor relations;

— Company’s information support (inclusion in publicly
available corporate sources of personal data (corporate
directories, address books, information boards);

— providing the functionality of and creation of user accounts
in information and service systems of Komatsu Group of
companies (EQP-Care, KGP, Komtrax, LMS, MaxiFleet).

— color digital photographic image of a face obtained
upon employment, video image from cameras located in
the territory of the Company;

— weight, height, clothing size,
circumference.

shoe size, head

— automated:
ERP, ZUP.

1C:

within the effective term of
the employment contract

Relatives of the
Employees

— maintaining personal cards of the Company Employees
in Form T-2 (special HR document);

— ensuring transfer of information about a relative - the
Employee, in emergency cases;

— registration of accrual of benefits for caring for a child
under the age of 1.5 years, funeral allowance, and other
payments.

— surname, name, patronymic, date of birth;

— degree of kinship;

— mobile telephone numbers or information about
other communication methods;

— details of marriage registration certificates,
certificates on birth of children; or other document that
confirms the kinship with the Employee.

— certificates of non-assignment and non-receipt of
benefits.

— paper hardcopy;
— automated:
ERP, ZUP.

1C:

— in relation to the
surname, first name,
patronymic, date of birth,
relationship degree,
marriage  certificate  or
another document
certifying family relations
with the Company
Employee, certificates of
non-assignment and non-
receipt of benefits - in
accordance with the clause
4.2 4. of the Policy;

— in relation to the mobile

phone number and
information about other
communication methods

(on paper hardcopy and 1C:
ERP, ZUP): during the
effective term of the
employment contract of the
Employee associated with
the relative.
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the Company’s
counterparties -
legal entities

person signing the contract;

— proper performance of the contract, including entry and
passage to the territory of the Company;

— verification of the powers of representatives of clients and
counterparties to receive goods (works, services);

— checking of admissions on performance of works and
rendering of services;

— providing the functionality of information and service
systems of Komatsu Group of companies (EQP-Care, KGP,
Komtrax, LMS, MaxiFleet, WMS) and OMS;

— type, series, number of the identity document, date
of issue, name of the issuing authority;

— documents on education, qualifications, licenses,
permits, admissions;

— mobile telephone numbers or information about
other communication methods;

— model and registration number of the vehicle;

— other information, the composition of which shall be
determined by the requirements of the applicable law.

Ne | Subjects of Purposes of processing personal data Data Processing
personal data/
Method Time
Categories
3 Candidates for | — assessment of business, professional skills and | - surname, name, patronymic; — paper hardcopy; —for the period of taking
vacant positions in | competencies; — gender, age, date and place of birth (if provided by | — in electronic form | the decision to employ or
the Company — interview, including access to the Company's territory; the applicant in the resume); (received directly | refuse to employ, and
— consideration of the possibility of filling a vacant position | — mobile phone number or information about other | through the | within 30 calendar days
in the Company within the scope of legal relations regulated | communication methods; company’s corporate | after the date of taking the
by the Labor Code of the Russian Federation. — information about education, professional retraining | e-mail from a | decision to refuse to
and (or) advanced training; candidate or provided | employ.
-~ knowledge of foreign languages, including level of | by the company that
proficiency; provides recruitment
— information about working experience, seniority, services).
previous employment;
— digital photographic image of the face (if provided by
the applicant in the resume);
— all and any other information specified in the
candidate's resume and/or questionnaire.
4 Counterparties of — conclusion of the contract, verification of the powers of the | — surname, first name, patronymic;
the Company — person signing the contract; — gender, age; date and place of birth, nationality;
individuals — proper performance of the contract, including entry and | — type, series, number of the identity document, date
passage to the territory of the Company; of issue, name of the issuing authority;
— verification of the powers of representatives of clients and | — details of the certificate of compulsory pension
counterparties to receive goods (works, services); insurance (Individual insurance account number), | — Paper hardcopy; for the effective term of the
— checking of admissions on performance of works and | taxpayer’s identification number; contract, heregfter—in
rendering of services; - documents on education, qualifications, licenses, accordance with the
— providing the functionality of information and service | permits, admissions; — automated: 1C: requirements of the law of
systems of Komatsu Group of companies (EQP-Care, KGP, | — bank (personal) account details; DO, ERP, OMS, the Russian Federation
Komtrax, LMS, MaxiFleet) and 1C: DO, ERP, OMS; — mobile telephone numbers or information about other | Taskcom-Docliner,
— protection of life, health and other vital interests. communication methods: EQP-Care, KGP,
— model, registration number of the vehicle; Komtrax, LMS,
— other information, the composition of which shall be MaxiFlest.
determined by the requirements of the applicable law.
5 Representatives of | — conclusion of the contract, verification of the powers of the | —  surname, first name, patronymic;
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Company'’s territory
(visitors).

employees, ensuring the safety of property;
— registration of a pass to the Company's territory.

books of visitors for
checkpoints — for the
Branch Offices of the
Company);

— automated:
1C:DO, Visitor
Control.

Ne | Subjects of Purposes of processing personal data Data Processing
personal data/

Method Time
Categories
— protection of life, health and other vital interests.

6 | Users of — analysis and statistical processing of data of users of | — surname, first name, patronymic; — automated: for the effective term of the
information and information and service systems of Komatsu Group of | — work e-mail address; management portals contract, hereafter —in
service systems of | companies located on the management portals of unified | — other information required to work with the systems. | of unified User accordance with the
Komatsu Group of | user accounts of Komatsu Group of companies; accounts of requirements of the law of
companies — proper execution of the contracts with counterparties. information and the Russian Federation
(counterparties of service systems of
the Company - Komatsu Group
individuals, as well companies (EQP-
the representatives Care, KGP, Komtrax,
of the LMS, MaxiFleet,
counterparties - WMS), located on the
legal entities following platforms:

1) Microsoft Azure
https://portal.azure.co
m/#home (all systems
except for LMS);

2) Saba Cloud
https://komatsu.sabac
loud.com/ (for LMS
system).

7 Individuals who — ensuring safety requirements, protecting the interests — surname, first name, patronymic; — paper hardcopy | until the purpose of
enter the of life and health, ensuring the personal safety of — model, registration number of the vehicle. (the Registration | personal data processing is

achieved gaHHbIX
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List of control parameters of internal compliance control in the sphere of personal data
processing /

lMepeyeHb KOHTPOJbHbIX NapaMeTPOB BHYTPEHHEro KOHTPOSNA COOTBETCTBUA
B 06n1acT o6paboTkn nepcoHanbHbIX AaHHbIX

Ne Control parameters and inspection KoHTponbHble napameTpbl U 06 bEKThI
n/n objects npoBepoK
Compliance of the categories of personal | CooTBeTCTBME YCTAHOBMEHHLIX B MEPEYHE
1 data processed set out in the list with the | kaTeropun obpabaTbiBaeMbIx
personal data actually being processed nepcoHanbHbIX AaHHbIX dakTn4eckm
obpabaTtbiBaeMbiM NEPCOHANbHBIM JAHHbIM
Compliance of access rights to personal | CooTBeTcTBUE npas gocTtyna K
2 data with the powers within the framework of | nepcoHanbHbIM AaHHBIM MNOMHOMOYMSM B
work duties and job descriptions of | pamkax  TpygoBbix  06si3aHHOCTEM U
employees OO0JPKHOCTHBIM MHCTPYKLUMAM paboTHUKOB
Confirmation of the fact of familiarization with | MNoaTeepxxaeHne dakta O3HaKOMIEHNA C
local acts in the sphere of processing and | nokanbHbIMK akTamu B ob6nactn o6paboTkm
3 protection of personal data of the person, | 1 3aWwuWTbl NepcoHanbHbLIX AAHHBIX JMUA,
actually processing the personal data dakTnyeckm obpabarbiBatoLlero
nepcoHarsnbHble AaHHble
Confirmation of the fact that the persons | NoateepxaeHne dakTa Hanuung
4 actually processing the personal data have | o6a3aTtenbcTBa o] HepasrnaweHum
an obligation not to disclose personal data nepcoHarnbHbIX OaHHbIX Y Nny, dakTU4Yecku
o6pabaTbiBatoLLMX NEPCOHaNbHbIE AAaHHbIE
Existence of provisions in contracts with third | Hannume B goroBopax ¢ TpeTbumMn nuuamm
5 parties concerning the confidentiality and | nonoxeHnn, kacawwmxca obecnedeHns
security of personal data KoHuaeHunansHoctm u©  6e3onacHocTu
nepcoHanbHbIX AaHHbIX
Existence of legitimate purposes and basis | Hanmune 3akOHHbIX Uenern u OCHOBaHWM
6 for processing all categories of personal data | 06paboTkn Bcex kateropui nepcoHanbHbIX
OaHHbIX
Random checks of employees for | BolbOpOYHbIE NPOBEPKM COTPYAHUKOB Ha
knowledge of organizational and | npeameTt 3HaHuS OpraHu3aLmMoHHO-
7 administrative documents in the sphere of | pacnopsguTenbHbIX JOKYMEHTOB B 06nacTu
processing and ensuring the security of | o6paboTtkn n obecnedeHna GesonacHocTu
personal data nepcoHanbHbIX AaHHbIX
8 Compliance with the retention periods and | CobntogeHne CpoKoB XpaHeHus U nopsaka
the procedure for destroying personal data | yHMYTOXEHUA NepCOHaNbHbIX aHHbIX
Compliance with procedures and deadlines | CobntogeHue npouenyp " CpOKOB
9 for preparing responses to requests from | nogrotoBkm OTBETOB Ha  obpalleHus

personal data subjects

Cy6'beKTOB nepcoHalribHbIX AAaHHbIX
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Internal Control REGISTRATION BOOK in the sphere of personal data processing /

JXYPHAIJ1 BHyTpeHHero KOHTpossi COOTBETCTBUSA B 0611acTM 06paboTkn nepcoHanbHbIX

AaHHbIX

Date of the
audit /
OaTta
npoBegeHus
NnpoBepKU

Ground of the
audit /
OcHoBaHue
npoBepKU

Audit report /

3aknroyeHue no npoBepke

Signature of
the chairman
of the
Commission /
Moanucb
npeaceparens
Komuccum

Note /
MpumeyaHue
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FORM OF THE ACT OF DESTRUCTION (TERMINATION OF PROCESSING)
OF PERSONAL DATA/

®OPMA AKTA Ob YHUYTOXEHUU (O NMPEKPALLUEHN OBPABOTKN)
NEPCOHAJIbHbIX AAHHbIX

Komatsu CIS, LLC
Name of the structural unit

000 «Komauy CHIM™»
HaumeHoBaHMe CTPYKTYpPHOro noapasgeneHuns

ACT
of destruction (termination of processing)
of personal data

Ne dated”___ "

Compiled by the responsible official appointed by the
order Ne from .

Responsible official —
(position, full name).

The documents were selected for destruction based
on Federal Law Ne152-FZ of 27.07.2006 "On
Personal Data", as well as the Personal data
protection Policy of Komatsu CIS, LLC

AKT
006 YHUUYTOXEHUM (O NpeKpaLLeHun o6paboTKm)
nepcoHanbHbIX AaHHbIX

Ne oT«___ » r.
CocTaBneH OTBETCTBEHHbIM JOIHKHOCTHbLIM JINLIOM,
HasHayeHHbIM  npuka3om  Ne oT
OTBeTCTBEHHOE OOIMKHOCTHOE nuo -
(gomkHocTb, PUNO).
[okyMeHTbl  OTOOpaHbl K YHUYTOXEHWIO  Ha

ocHoBaHun depgepanbHoro 3akoHa Ne 152-03 ot
27.07.2006 r. «O nepcoHanbHbIX AaHHBIX», @ TaKkkKe
MonoxeHns 06 06paboTke n 3awmTe NePCoOHanNbHbIX
AaHHbIx OO0 «Komauy CHIM»

Ne[ Content of Full name of Category of Type of | Information system | Volume |Reason for the
personal data /| subjects whose destroyed media / (for electronic (sheets) /| destruction
CopepxaHue |personal data was| personal data / Tun personal data) / O6bem /MpuumnHa
nepcoHanbHbIX destroyed / Kateropusi Hocutensi| HaumeHoBaHue (nncToB) | yHUUTOXEHMS

JaHHbIX ®UO cybbEKTOB, | YHUHYTOXEHHbIX MHOPMaLMOHHON
YbWn nepcoHarnbHbIX cucTemsbl (ans
nepcoHanbHble OaHHbIX ONEKTPOHHbIX
AaHHble Obinu nepcoHanbHbIX
YHUYTOXEHbI OaHHbIX)

1

2

The listed cases were destroyed by [llepeuyucneHHble gena  yHUYTOXEHbI  MNyTem

(method of destruction) (cnocob yHU4TOXEHUS)

Date, time and place  of destruction: [aTa, BpeMs n MECTO YHUUTOXEHUS:

Basis for destruction of personal data: OcHoBaHUA Ona  YHUYMTOXEHWUs MepcoHarbHbIX

DaHHbIX:

Name of the position responsible for the destruction

HanmeHoBaHMe [OMKHOCTM OTBETCTBEHHONO 3a
YHUYTOXEHne

(signature) (Full name)

Approved / CornacoBaHo:

Vice-President / Buue-npeanaeHT

(noanwuce) (®M0)

signature / nognnce

Full name / @110
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